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Urgency of the research. Every year amount of different mobile devices has been growing. Mobile devices are not only
smartphones, laptops and tablets. Many single board computers appeared alongside with 10T (internet of things) direction,
which allows connecting anything to the Internet. Amount of mobile devices exceeded amount of desktop computers in 2013.
Amount of traffic which mobile devices transfer per month was 7*1018 bytes in 2016. This number will only grow and will
reach 10.8 * 1018 bytes in 2017. There is no distinction between web applications for mobile devices and desktop computers
anymore. Amount of the web applications have been growing every year as well.

Target setting. We propose to use minimum possible configuration of the HTTP header to decrease the data transferred
between client and server software applications. This can be useful especially for mobile devices, which work over 3G and
4G networks with limited battery life. Theoretical minimum header configuration was compared against real data, which has
been obtained during the experiment. The results of the comparison give us the information about possibility of decreasing
HTTP traffic. The fact that text and image information headers are the biggest tells us to concentrate the attention on these
two types of information.

Actual scientific researches and issues analysis. Many scientists from all over the world try to come up with different
solutions to improve transmission of HTTP traffic in mobile networks. HTTP is scalable application layer protocol which
allows high flexibility in terms of data transferring. HTTP is easy to use; it is supported by popular programming languages.
Developers choose to use HTTP for creation of different purpose applications. Mostly HTTP is used for creation of web ap-
plication and application which work in the Internet. With development of 3G and 4G networks, IoT (Internet of Things)
gains its popularity, thus many devices can be communicate over the Internet.

Uninvestigatigated parts of general matters defining. There are many directions to decrease amount of HTTP traffic.
However, investigation of headers of HTTP is not considered as one of the methods of decreasing amount of the HTTP traffic.

The research objective. We decided to concentrate our attention on HTTP headers to address the issue of HTTP traffic
growth. Previous researches have shown that HTTP header can contain unnecessary data, which can be eliminated [3]. In
the paper, we compare theoretically possible minimum configuration of HTTP header with HTTP headers received during
the experiment. Many of previous researches are concentrated on HTTP protocol itself. However, we concentrate our atten-
tion on data, which is transferred using HTTP. We used web debugging tool to investigate the HTTP header.

The statement of basic materials. Under minimal HTTP header configuration, we understand amount of bytes required
to deliver the information over HTTP. According to previous researches, HTTP/1.1 is the most popular version of the HTTP,
which is used nowadays. All data captured during our experiment was transferred and received over HTTP/1.1 as well. Re-
quest and response message formats differ from each other.

Conclusions. In the paper, we identified the minimal HTTP header configuration, which can still be used to transfer valid HTTP
messages. Our experimental data shows that header of the real HTTP traffic exceeds the minimal configuration of HTTP header.

However, we understand, that not every type of application, which work via HTTP, require a small HTTP header. Nev-
ertheless, applications, which are installed and running on the mobile devices require additional attention to the amount of
an HTTP traffic transferred.

Key words: HTTP; information; mobile device; protocol.

Urgency of the research. Every year amount of different mobile devices has been grow-
ing. Mobile devices are not only smartphones, laptops and tablets. Many single board com-
puters appeared alongside with IoT (internet of things) direction, which allows connecting
anything to the Internet. Amount of mobile devices exceeded amount of desktop computers in
2013. Amount of traffic which mobile devices transfer per month was 7*1018 bytes in 2016
[1]. This number will only grow and will reach 10.8 * 1018 bytes in 2017 [1]. There is no dis-
tinction between web applications for mobile devices and desktop computers anymore.
Amount of the web applications have been growing every year as well.

Mobile devices’ hardware is relatively powerful nowadays. One board computers or even
smartphones usually have four cores processors and couple gigabytes of RAM. These allow per-
forming all kind of tasks by mobile devices. However, the battery life of a mobile device can be
limiting factor which influences on performance of mobile devices. The cost of 3G or 4G net-
works also makes usage of mobile devices expensive, when big volume of traffic is involved.

Target setting. HTTP is one of the most popular application layer protocols in the Inter-
net [2]. Thus, investigation of HTTP traffic is a priority in the paper. Header of HTTP re-
sponse or request can potentially carry not necessary information. This information creates
overhead and can be relatively big and cannot be neglected. Header size can reach 13.88 %
while sending text information and 5.46 % for image information [3].
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In the paper we propose to use minimum possible configuration of the HTTP header to de-
crease the data transferred between client and server software applications. This can be useful
especially for mobile devices, which work over 3G and 4G networks with limited battery life.
Theoretical minimum header configuration was compared against real data, which has been ob-
tained during the experiment. The results of the comparison give us the information about pos-
sibility of decreasing HTTP traffic. The fact that text and image information headers are the
biggest tells us to concentrate the attention on these two types of information.

Actual scientific researches and issues analysis. Many scientists from all over the try to
come up with different solutions to improve transmission of HTTP traffic in mobile networks.
HTTP is scalable application layer protocol which allows high flexibility in terms of data
transferring. HTTP is easy to use; it is supported by popular programming languages. Devel-
opers choose to use HTTP for creation of different purpose applications. Mostly HTTP 1is
used for creation of web application and application which work in the Internet. With devel-
opment of 3G and 4G networks, [oT (Internet of Things) gains its popularity, thus many de-
vices can be communicate over the Internet.

R. Chandran and S. Manoharan investigated some web application in New Zealand and
they found out that despite of the fact that compression is available for HTTP 22 % of the web
sites does not use compression. Moreover, 52 % of the sites explicitly prevent caching by
supplying directives such as no-store or expiry times in the past [4].

There are many methods how to decrease HTTP traffic one of them is compression of
HTTP traffic. Timothy J. McLaughlin considered drawbacks and benefits of HTTP traffic
compression. His experiments show average 27 % byte reduction is possible for the average
web site [5]. Compression is supported by almost all modern web browsers and web servers,
however sometimes it is not used as it was shown by R. Chandran and S. Manoharan. Moreo-
ver, browsers are not the only clients which exist. Developers need to write their own applica-
tions, which can use HTTP(S), so compression is not supported by default by these clients
and developers need to implement it.

Ali Sehati and Majid Ghaderi looked into the problem of decreasing of a web page load
time. They created WebPro a proxy based solution and confirmed that it provides delay re-
duction form 5 % to 51 % for a verity of web sites [6]. According to the experiment’s results
they have improved we browsing on mobile devices. They improved user experience, howev-
er their solution does not decrease the amount of traffic transferred between a client and a
server. Despite the fact that user experience using web on mobile devices has been improved,
the price of the traffic transferred stays the same in case of 3G and 4G networks.

According to the ICT report the price of mobile networks varies between 4.7 $
in Australia and 85 $ in the USA per 500 MB of data. In Ukraine 500 MB of data cost 13.5
[7]. HTTP is the most popular application layer protocol in the internet [2]. Amount of data
transferred by mobile devices grows every year. Thus, the task of decreasing the amount of
traffic transferred without losing useful data has become very important nowadays.

There are many methods how performance of HTTP can be improved, for instance:

* Minimize number of HTTP redirects

* Reduce roundtrip times

» Eliminate unnecessary resources

 Cache resources on the client

» Compress assets during transfer

» Eliminate unnecessary request bytes

* Parallelize request and response processing

* Apply protocol-specific optimizations
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The research objective. We decided to concentrate our attention on HTTP headers to ad-
dress the issue of HTTP traffic growth. Previous researches have shown that HTTP header
can contain unnecessary data, which can be eliminated [3]. In the paper, we compare theoreti-
cally possible minimum configuration of HTTP header with HTTP headers received during
the experiment. Many of previous researches are concentrated on HTTP protocol itself. How-
ever, we concentrate our attention on data, which is transferred using HTTP. We used web
debugging tool to investigate the HTTP header [§].

The statement of basic materials. Under minimal HTTP header configuration, we under-
stand amount of bytes required to deliver the information over HTTP. According to previous re-
searches, HTTP/1.1 is the most popular version of the HTTP, which is used nowadays [2]. All
data captured during our experiment was transferred and received over HTTP/1.1 as well. Request
and response message formats differ from each other. Request format is presented on the Fig. 1.

GET /doc/test.html HTTP/1.1 —— > Request Line 3
Host: www.test101.com
Accept: image/gif, image/jpeg, */* Request
Accept-Langu:flge: en:us Request Headers > Message
Accept-Encoding: gzip, deflate Header
User-Agent: Mozilla/4.0
Content-Length: 35 J

> A blank line separates header & body
bookId=12345&author=Tan+Ah+Teck '+ Request Message Body

Fig. 1. HTTP request format [9]

The HTTP response format is presented on Fig. 2. Fig. 1 and Fig. 2 do not represent the
minimum header required. According to the RFC 2616 [10] the most common form of Request-
URI is that used to identify a resource on an origin server or gateway. In this case the absolute
path of the URI MUST be transmitted (see section 3.2.1, abs path) as the Request-URI, and the
network location of the URI (authority) MUST be transmitted in a Host header field. For exam-
ple, a client wishing to retrieve the resource above directly from the origin server would create a
TCP connection to port 80 of the host "www.w3.org" and send the lines:

GET /pub/WWW/TheProject. html HTTP/1.1

Host: www.w3.0rg

These two lines presented above we can define as a minimal HTTP request header config-
uration. The amount of bytes required is 24 + resource path + host.

HTTP/1.1 200 OK ———> Status Line A
Date: Sun, 08 Feb xxxx ©01:11:12 GMT
Server: Apache/1.3.29 (Win32) Response
Last-Modified: Sat, 07 Feb xxxx Message
ETag: "0-23-4024c3a5" >Response Headers / Header
Accept-Ranges: bytes
Content-Length: 35
Connection: close
Content-Type: text/html /

A blank line separates header & body
<h1>My Home page</h1l> } Response Message Body

Fig. 2. HTTP response format [9]
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In the section 6 of RFC 2616 [11] required lines for HTTP header response are the next:
Status-Line = HTTP-Version SP Status-Code SP Reason-Phrase CRLF
Server can also transfer additional header fields presented on the Fig. 3 [11].

response-header = Accept-Ranges ; Section 14.5
| Age ; Section 14.6
| ETag ; Section 14.19
Location ; Section 14.30
Proxy-Authenticate ; Section 14.33
Retry-After ; Section 14.37
| Server ; Section 14.38
| Vary ; Section 14.44
| WWW-Authenticate ; Section 14.47

Fig. 3. HTTP response header fields [11]

From stated above the minimal amount of bytes required to represent minimal response
header can be 18 bytes.

We needed some real traffic from different web applications, which use HTTP(S). Thus,
we set up an experiment to gather HTTP packets. HTTP packets contains useful for user data
and some technical data to make packet deliverable to its destination. Fiddler web debugging
tool [8] was used to collect the http traffic on user’s computers. Users’ PCs were running
Windows 7, 8.1 or 10. There were no special rules for experiment. Users lunched the Fiddler
application on their computers and were acting as usual during working day (7 hours). Traffic
has been provided by users from Ukraine and the United Kingdom. More than 30 000 HTTP
packets were captured during the experiment. This experiment was not targeting to capture
any specific type of data. We are interested in headers of HTTP packets and types of data,
which was transferred by the applications.

Table 1
Amount of HTTP packets
Data type Amount of packages
Text 23028
Image 7592
Sound 96
Video 8
Total 30724

Text and image HTTP packets are the most transferable data types in the internet which is
also confirmed by Pengcheng Jiang; Fang Liu; Huan Wang; Chenyu Li in the research of
HTTP traffic [12]. Moreover, the size of the HTTP header in the packets for image and text
data is relatively big as it can be seen on Fig. 4.

Most information transferred in text format via HTTP protocol. Sometimes HTTP headers con-
tain information, which can be removed so the client or server still can receive a HTTP message.

We calculated average HTTP header size for text type of information and it is 890 bytes.
For image type of information, transferred via HTTP, the average header’s size is 1007 bytes.

This numbers exceeds minimal header configuration of the HTTP header which was de-
fined for request 24 + resource path + host and for response 18 bytes.
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Text information Image information
5,46%
= Header sizebytes  » Body size bytes » Header sizebytes  m Body size bytes
Sound information Video informaion

0,005% 0,03%

= Header sizebytes = Body size bytes = Heade sizebytes = Body size bytes

Fig. 4. Ratio of packets’ body size to header size by type of information

Conclusions and propositions. In the paper, we identified the minimal HTTP header con-
figuration, which can still be used to transfer valid HTTP messages. Our experimental data
shows that header of the real HTTP traffic exceeds the minimal configuration of HTTP header.

However, we understand, that not every type of application, which work via HTTP, re-
quire a small HTTP header. Nevertheless, applications, which are installed and running on the
mobile devices require additional attention to the amount of an HTTP traffic transferred.

Future work can be carried out in the way of designing an algorithm and piece of soft-
ware, which allow reducing size of the HTTP header for traffic critical applications. Traffic
critical applications are the application, which rely on battery life and work over wireless
networks like 3G, 4G etc., where the cost of traffic is high.
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Bonooumup Kazumup, Anopiii Mokpoeys, Mukona Mowens
MIHIMAJIBHAM PO3MIP 3ATOJIOBKY HTTP JIJISI JOJATKIB

IIpomoxon pigus dodamxie HTTP 3abe3neuye Oyice 8UCOKY MACUIMADOBAHICMb | MOJICE BUKOPUCTOBYBAMUCA OISl Ne-
peoaui 6y0v-saxoco muny inghopmayii misic knienmom i cepsepom. HTTP mac 3a201060K 8i0nosioi / 3anumy, sikuil modice Oy-
mu po3uupenuti 6iOn0gIOHO 00 mexHiunoi ingopmayii, aKy nompibno nepedamu 6io Kiichma 00 cepgepa. La ingpopmayis
Modice bymu 3atigoro 015l nepeoayi 8 KOJCHOMY 3anumi / 8ionogiol. Y cmammi mu 6usnavunu MiHiManvHy Kongicypayiio 3a20-
1068Ka 8iONosioi / 3anumy, wo 3menwumu 06'em mexuiunoi ingopmayii. Mobineni npucmpoi maiomv obmediceni pecypcu,
maki AK 3apa0 damapei akymynamopa i nepedaia Oanux uepe3 MoOinbHi Mepeduci, wo modice 6ymu dopocum y éunaoxy 3G
abo 4G. JJooamkosi gumpamu na mpaghix cnio yHukamu abo 3MeHuy8amu, Koau GUKOPUCMO8YIOMbCs MOOLIbHI npUCmpo.
Mu nposenu excnepumenm ons 360py 3anumis / sionosioeit HTTP ma euznavenns pisnuyi migic 3azanvhum 3a2onoekom HTTP
3anumy / 8i0n08idi ma MiHIMATLHOIO MEOPEMUUHOIO KOHDIZYPAYIcIo 3a20108KdA.

Knirouogi cnosa: HTTP; ingopmayis; mobinohuti npucmpiii; nRpOmMoKoaL.

Braoumup Kazumup, Anopeii Mokpoeys, Huxonaii Mowenw
MHUHUMAJIBHBINA PABMEP 3AI'OJIOBKA HTTP 11 TPUJIOKEHUIA

IIpomoxon yposus npunoscenuti HTTP obecneyusaem ouenb GblCOKYIO MACUMAOUPYEMOCTb U MOJICEm UCNONb308ANb-
¢ 0na nepedaqu mob6oz2o muna ungopmayuu mexcoy knuenmom u cepgsepom. HTTP umeem 3azonoeox omseema / 3anpoca,
KOMOpbLiL MOdHcem ObiMb pACUUper 6 COOMBEMCMEUL ¢ MEXHUYECKOU UHGOpMayuu, KOMopylo HyJICHO nepedams Om KiueH-
ma K cepgepy. Ima ungopmayus modicem bvbims auuinell 0 nepeoauu 8 Kaxcoom sanpoce / omseme. B cmamoe mol onpe-
Oenunu MUHUMALLHYIO KOHGUSYpayuio 3a20108Kka omeema / 3anpoca umoobsl yMeHblums 00bemM mexHuueckou ungopmayuu.
Mobunvuble ycmpoticmea umelom ocpanuienHble pecypebl, makue Kak 3apsao damapeu akKyMyisamopa u nepeoaia OaHHbulX
uepe3 mMobunbHble cemu, modxcem bvimv dopocum 6 cayuae 3G umu 4G. JJononnumenvuvix pacxoovl Ha nepeoayy OAHHLIX
cnedyem uzbe2amo Ui yMeHbUAMb, K020 UCNOAb3YIOMCs MODUIbHble Yempoticmea. Mol npogenu sxcnepumenm 0nsi coopa
3anpocog / omeemoe HTTP u onpedenenus paznuybl medxicoy obuum 3azonoekom HTTP 3anpoca / omeema u MUHUMALIbHOU
meopemuueckoil Kongueypayueli 3a20108Ka.

Knroueswvie cnosa: HTTP; ungopmayus; mobunsroe ycmpoiucmeo, npomoKo.
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