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Urgency of the research. Further improvement of the security corporate networks in the conditions of massive influence
of computer attacks requires an increase in the probability of detection of new computer attacks and a decrease in the recog-
nition time for the signs of known attacks.

Target setting. Analysis of the texts of the global information space reduces the time of detection of possible threats.

Actual scientific researches and issues analysis. Recent publications about systems of defense from attacks and use of
text analysis in detecting threats were considered.

Uninvestigated parts of general matters defining. It is necessary to improve the methods of working out the data sets of
the body of network packets, content of Internet pages, information of mass media and social networks, which in turn raises
the problem of semantic and syntactic processing of natural language texts.

The research objective. The aim of the paper is organization collective protection of corporate networks via the intro-
duction of threat monitoring systems, active intelligence activities in the global information space in order to search collect
and analyze data about attacks, abnormal behavior, and content of Internet resources.

The statement of basic materials. The requirements of security systems to reduce the time of a threat detection lead to
the need for active intelligence assessment aimed at continuous monitoring of the surrounding cyberspace that consists of a
variety of individual users and organizations’ computer networks. The purpose of such monitoring is to determine the cha-
racteristics, interests, features of the security policy of a particular corporate network in the global information space. In this
context, particular importance attaches to the analysis of text information from both fully and partially open digital sources.
A rational solution to this task is the establishment of threat monitoring centers aimed at the organization of collective pro-
tection for corporate networks related to them.

Conclusions. The proposed method of protection allows both to detect cyber threats in the global information space and
to customize their own corporate network security systems in accordance with their characteristic threat vectors.

Keywords: systems of defense from attacks; corporate network; intelligence assessment; text representation models;
collective protection.
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Introduction. In the modern world, problems related to the use and spread of malicious
software, information attacks and other types of cyber threats, which have received the gene-
ral name “cybercrime” are becoming more and more relevant.

During its development, the information technology sector has accumulated various types of
cybercrime, which causes a great damage to both companies and individuals. According to the
ISTR report [1] provided by Symantec (one of the leading developers of information security
software), the past 2017 was too active for the attackers and was marked by significant incidents
in Europe, the United States and the Middle East. The harm that it caused significantly exceeded
the figures for 2012, when the total loss inflicted by IT offenders amounted to $ 388 billion.

It is clear that IT specialists were first to realize that there were some problems with the
fight against cybercrime. According to the survey, most incidents in the field of information
security lead to a loss of payment data (13 %), intellectual property (13 %), customer bases
(12 %) and staff information (12 %) [2]. Of course, the problem of improving the methods for
analyzing network security and preventing violations in order to fight cybercrime remains re-
levant. Thus, in today's society, cybersecurity issues have become the defining task of protect-
ing the global information space.

Analysis of recent studies and publications. Traditional approaches to detecting malware
are either limited to the use of signatures — byte sequences that identify malicious software, or
heuristic algorithms, but these methods are not capable of detecting new attacks in real time [3].

These days, content analysis of text information is used to prevent threats, along with the
analysis of the network traffic characteristics, the behavior of corporate networks and their
security policy. Existing systems of text analysis and modeling include different kinds of
search engines and information-analytical systems. They are capable of solving such tasks as
classification of documents by its subject matter, author identification, detection of plagia-
rism, modeling representations of the knowledge about the subject area and the content of
text, classification and filtering of documents by specified queries, and much more [4; 5; 6].
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Highlighting the previously unsolved parts of the problem. Enhancement in the effec-
tiveness of security systems and reduced time of threats detection requires a further develop-
ment in the methods of processing the data arrays of the network packets’ body, content of
Internet pages and information from mass media and social networks, which raises the prob-
lem of semantic and syntactic processing of text, written in natural language.

The purpose of this paper. Applying a wider range of information for assessment of
cyber threat’s level of danger and creation of collective protection for corporate networks
through introduction of threat monitoring systems and active intelligence assessment in the
global information space of the Internet.

Main text.

1. Global level of corporate networks security.

The IT community has a considerable amount of experience in solving the tasks of providing
information security (cybersecurity) for computer systems. A number of freely distributed and
commercial systems of defense from attacks (SDA) was developed and became widely accepted
in the field of corporate computer networks building [7-11].

Typical components of SDAs are (Fig. 1):

- a control module designed to configure the system as a whole and issue control com-
mands to its components;

- a sensor block for collecting the output data of network packages, settings, system
states, events, messages in system logs, etc.;

- a subsystem of analysis, which identifies the facts of computer attacks and/or abnormal
behavior in the information and telecommunication system of the corporate network;

- a storage, which holds the primary information from sensors and signatures, and tem-
plates of attacks that are generated by the subsystem of analysis;

- a response module, which is responsible for visualizing the results of the analysis, the
generation of warnings, and, in the case of resistance, for the execution of the instructions for
selected security methods.
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Fig. 1. General architecture of SDA
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It is known, that there are two types of basic requirements for SDA:

1. Requirements for detecting non-standard behavior of the computer network and at-
tacks, with aim of minimization of errors of the first and second kind (signaling of non-
standard behavior or attack, when it is absent, detection missing of attack or unusual behavior
of the network when it takes place);

2. Requirements for detecting attacks in real time.

Earlier, the main efforts of developers were pointed to create effective detection algorithms,
satisfying to the first type of requirements. These detection algorithms have used different
mathematical basis: statistical methods, methods of automata theory, methods of interacting se-
quential processes calculus, methods of mathematical logics, neural networks, fuzzy logics, and
other formalisms.

Some detection algorithms, in particular algorithms on basis of neural networks have cyber-
space-adaptive properties. However, the rapid dynamics of the environment change (the variety of
network structures, the variety of types of attacks, etc.) often reduced efforts of designers to zero.

As a rule, the main “bottleneck” of all previous approaches is the violation of time limits
adopted for real-time systems. In the case of neural nets detection process adaptation is done by
procedure of neural network learning. But it is very time consuming procedure. So, enforcement
of adaptive capabilities of detection algorithms leads to slowing of overall detection process.

The way to avoid this dead end situation is following:

- for SDA of corporative information system to use a broader set of analyzed information
about environment,that permits to predict behavior of IT system and it’s environment;

- to do risk analysis and estimate current or predictable level of danger for corporate nets
from known attackers;

- to have time and possibility for corporate system SDA be ready to reflect the most
probable attacks.

The first two paragraphs from the above (list), subordinated to the field of intelligence or
counterintelligence activity.

According to [12; 13], in the modern world the term political, economic, scientific-
technical intelligence means active action, which are aimed at collecting, storage and pro-
cessing of valuable information, that is closed to outsiders.

A similar definition can be given for counterintelligence activities. Concerning protection
corporate computer network from unauthorized access to information, model of attack on
computer network always contains step of intelligence activity, as well as protecting the com-
puter network includes counterintelligence activities.

Consider possible approaches to the implementation of the above opportunities.

If the attacker has such information about atacker as: his address and qualification, his
preferences regarding the use of certain types of harmful actions, the degree of activity, often
gives the opportunity to build both passive and active protection. If the management of pas-
sive protection is comes down only to varying their own vulnerabilities, then in contrast to the
latter, active protection allows you to carry out counterattacks to the source of the invasion.

In modern SDA, there are three levels of protection from attacks, having access to the
processed information:

1. Network layer;

2. Layer of operating system,;

3. Application layer (Fig. 2).

Application layer — is responsible for interacting with the end user, layer of OS — is re-
sponsible for maintenance of application software and DBMS, network layer — is responsible
for the interaction of units of the information and telecommunication system. Each level has
its own vulnerabilities.
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At the network layer, the bottleneck is the used sharing protocols between the corporate
network and outside environment, which tend to be oriented on the package delivery of the
information. The packages have a fixed structure. TSP and IP packages can be an illustration

of such structures (Fig. 3).

TCP-header: IP-header:
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Fig. 3. Structure of TCP and IP headers

The analysis of the structure of circulating packages in the corporate network is the essence of
the analysis at the network layer of protection in SDA. As a rule, the package flags, the port ad-
dresses for network nodes, the time intervals between specific events and so on are analyzed here.

The package contains the information about the sender, which is often represented as a
DNS-address. This information is definitely of a great value as it can clearly point at the
source of the attack. However, the truth of address information about the source of the attack
is often questionable, since it can be easily corrected by the sender of the package. For some
protocols, such as mail, the address of the attacker may also be obviously stated. However, as
in the previous case, the address of the sender can easily be changed.

As aresult, there is a need to allocate one more level of realization of the protective methods —
the level of the global network.

At this level the information, which is contained in the text documents on web-sites, glo-
bal network portals, social networks or other legitimate objects of the information space can
be analyzed and both the sources of attacks and their information characteristics can be indi-
rectly identified.

The concept of a text document here is multivalued: it is text information from websites
and portals, and emails, and program codes that are entered into the computing environment
of the victim's computer. In any case, this level is characterized by, on the one hand, methods
used in intelligence activities, including business or competitive intelligence [12], and, on the
other hand, methods of text processing [14].
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In the latter case, studies in this area have significant scientific results and a stated number
of tasks of text processing. These include:

- the task of determining the topic of texts in information-analytical and information retrieval
systems. The essence of the task is the automatic classification of texts by thematic categories;

- the task of analyzing patents in information systems;

- the task of finding out the author of the text. This is the task of determining the author-
ship of an unknown text by selecting features of the author's style and comparing of these fea-
tures with the peculiarities of other documents which authorship is known;

- the task of detecting plagiarism and incorrect borrowing in order to protect copyright.
Its solution is to compare the proposed text with the texts of already known authors in order to
determine the degree of coincidence;

- the task of automatic annotation and abstracting. It is a brief characteristic of the docu-
ment, that shows the main content and is an important component of automatic text pro-
cessing systems. Most existing annotation systems are based on detection of words and vo-
cabulary units, calculation of their weights in the sentence and determining of sentences with
the largest total weight. Compiling the abstract is based on these sentences.

In the IT area, tasks of text analysis acquire specific sense. In particular, some of the most
popular are:

- the task of analyzing Internet texts and identifying users characteristics;

- Text Mining, including tasks of information impact on the emotional state of social
media users;

- the task of analyzing source program code texts, etc.

IT professionals very often have problems with viruses and other malware. Actual threats
include spreading spam, phishing, network attacks on enterprise infrastructure, including tar-
get and DDoS attacks, where use potentially dangerous software vulnerabilities.

These and other similar examples show a close relationship between cybersecurity sys-
tems and word processing systems: when detecting spam, data loss, detecting and tracking
potentially dangerous messages, etc.

As it is pointed out in [14], the main source of the text data in the IT industry are posts of
users in social networks, blogs, forums, etc.

Processing of the flows of text messages has different purposes:

- tracking of undesirable, potentially harmful messages, identifying the people behind them;

- determination of the emotional dimensions (tone) of the text messages is used during the
advertisement campaigns, including the times when it is used during the creation of the con-
textual advertising;

- configuring of the information search systems interfaces for each specific user.

The relevant task is the authorship identification of small texts, which appears a way more
frequent than the task of the authorship identification of the significant size texts [14]. It is mainly
due to the widespread of the instant messenger programs for message exchange over the Internet,
increasing the role of email during the business communication process, vast popularity of the
Internet forums and blogs.  Users have an opportunity to send messages without completing
the registration forms and without inputting any kind of information about themselves; in this
case, the registration is more a formality and the address of the sender can be changed easily.

The tasks of the creator identification of the software, including the identification of the
malware creator are closely knitted with the tasks of the information security.

This field of the research is actively evolving lately. From one side, it is connected with intel-
lectual property protection, from another, it is connected with the necessity of cyber threats preven-
tion, which arises because of the malware usage. In the latter case, it is hard to overestimate the
possible damage, which can be caused to control systems by the key infrastructure, including to the
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military targets. Because there are new kinds of malware being created all over the globe, there is a
necessity of the identification of the malicious code creators and bringing them to justice.

As it was mentioned before, we can get the benefit from the methods and approaches used
by competitive intelligence for securing the computer networks, as well as its automatization
approaches [12; 15], such as:

1. Objectives classification (like questions, topics, avenues for enquiry).

2. Groups of search bots (in the Ukrainian segment of the Internet using the Ukrainian
language, in the international web using the main European languages).

3. Programs for automatic information ranking by classifiers.

4. Employees and units classifiers.

5. Programs for automatic information distribution by consumers.

6. Interactive reference books on information-based topics, collected at the present time.

These tools, as well as the presence in the arsenal of cyber security software for word pro-
cessing tasks, combined with powerful tools for searching information on the Internet, allow
the automated support of a number of competitive intelligence scenarios for the purpose of
protecting computer networks.

For example, on fig. 4 presents one of the possible scenarios for determining the address
of the attacker on the corporate computer network and possible automated support for it.
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2. The formal models of texts representation.

The basis of all above-mentioned tasks of text processing is the formal models of text rep-
resentation.

Let us consider that a text is a sequence of characters of an alphabet A4, its structure is set by
a formal grammar G, which defines its syntactic construction. Furthermore, words and its forms
such as objects, subjects, verb constructions, simple sentences, complex sentences, etc. are high-
lighted. All the sequences of characters, which are described by grammar, form language. Even
grammar involvement for text description gives an opportunity to carry out its characterization,
since entry of every next element depends on the previous elements. Statistical dependency be-
tween elements of the text can be described with a help of informational portrait of the text,
which is made on the basis of mutual information between elements of the texts. On that is
pointed out in the works of A. Kolmogorov [16] and R. Piotrovsky [17], where the definition of
amount of information in one last object relatively to another is being introduced.

The statistical models of the text.

Talking about the models of the texts that were founded on using statistical and informa-
tional approach, the view of C. Shannon about the source of information [18] can be used. If
we consider the text as a sequence of symbols or other elements, so their occurrence is not
random. Any meaningful words or phrases, which form text completely, have statistical struc-
ture. In the tasks of analyzing the text its must be accounted.

This approach, which is relied on the views of C. Shannon and fundamental concepts of in-
formation theory, was developed in the works of A. Kolmogorov [16] in the probabilistic plan.

It can be used if consider the text as holistic complex system. Any text has a certain meaning
that is invariant to the methods of texts presentation. As a complex system text has a semiotic (full
of linguistic) nature of informational relations between its subsystems [14].

Letx; , i = 1,L— is elements of the text, L — is a number of different meanings that ele-
ment x; can obtain. Then: p(x;) — is a probability of occurrence of element x; in the text,
p( xi,xj) — is a probability of occurrence of a pair of elements x; and x;. For well-known
texts Ty, Ty, ..., Ty, the authors A4, A,, ..., A find the value of the selected parameter: the num-
ber of inputs of the selected elements in different ways and in their combination then calculate
the probability of their appearance in the text, which can be written in the matrix of the proba-
bilities of the collisions of the pair of elements:

[p(xlixl) p(xlixL) ]

BT:

k

Jk=1m.
p(xL'xl) p(xL'xL)
Then, for each pair of elements, a quantitative measure of mutual information between
them can be brought into conformity, the results of this are presented in the form of the matrix
MI;, (information portrait of the text Ty ) of the mutual information between the elements,

a11 Xyl alL]

MITk: ,k:].,m.

aL1 Xyl aLL
where a;; =1 (xi,xj) denotes mutual information between the elements x; and x;, which is
calculated by the formula:

— log, PLs)
I(xi,xj) = log, p(xi)p(x]')'l'] =1,L.

Informational portraits can be constructed for each text Tj on a plurality of different text
elements for each level of the structural-hierarchical model of the text.
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In the work [4] the notion of informational portrait is defined as a set of words and phrases
selected automatically, which are important for the chosen sample within a framework of
general array of documents.

Informational portrait in this case is based on the identification of the relationship of terms
and calculation of the weight coefficients of these terms.

There are two algorithms evaluating the relationship between concepts [14]:

1) the algorithm of joint occurrence, which is based on the calculation of the common oc-
currence of concepts in the same documents (I type);

2) the context proximity algorithm, which is based on the calculation of the correlations of the
sets of keywords included in the documents in which the concepts where mentioned (II type).

Different methods of cluster and factor analysis can be used to regularize the concepts and
identify their relationships. As a result of their functioning, the relationship tables will take
the form of block-diagonal matrices. Thus, the informational portrait of a text can be regarded
as its formalized model.

Markov models of texts.

A text is not a random sequence of independent usage of its elements. There are syntactic,
semantic, and other dependencies between the elements of the coherent text. An extension of
the approach in which symbols are used independently of each other (a probabilistic model of
the text) is the Markov model of the generation of text elements [5]. The probability of ap-
pearance of an arbitrary element in a text presented in the form of the Markov's chain de-
pends on the previous element.

Consider some arbitrary text T as a system. Its elementary units (letters, letter combina-
tions, words): s;, (i = 1, ..., N). S, denotes a state of the system at time q. The simplest Mar-
kov's chain is determined by the set of transition probabilities:

P[Sq = si] = P[Sq = si|Sq_1 = Si—l]-

With the complication of this model, the probability of occurrence of this element is con-
sidered to be dependent on the group of previous elements. Assume that the appearance of
some element s; depends on k previous elements, then:

P[Sq = si] = P[Sq = si|Sq_1 = Si—1) - Sqk = si_k].

A similar model allows a more complete characterization of the structure of the text.

Relational Model of Text.

Much of the text processing literature a formalized model of text was seen as (E, R) pair,
where E — set of essence that establish a construction of the text, R — finitary relations which
are usually verb form in the text. Based on the model ontologies are built [19] which comprise
the description of subject areas. The latter sometimes given as a way of presenting knowledge
that enshrined in the text.

In the IT sector practice of using relational model of text is quite extensive: from designing
applications to the use of information search mechanisms.

Logical and linguistic model of text.

The logic-linguistic model of the text is widely used in a mathematical linguistics [6, 20].
It allows to present arbitrary sentences as the conjunction of atomic predicates, each of which
describes the indivisible content of the sentence:

LS = Nyeps Mnens L3 (h), (1)

Ly(h) = Nxexsm) Ngec§n) Lyp(x, g, b, (2)

Lp(x, g, h) = Ayevsicgm Naee§ gy Ly(x,9,y,9, ), 3)

Ly, 9,541 = Nezsegyan Ner§ayazn o 9.y, 4,2, ), )
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where S — sentence of natural language;

p — relation that connects actors, objects and subjects of relations in the sentence that
connects actors, objects and items of relations in the sentence S, p € PS — set of relations in-
cluded in the sentence S;

h — characteristic of the p-th sentence S relation, h € H;,q — the set of characteristics of
the p-th relation in sentence S;

Lf, (h) — predicate that describes p-th relation to the characteristic A and connects actors,
objects and items of relation p in sentence S;

x — sentence subject S, x € X,f (h) — set of entities associated with the objects of sen-
tence S by p-th relation that has a characteristic h;

g — characterization of the subject x of the sentence S, g € sz (x, h) — set of characteris-
tics of the subject x € X (h);

Lf, (x, g, h) — predicate that describes the p-th relation with the characteristic h between
the subject x € X5 (h) with the characteristic g € G, (x, h), the objects and items of the p-th
relation in sentence S;

y — sentence object S, y € Yps (x,g,h) — set of entities associated with the objects of
sentence S by p-th relation that has a characteristic h;

q — characteristic of the object y of the sentence S, q € Qg (x, g,y,h) — set of characte-
ristics of the object y € Y (x, g, h);

Lf, (x,9,v,q,h) — predicate that describes the p-th relation with the characteristic h be-
tween the subject x € X (h) with the characteristic g € G (x, h), the objects y € Y, (x, g, h)
with the characteristic g € Q,‘f (x, g,y, h) and objects of the p-th relation in sentence S;

z — subject of the p-th relation of the sentence S, z € Z; (x, g, v, q, h) is the set of objects of
the p-th relation, which has the characteristic h, between the subject x € X;,q (h) with the charac-
teristic g € G, (x, h) and the object y € Y,y (x, g, h) with the characteristic g € Q; (x, g,y, h);

r — characteristic of the subject of the p-th sentence relation S, r € R;j (x,9,v,.9,z,h) —
set of characteristics of an object z € Zg (x,9,y,9,h);

Lf, (x,9,y,q9,z,1,h) — simple, atomic predicate that describe a sentence part that has a
finished content and describes in the sentence S the p-th relation with the /-th characteristic
between the subject x € X;(h) with the characteristic € G, (x,h) and the object y €
Yy (x,9,h) with the characteristic q € Q;(x, g,y, h), whose subject z € Z;(x, g,y,q, h)has
the characteristic r € R;(x, 9,¥,q,2, h).

The logic-linguistic model LS of sentence S is represented by the set of formulas (1-4) pre-
sented above and is formally described by the sequence of the eight conjunctions included in
these formulas. The transition from the general formula L5 to the predicate
Lf, (x,9,y,q,2z,1,h) is a decomposition of the problem of the formal description of the arbi-
trary sentence of the natural language and reflects a systematic approach to its solution.
Therefore, the complex expression LS is true if and only if all elementary predicates of the
type Ly (x, g,,q, z, 1, h) are included.

Multidimensional text model.

Every text object can be set with a set of some values. Sign selection depends on the processed
texts, aims and tasks of the data analysis and other factors. The character of the signs also can be
different, qualitative and quantitative, binary (dichotomous), ordinal, etc. However, in any case
their complex can be treated as appropriate -dimensional space of signs, and given objects as points
of this space. In some tasks, including text information analysis tasks, data is often presented by not
the separate signs values, but with probability values of some variable o (x;, x; ), which characteri-
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zes objects pairwise mutual accordancex; i x;. Depending on the aims of tasks the degree of simi-
larity or difference is examined, in last case such description denotes distance between objects.
Anyway when solving data analysis problems geometrical closeness of two or more points in this -
dimensional space means the closeness of corresponding objects, i.e. their homogeneity. The sepa-
rate classes (clusters) of objects will be represented by coherent areas in this space.

As an example, it is possible to point the next possible signs of every level.

For the level of letters as signs can come forward: frequencies of separate letters appearance,
frequencies of separate syllables and signs appearance, frequencies of n-gram subsequences of
characters from text appearance. For the level of words: frequencies of appearance of separate
words, word-parts, bases of words or a few words.

For the level of sentences: frequencies of appearance of sentences with the fixed amount
of words, with a certain grammatical construction, using special turns, etc.

In the semantic representation of the text, the value of different attributes as well can be defined
at all levels of the semantic hierarchy. Then a collection of documents can be presented in the form

of a matrix “Object- sign” KT = [xi j], in which lines correspond to texts (i = 1, m), columns - to

signs (j = 1, G), and matrix elements — to the value of sign for each text. . Matrix “Term- docu-
ment” is formalized by an expression, which is a separate case of transposed matrix “Object- sign”.

To reduce the dimension of the matrix “Text-sign” and detection the most informative fea-
tures can be used singular decomposition of the matrix (SVD — singular value decomposi-
tion). An arbitrary matrix can be represented as:

M=UWVT,
where U i VT — are orthogonal matrices,

W — diagonal matrix, in addition, its elements are sorted in descending order. Elements
of the matrix W — are singular numbers.

Columns and rows of matrices U i VT, which correspond to a small singular numbers,
make the smallest contribution to the final text, so their exclusion will allow to reduce the di-
mension of the matrix M without significant losses for further calculations [21]. Large singu-
lar numbers are main information characteristics, others contain random noise.

When using methods as analysis of main components, factor and discriminatory analysis
and others in classical multidimensional data analysis, the “Object-sign” matrix is converted
into covariance (correlation) matrix. In this case, the covariance matrix is a square matrix of
the “sign-sign” type and it characterizes the degree of proximity (similarity) of signs. Howe-
ver, in practice, to describe text objects is often used representation form of an objects prox-
imity matrix (matrix of “object-object” type).

The correlation matrix "object-object" defines the degree of similarity of the objects, and
its elements are determined by the formula:

S (i =) (xaej—Xk)

k — M N2 oM . 2,
J2j=1(xij—xl) 2j=1(xkj_xk)

1oy
where x = ” Y.j=1X; —the average value.

T

Formulas are used to calculate the coefficients of the rank correlation when not quantita-
tive values of signs are considered. At the same time, using the developed methods of data
multidimensional analysis, it is necessary to take into account the features of the text as a real
object and it is essential to consider the process of text structures formation, when compiling
models and presenting texts in the form of a multidimensional object.
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3. Evaluation of cyberspace from the perspective of threats to corporate computer
networks.
Sure, active intelligence of cyberspace in the interests of cyber security of corporate com-
puter networks needs to calculate some threat indicators. For corporate computer networks
these indicators can be considered as a vector of threats from different attacks:

R(t) = (r (), (0, ..., 1, (),
where 1;(t) = P;(t) * C; - risk of i-type attack during ¢-time,

P;(t) — corporate network’s probability of being attacked by i-type attack during z-time,

C; — cost of lost cause of i-type attacks.

Calculations of risks from various attacks require the identification of sources of attacks
on indirect grounds, determining their inclinations to attacks or undesirable influences of one
kind or another, determining the characteristics of attack activity, calculating predictive activi-
ty indicators based on time series analysis, and the like.

The ordering of the elements of this vector in descending risk values is reduced to the
construction of the vector R *(t), the first elements of which indicate the attacks, which
should strengthen the protection of the computer network.

This protection becomes possible or by configuring the corporate network SDA to prepare
the activation of attack detection algorithms in accordance with the vector R *(t), or by elimi-
nating the vulnerabilities that use this type of attack. Given the temporary limitations of the
attack detection process, such actions should be performed based on predictions of the activity
of potential attack sources, the detection of which is the task of the global network security
level of the corporate network.

4. Collective protection of corporate networks against computer attacks.

As can be seen from the previous arguments, the task of text processing and the task of as-
sessing cyber threats indicators for corporate networks, inherent to the global network level,
are complex resource-intensive tasks.

Given the temporary requirements for the SDA, it can be assumed that including them in
the latter will entail a slowdown in the performance of basic functions and an unjustified in-
crease in resource consumption. At the same time, in our opinion, assigning functions of the
globally-lingual level of protection of the corporate network to the functions of a separate
computer complex that manages this level of protection of several corporate networks and de-
termines the threat indicators for each of them is a promising solution. We may call this com-
plex as System Monitoring Unit (SMU).

In addition to the parallelism in performing certain functions of SMU and SDA, this solu-
tion allows for the collective protection of subordinate corporate computer networks against
computer attacks. The essence of this protection is to conduct self-diagnostics of corporate
computer networks with the help of SDA, exchange of information about attacks and non-
standard behavior with partners, about interference in work. Here you can solve the problem
of determining the speed of the spread of external interventions, the coordination of the pa-
rameters of the SDA, including the coordination of efforts to analyze unknown invasions.

The structure of SMU complex is shown in Fig. 5.
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Fig. 5. Architecture of SMU

In our opinion, the rational use of the proposed complex is to support the activities of the
regional cybersecurity center, which is designed not only to perform the functions of opera-
tive protection of wards of corporate networks, but also to support their audit.

Conclusions and suggestions. Further improvement of the security and stability in functioning
of the information and telecommunication systems of corporate networks in the conditions of mas-
sive influence of computer attacks requires an increase in the probability of detection of new com-
puter attacks and a decrease in the recognition time for the signs of known attacks.

To solve this problem, it is not enough to use only traditional methods that utilize identifi-
cation characteristics of network traffic and information about the work of corporate networks
and security devices. The processing of data sets of the body of network packages, content of
Internet pages, information from mass media and social networks is very valuable in this area.

Processing, careful analysis and synthesis of information collected from Internet resources
is made using content and/or rapid analysis methods, bibliometric and/or cluster analysis, as
well as expert and/or situational methods.

However, a tight time limit for the search, collection, extraction and processing of infor-
mation circulating in the global information space of the Internet, its accumulation, classifica-
tion by certain attributes, further analysis, synthesis, compilation and making it accessible to
the concerned users, as well as transformation into synthesized conclusions and recommenda-
tions necessitates some arrangements. First, the automation of all measures in the complex of
risks monitoring system associated with these processes. Second, the configuration of SDAs
subordinate to the SMUs of corporate networks according to their risk vectors.

The development of a corporate networks protection model with a collective SMU defense
module, methods for detecting and identifying computer attacks with help of content analysis of
the global information space and the architecture of SDA, related to it, will provide a basis for
the synthesis of a reliable and high-performance adaptive cyber threats detection systems and
will shorten the detection time of the computer attacks of the new generation.
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3AXUCT KOPIIOPATUBHUX MEPEX BIJI ATAK
3 BUKOPUCTAHHSM KOHTEHT-AHAJI3Y I'IOBAJIBHOI'O
IH®OPMAIIMHOI' O ITPOCTOPY

Axmyanvnicme memu oocnioncenua. Ilooanvuie 800CKOHANEHHSA 3AXUUEHOCMT KOPHOPAMUBHUX MEPEC 8 YMOBAX MA-
COBAHO20 BNIUBY KOMN TOMEPHUX AMAK 8UMALAE NIOGUUJEHH UMOGIDHOCII BUABNEHHA HOBUX KOMN'IOMEPHUX amaK i 3HU-
JICEHHAM HACY PO3NI3HABAHHA O3HAK BIOOMUX AMAK.

Ilocmanogxa npodnemu. Ananiz mexcmis enob6anvHo2o iHhopmayitinozo NPocmopy 0036015€ CKOPOMUMU HAC BUABTEH-
H5L MOICTUBUX 3A2D03.

Ananiz ocmannix oocnioxcens i nyonikayiu. bynu posensamnymi ocmanni nyonikayii wjooo cucmem saxucmy 6io amax
Ma UKOPUCMAHHSA AHANIZY MEKCMI8 Y pasi 6UAGNIEHHS 3a2P03.

Buoinenns nedocnioicenux uacmun 3a2anvnoi npodnemu. Boockonanenns memooie onpayosanis Macugie 0anux mi-
J1a Mepedicegux naxkemis, emicmy inmepnem-cmopinox, inghopmayii CMI ma coyianvrux mepedic, wo y c80io uepey nopyuye
npobremy cemMaHmuKo-CUHMAaKcu4Hoi 06podKu mekcmis npUpPoOHoi MOBU.

Ilocmanogka 3aedannn. Opzanizayis KONEKMUGHO20 3AXUCITY KOPHOPATMUBHUX MEPEC WIAXOM BNPOBAONCEHHS CUC-
mem MOHIMOPUH2Y 3a2p03, AKMUBHOI po36idy8anbHoi JisibHOCMI 8 2100aNbHOMY THGOPMAYIIHOMY NPOCMOPT 3 Memolo no-
wiyKy, 36opy ma ananizy 0aHux npo amaxu, aHOMAanbHy No8eOTHKY, 6MIWYBaHUTI KOHmMeHm pecypcie mepedici Inmeprem .

Buknao ocnosnozo mamepiany. Bumozu cucmem 3axucmy wo0o CKOPOUEHHs 4acy UABNEHHs 3a2po3 npu3eo0sams 00 HeoD-
XIOHOCE 8e0eHHsT AKMUBHOT PO36i0Y8AbHOT OISLIbHOCHI, CHPAMOBAHOI HA NPOBEOEHHS NOCMIUHO20 MOHIMOPUHEY OMOYYI0U020
Kibepnpocmopy, wo CKAaoacmucs 3 MHONCUHU KOMN TOMEPHUX MEPedIC OKpeMux Kopucmyeadie ma opeawizayiti. Memoto makozo
MOHIMOPUHEY € U3HAYEHHS XAPAKMePUCMuUK, inmepecis, ocobnusocmell noimuxy 6e3nexu KOHKpemHoi KopnopamueHoi mepeici 6
2nobanvtomy ingopmayitinomy npocmopi. Ocobause 3nawenHs npu ybomy HabyBae ananiz mekcmosoi inghopmayii 3 8iOKpumux ma
VYMOBHO-GIOKpUMUX eNeKMPOHHUX Odicepen. Payionanvhum eupiuienHam maxkoeo 3a80aHHA € QOpMYBAHHS YeHMPI8 MOHIMOPUH2Y
3a2pP03, CHPAMOBAHUX HA OP2AHI3AYII0 KONEKMUBHO20 3aXUCHTY NIONEe2UX KOPROPAMUBHUX MEPEIC.

Bucnogxu 6ionogiono 0o cmammi. 3anponoHosanuii Memoo 3axucmy 00360JA€ AK SUAGAMU Kibep3aspo3u 6 2100ab-
HOMY IH(OpMayiliHOMY NPOCMOPI, MAK | HANAWMOBYBAMU GIACHI CUCMEMU 3aXUCMY KOPHOPAMUGBHUX Mepedic 32I0HO 3 iX
XapakmepucmuuHumMy 8eKmMopami 3a2pos.

Kniouosi cnosa: cucmemu 3axucmy 6i0 amax, KOpnopamueHa mepesica, po3gioysansvha OisnbHicms, Mooeli npedcmas-
JIeHHS MeKCMI8, KONeKMUBHULL 3aXUCHI.

Puc.: 5. Bion.: 21.
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3AIIUTA KOPIIOPATUBHBIX CETEM OT ATAK
C UCTIOJIb3OBAHUEM KOHTEHT-AHAJIN3A T'VIOBAJIBHOI'O
NHO®OPMAIIMOHHOI'O MTPOCTPAHCTBA

AKkmyanvnocms memul uccneoosanus. Janvhetiuiee ycogepuieHCmeo8anue 3aujuiyyeHHocmu Kopnopamughuix cemeil 8
VCII0BUAX MACCUPOBAHHO20 BNUAHUA KOMNBIOMEPHBIX AMAK mpebyem pocma 8eposmHoCmuy 8blsAIEHUsL HOBbIX KOMNbIOmep-
HbIX AMAaK U yMeHbUleHUs 8peMeny pacno3Ha8anus NPU3HAK08 U36ECMHbIX AMAK.

Ilocmanogxka npobnemovl. Ananuz mexcmos 2106anbHO20 UHPOPMAYUOHHO20 NPOCMPAHCINGA NO360N5EM COKPAMUMb
8pemsl OOHAPYIHCEHUS BO3MOICHBIX Y2PO3.

Ananuz nocneonux uccnedoganuil u nyonukayuii. bviiu paccmompensv nocneonue nyoauKayuyu no cucmemam 3aumu-
Mbl 0N aMaK U UCNONb308AHUIO AHANU3A MEKCNO8 OISl OOHAPYIHCEHUS YePO3.

Buidenenue neuccnedosannvix uacmeit obujeit npoonemst. CosepuieHcmgosanie memooos 06pabomxu Maccusos
OaHHBIX Mena cemeguix naKemog, cooepicanus unmepnem-cmpanuy, ungopmayuu CMHU u coyuanvheix cemeil, 4mo 6 coio
ouepedsb NoOHUMaem npooiemy CeMaHmuKO-CUHMAKCUYeCKol 00padomKu meKCmo8 eCImeCmeenHo20 A3blKd.

Ilocmanogxa 3a0auu. Opeanu3zayus KOLEKMUGHOU 3AUjUMNbL KOPNOPAMUBHBIX Cemell nymem 6HeOPeHUs. CUCTeM MOHUMO-
PpuUH2a y2po3, akmusHoU pazeedbl8amenvHol 0essmenbHOCIU 8 2100ANbHOM UHQOPMAYUOHHOM HPOCMPAHCIGE C Yelblo NOUCKA,
cbopa u ananuza OaHHbIX 06 AMAKAX, AHOMATLHOM NOBEOEHUU, pazmMewaeMom KoHmenme pecypcog cemu Humepuem.

H3noscenue ocnognozo mamepuana. Tpebosanus cucmem 3auumel OMHOCUMENbHO MUHUMUZAYUL BDEMENU GbIAGTEHUS
Yepo3 npusoosam K HeoOXo0ouMocmu 8e0eHusi akmusHol pazeeobleamenbHoll 0esmenbHOCmU, HanpasieHHol Ha 6edeHue no-
CMOSIHHO20 MOHUMOPUH2A OKPYICAIOWe20 KUOEpnpoCmpanHcmed, COCMosawe20 U3 MHOJMCECMBAa KOMNbIOMEPHLIX cemetl Om-
denbublx noav3ogameneu u opeanuzayui. Llenb maxozo monumopunea - onpeoenerue XxapaKxmepucmux, UHmepecos, 0cooeH-
Hocmell noaumuky 0e30nacHoCmu KOHKPemHOU KOPNOpAmueHol cemu 8 2100anbHOM UHGOPMAYUOHHOM NPOCMpancmee.
Ocoboe 3uauenue npu 5mom npuobpemaem anaiu3 mMexcmosol UHGOPMAyuu u3 OMKPLIMbIX U YCI08HO-OMKPLIMbIX dJleK-
MPOHHBIX UCMOYHUKOS. Payuonanshbim peweniem maxoi 3a0auu A61s1emcs Gopmuposanue yYyeHmpos MOHUMOPUH2A y2pos3,
HANPABIEHHbIX HA OP2AHUIAYUIO KOJUIEKIMUBHOU 3aUUnbl NOOYUHEHHBIX KOPHOPATUGHBIX Cemell.

129



TEXHIUHI HAYKHU TA TEXHOJIOTTi Ne 1(11),2018
TECHNICAL SCIENCES AND TECHNOLOGIES

Bui6oowt 6 coomeemcmeuu co cmambveii. IIpeonodicennuvlii Memoo 3aujumvl NO360J5em KAK GblAGIAMb Kubepyspo3vl 8
2N100anbHOM UHPOPMAYUOHHOM RPOCMPAHCMEe, MAK U HACMPAUBams COOCMBEHHble CUCTNEMbl 3AUUMbl KOPROPAMUGHBIX
cemeti 8 COOMEEMCMEUL C UX XAPAKMEPUCIIULECKUMU BEKIMOPAMU Y2PO3.

Kniouegvie cnosa: cucmemul 3awumsl om amax, KOpROpaAmueHas cemv, pa3geobl8amenbHas 0esimenbHOCMb, Mooenu
npeoCcmasenus MeKCmos; KOLIeKMUGHAs 3auumd.

Puc.: 5. bubn.: 21.

Lytvynov Vitalii — Doctor of Technical Sciences, Professor, Head of Department of Information Technology and Soft-
ware Engineering, Chernihiv National University of Technology (95 Shevchenka Str., 14035 Chernihiv, Ukraine).
JlutBuHoB BiTaniii BacuaboBHY — NOKTOp TEXHIYHHUX HAYK, Ipodecop, 3aBigyBad Kadeapu iHGOpMAIiifHIX TexX-
HOJIOTiH Ta mporpamHoi imkeHepii, YepHiriBcbKuid HaI[iOHATBHIN TEXHONOTYHUN yHiBepcuteT (Byi. IlleBuenka, 95,
M. Yepniris, 14035, Ykpaina).

JlutBuHoB Butanmii BacuibeBHY — JOKTOp TEXHHYECKHX HAYK, Ipodeccop, 3aBexyrommii kadenpoit nadopma-
LUOHHBIX TEXHONOTUHI U NPOrpaMMHON HHKeHEpUH, YepHUrOBCKUI HAIIMOHAIBHBIN TEXHOJIOIMYECKUN YHUBEPCUTET
(yn. lleBuenko, 95, r. YUepuuros, 14035, Ykpauna).

E-mail: vlitvin@ukrsoft.ua

ORCID: http://orcid.org/0000-0003-2334-2275

Stoianov Nikelai — Doctor of Technical Sciences, Associate professor, Deputy Director, Bulgarian Bulgarian De-
fence Institute Prof.. Tsvetan Lazarov (2 Professor Tsvetan Lazarov Blvd., 1592, Sofia, Bulgaria).

CrosiHOB MHKO/Ia — JOKTOP TEXHIYHUX HAYK, JOLEHT, 3aCTYIHHK AUPEKTOpa, bonrapcekuil iHCTUTYT 00OpOHH
im. I[Berana Jlazaposa (6yneBap [Ipodecopa LiBerana Jlazaposa, 2, M. Codis, bonrapis, 1592).

CrosinoB Hukoaii — TOKTOp TEXHUYECKUX HAYK, JOIEHT, 3aMECTHTENb TUPEKTOpa, bonrapckuii mHCTUTYT 0060po-
Hbl M. L[Berana Jlazaposa (GynsBap Ilpodeccopa LlBerana Jlazaposa, 2, r. Codust, bonrapus, 1592).

E-mail: n.stoianov@di.mod.bg

Skiter Igor — PhD in Physical and Mathematical Sciences, Assistant Professor, Doctoral Candidate, the Institute of
Mathematical Machines and Systems Problems National Academy of Science of Ukraine (42 Academician
Glushkova Av., 03187, Kyiv, Ukraine).

Ckitep Irop CemeHoBHY — KaHIUAAT (Bi3UKO-MATEMATHIHUX HAYK, JOLIEHT, JOKTOPAHT, IHCTUTYT NPOOIeM MaTe-
MaTnaHuX MamuH i cucreM HAH Ykpainn (mpoct. [irymkosa, 42, m. Kuis, 03187, Ykpaina).

Cxutep Uropr CeMeHOBHY — KaHANAAT (HU3UKO-MATEMAaTHIECKUX HAYK, JTOLEHT, JOKTOPAHT, HHCTUTYT Mpo0iieM
MaTemarmdeckux MamuH U cucteM HAH Ykpaunst (poct. I'imymkosa, 42, r. Kues, 03187, Ykpauna).

E-mail: skiteris@ukr.net

ORCID: http://orcid.org/0000-0003-2334-2276

ResearcherID: F-5950-2014

Trunova Helen — PhD in Pedagogical Sciences, Assistant Professor, Assistant Professor of Department of Infor-
mation Technology and Software Engineering, Chernihiv National University of Technology (95 Shevchenka Str.,
14035 Chernihiv, Ukraine).

TpynoBa OJiena BacujiBHa — KaHAWAAT MEAArorivHUX HayK, JOIEHT, AOLEHT Kadeapu iHpopMamiiHUX TEXHOIO-
riff Ta mporpamuoi imkenepii, UepHIriBCbKMI HaliOHAJBHUI TEXHOJOTiYHMI yHiBepcureT (Byn. llleBuenxa, 95,
M. Yepniris, 14035, Ykpaina).

TpynoBa Enena BacuibeBHa — KaHIUIAT MEJarorni4eckWX HAyK, JOIEHT, MOLEHT Kadeapbl MH(POPMAIMOHHBIX
TEXHOJIIOTMA M MPOrpaMMHOM HMHXKEHEPUM, YUEpHUTOBCKUI HAalMOHANBHBIM TEXHONOIMYECKUH YHHBEPCUTET
(yn. lleBuenko, 95, r. YUepuuros, 14035, Ykpauna).

E-mail: e.trunova@gmail.com

ORCID: http://orcid.org/0000-0003-0689-8846

Hrebennyk Alla — PhD student, the Institute of Mathematical Machines and Systems Problems National Academy
of Science of Ukraine (42 Academician Glushkova Av., 03187, Kiev, Ukraine).

I'pedennnk Anna I'puropiBHa — acmipanr, IHcturyt mpobmem Matemarnanux mamuH 1 cucteM HAH Vkpainn
(mpocm. ['mymkosa, 42, m. Kuis, 03187, Ykpaina).

I'pedennnk Ania I'puropseBHa — acrupant, MucTHTyT pobiem MareMarndecknx MamuH u cucreM HAH Ykpa-
nnsl (poct. ['mymkoBa, 42, . Kues, 03187, Ykpanna).

E-mail: grebennik.alla@gmail.com

Lytvynov, V., Stoianov, N., Skiter, 1., Trunova, H., Hrebennyk, A. (2018). Corporate networks protection against attacks using content-
analysis of global information space. Technical sciences and technologies, 1 (11), 115-130.

130



