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DEVELOPMENT OF CRITERIA OF PROTECTION
FROM CYBER THREATS AT SOCIAL ENTERPRISE

Urgency of the research. The issue of creating a system of protection against cyber threats today is becoming urgent.
The ever-growing number of cyberattacks is the confirmation.

Target setting. Most enterprises, especially small ones, cannot afford to maintain a specialized department, or even an
outsourcing company for the implementation of security systems. In this context, the formulation of general protection crite-
ria can solve this problem.

Actual scientific researches and issues analysis. The latest public access publications, statistics, corporations
reports were reviewed.

Uninvestigated parts of general matters defining. Adapting criteria for protection against cyber threats for social en-
terprise. Are social enterprises more vulnerable to cyber threats and if so, why? Which criteria are more important and
which ones can be neglected?

The research objective. Develop adapted criteria for protection against cyber threats, which can be used to create a
system of protection at a social enterprise.

The statement of basic materials. The types and statistics of cyber threats are analyzed. A table of criteria has been
constructed, which includes: the financial value of the information, the coefficient of value, the event, the probability of oc-
currence of the event, the number of resources needed to ensure complete security, the type of storage device information.

Conclusions. The proposed criteria allow the creation of adapted and unified security systems against cyber threats.

Keywords: cyber threats; social entrepreneurship; security criteria; value of information; types of data storage de-
vices, databases.
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Urgency of the research. The issue of creating a system of protection against cyber threats
today is becoming urgent. The ever-growing number of cyberattacks is the confirmation.

Target setting. Nowadays become more and more popular such words as hackers, viruses,
cyber-attacks and something like this: “somebody hacked my account/e-mail” or “enterprises or
web-system or something else were attacked by hackers/cyberterrorist”. So, what is cyber threats?
Today there lot of different methods how “bad guys” can get access to your information.

We have three types of cyber threats, which are:

1. Unauthorized access to confidential information

2. Modification of information

3. Loss of information

So we can say that if somebody who you don’t want to get access to your information then
you were attacked. Because it can influence to your finance, reputation, relations, etc.

Today we can see that numbers of cyber-attacks are slowly increasing every year, but at the
same time a lot of corporation and companies are beginning to pay more and more attention to
cybersecurity. Also company which developed software trying to release programs with fewer
backdoors, spending more time for testing, update old software if they find some bugs in it, etc.

According to Derek Manky (Fortinet global security strategist) “Every minute, we are
seeing about half a million attack attempts that are happening in cyber space” [1].

According to Symantec report 2017 [2] we can find more than 1000 breaches in cyber space
every year, and because of it about 1 billion people are exposed to cyber-attacks per year.

Most of attacks are not very dangerous, but some of them could cause serious economic
and political damage. For example attacks during US presidential election in 2016.

Why it is important to think about cybersecurity if you decided to start a social enterprise?

As we know “social entrepreneurship is a special form of management which purpose is
to run a production function in such a way as to ensure increased value for all the parties in
that function” [Sandal, 2004]. So usually, if you start a new social enterprise you responsible
for everything, but at the same time you cannot be expert in all areas. For many different
things, like building, plumbing, poster printing, etc., you can find outsource company, but
when we are talking about confidential information, it becomes harder.
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Fig. 1. Numbers of total breaches per year

Source: information from Symentec report 2017.

History knows a lot of example when company went bankrupt due to a security breach
[3]. In addition, if somebody get access to the information, which is your commercial secret,
you could went bankrupt in few days or at least suffer huge losses.

Actual scientific researches and issues analysis. The research of this problem was car-
ried out by such domestic and foreign scientists as Jan-U. Sandal, Yu. O. Kovalenko, Y. M.
Tkach, S. V. Kazmirchuk, D. B. Mekhed [4], S. M. Shkarlet [5] and others.

Uninvestigated parts of general matters defining. In this article, the analysis of threats
will be focused on the peculiarities of social entrepreneurship. The threat analysis will be
conducted using quantitative analysis and modeling of dangers.

The research objective. Analyze features of functioning and cyber threats on a social en-
terprise. Develop a set of criteria that are required to build a security system of the enterprise.

The statement of basic materials. We could say that organizations whose primary goal is
social good may seem like unlikely targets for hackers. After all, who would want to attack
the tech resources, networks, and data repositories of these groups when there are so many
for-profit organizations and government agencies to prey upon? Unfortunately, the answer is
many people. The reality is that social enterprises are at particularly high risk for security
breach. The reason, as recently stated in a Forbes.com editorial , is that hackers’ typically in-
filtrate their victims’ networks by searching for the weakest link as the initial point of entry to
their ultimate target [6].

The hackers usually looking for connections between organizations, making some kind of
networks and then attacking the weakest node of this network. That is why even if it’s organi-
zation with no profit and with 1 man working there it could be target.

The main question we will want to answer is what modern social entrepreneur should
know about cybersecurity. We would like to start with developing of criteria of protection
from cyber threats. Of course, the whole package of criteria would be depend on specific of
every enterprise working, but the general idea will be the same.

What we should protect and how we can do it?

First, we should identify all types of information storage and system, which we need to
protect. It could be: paper documentation; electronic documentation; web-site; database; e-
mail; accounts in different web-system, social media, etc.; local computer network (both:
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wired and wireless), staff, pen-drives, laptops and other electronic devices (especially if staff
take this devices home after work), etc. All of this storage we can divide in two groups: in-
ternal storage, if you need to access inside the building to get information and external stor-
age, if you can get remote access to the information.
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Fig. 2. Types of storage

Source: created by authors.

Then we should determine the value of information on each of this storage. For that, we
should answer this simple question, what we will loss if:

1. Somebody (for example our concurrent) will get this information?

2. We just lost all this information.

3. Somebody take this information, modify it and give it to third person as original infor-

mation. It's mean that third person will have the information, which can confirm the truth-

fulness (for example, to receive a digital signature).

The answer should cover finance, reputation and relations side.

The most important, finance side we will count as sum of all possible losses we get if
event will occur. The result will be the determination of the financial value of information as
quantitative indicator (V).

After that, if it is possible, we should create coefficient of value (K) (Table) for all types
of storage from 0 to 1. Where 0 — no losses in case of unauthorized access 1 — destruction of
an enterprise in short period after unauthorized access. In this case, if the coefficient is close
to 0, it can be neglected.

Table
Criteria for protection against cyber threats
v K P R
. Probability Resources for
(finance value coefficient Event Type of storage
) . of occurrence | ensure complete
of information) of value
the event safety
Loss all infor-
* 1 mation from file 0.1 * internal
server

Next step is to determine the probability of occurrence some event (P) that could happens
with every type of storage. This is the most complicated and long-term phase. To achieve our
goal, we will use the concept of risk. The risk will be considered as the probability of causing
loss with taking into account its severity. The economic aspect of risk is determined by the
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fact that it determines the quantitative measure (probability) of causing damage (loss) as a re-
sult of the manifestation of certain dangers [4]. We plan to calculate the probability of occur-
rence of an event using quantitative analysis and modeling of dangers. Algorithm:

1. A quantitative analysis of dangers always begins with a preliminary study, the main
purpose of which is to identify the source of danger.

2. The identification of sources of danger, the study of the development of danger and
its analysis are mandatory components of the methodology, called the previous analysis of
dangers (PAD).

3. Conducting the PAD in practical terms is simplified and formalized through the use of
pre-prepared questionnaires, special questionnaires, tables, matrices of preliminary analysis, etc.

4. The most effective and generally accepted methods of quantitative analysis of dangers
include the construction of models in the form of a tree of events (TE) and failure trees (FT).

5. When constructing TEs and FTs it is accepted to use special symbols that facilitate the
perception of the analyst performed graphic constructions.

6. Event tree (TE) is a logical sequence of the most significant reactions of the physical
system (technical device) to the initiating (output) events.

7. The analysis of the TE ensures the sequence of events leading to success, and at the
same time, identifies an alternate sequence of events that result in the failure of the technical
device and failures in the technical systems.

8. The disadvantages of the TE model are manifested when there are parallel sequences
available.

Event-analysis of ACTION is not sufficiently effective in the detailed study of complex
multi-element systems.

9. Tree failure (FT) - these are presented in a logical sequence possible failures, failures of
the physical system (technical device), which are the causes of an unwanted major event.

10. The main undesirable event is taken to bring to the top of the tree of failure. Then,
moving from the root to the top of the FT, you can detect the logical combination of events
that causes the main undesirable event located at the top of the tree.

11. FT can detect all possible combinations of failures of individual elements of a com-
plex system, the result of which is the main undesirable event.

12. The disadvantage of the FT model is too large and cumbersome construction, which
requires considerable resources and time to analyze.

13. In the case of complex or multi-element systems, a qualitative analysis of hazards re-
quires the simultaneous construction of both the model of the FT and the model of the TE.
During the analysis of the dangers, the analyst performs numerous transitions from the FT to
the TE and back - until both models will adequately reflect the investigated physical system
(technical device).

14. FT and TE models are widely used in specially designed computer threat analysis
programs.

15. The complexity of the analysis of hazards is often due to the fact that the main unde-
sirable event is caused by a set of primary events.

For the last, we need to find how many resources we need to cover all expenses we need
to ensure complete safety for all type of storage.

Conclusions. As a result, we will get the table of criteria we will use for developing sys-
tem of cybersecurity at social enterprise.
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PO3POBKA KPUTEPIIB 3AXUCTY BIJ KIFEP3AT'PO3
HA COIJAJIBHOMY NIAITPUEMCTBI

Axmyanvnicme memu docnioycenns. Ilumanns cmeopenns cucmemu 3axucmy 6io Kibep3azpos cb0200Hi cmae Ha2anb-
num. Tlocmitino 3pocmatoua Kinbkicme Kibepamak € ybomy niomeepo’CeHHAM.

Ilocmanogxka npoonemu. binvwicms nionpucmcms, 0cobIu80 He8enUKUX, He MOJICYmMb cobi 00360AUMU YIMPUMAHHSL
cneyianizoganoeo 8i0diny, abo Hasimv aymcupcunzo8y KOMNAawiio Ona peanizayii cucmem 3axucmy. Y maxomy Konmexcmi
DOPMYNIOBAHHS 3A2ANIbHUX KPUMEPITE 3aXUCIY MONCE GUPTUUMU YO NPOOTEMY.

Ananiz ocmannix docnioycens ma nyonikayin. bynu posenanymi ocmanni nyonixayii'y 6iokpumomy oocmyni, cmamu-
cmuyHi Oawi, 36imu Kopnopauyitl.

Buoinenns nedocnioscenux uacmun 3azansnoi npoonemu. Aoanmyeanns kpumepiie saxucmy 6io kibepsazpo3 ons co-
yianvnoeo nionpuemcmea. Yu coyianvhi nionpuemcmea 6invus 8paznusi 0o kibepzazpos i axuo mak, mo yomy? HAxi kpumepii
OinblU 8adICIUGI, a AKUMU MOJICHA 3HexXmysamu?

Ilocmanogka 3asoanns. Po3pooumu adanmogani kpumepii 3axucmy 6i0 Kibep3azpo3, AKi MOJICYMb Oymu 6UKOPUCAHT
npu CMeopenHi CucCmeMmu 3aXUcmy Ha CoyianbHOMy NiONPUEMCG.

Buknao ocnoenozo mamepiany. [lpoananizoeano munu ma cmamucmuxy kibepsaepos. Ilo6yodosano mabauyio kpume-
piis, sKa exouae: QiHancoy yinHicms inghopmayii, koeghiyienm yinnocmi, noois, UMOGIPHICMb HACMAHHA NOJT, KibKICMb
pecypcis, HeobXIOHUX Ost 3a6e3neyeHHs NOGHOT be3nexu, mun npucmporo 36epieanis iHpopmayii.

Bucnoeku 6ionosiono 0o cmammi. 3anponorosani Kpumepii 003601510Mb CIMEOPIOBAMU A0ANMOBAHT MA YHIDIKOBAHI
cucmemu 3axucmy 8io Kiop3azpos.

Knrouosi cnosa: xibepzacposu; coyianvhe niONpUEMHUYMBO,; KpUmepii 3axucmy; yiHHicms ingopmayii; munu npucmpo-
i6 30epicanna Oanux,; 6a3u OAHUX.

Puc.: 2. Tabn.: 1. bién.: 6.
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