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DEVELOPMENT OF THE AUTOMATED INFORMATION SYSTEM  
FOR ORGANIZATION’S INFORMATION SECURITY  

CULTURE LEVEL ASSESSMENT 
Relevance of the research. Ensuring the effectiveness of the information security systems requires creation of an appro-

priate information security culture for the employees of the organization in order to reduce human-related risks. 
Target setting. The techniques currently available for assessing information security risk are excluded as a source of the 

potential vulnerability. Considering the role of the personnel in the organization's information security systems, there is a 
need to create automated systems of human-machine interaction assessment through the level of the personnel information 
security culture, and to determine the integral indicator of the organization's information security culture. 

Actual scientific researches and issues analysis. Open access publications on the problems of integrating the infor-
mation security culture into the corporate culture of the organization as a tool for ensuring the proper information security 
level of business processes are considered. 

Uninvestigated parts of general matters defining. The absence of formalized models for assessing the organization's in-
formation security culture level, as well as an automated process for its assessing were revealed by source analysis. 

The research objective. The purpose of the article to build a model that describes the process of obtaining an organiza-
tion's information security culture level assessment in IDEF0 notation. Then, to create an architecture and database for sys-
tem of information security culture assessment to support the general organization's information security system. 

The statement of basic materials. According to functional requirements, a conceptual model of «The organization`s ISC 
level determination» development process was created. Input information, governing elements, execution elements and 
mechanism, and output information were defined. To accomplish these tasks, an architecture and database of information 
system for assessing the information security culture level of the organization were proposed. 

Conclusions. The functional model of top-level development process was proposed. Formed functional requirements 
became the basis for development of information system architecture with description of its modules and database structure. 

Keywords: culture; information security; organization; personal culture; information system; architecture; database. 
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Relevance of the research. One of the key problems in development and implementation 
of information security systems (ISS) is to ensure its effectiveness by reinforcing the 
knowledge and skills of employees in field of information security. However, integrated in-
formation security tools can`t still guarantee the security of the organization's information re-
sources. This situation is commonplace because most of information gathering, processing 
and storage processes are provided by the employees who are active participants in the inter-
nal information environment. 

In order to counteract external and internal threats effectively, there is a need to develop 
new approaches to implement an information security culture (ISC) as a basis for creating a 
secure information environment for the organization. 

This paper is devoted to development of the organization’s ISC level assessment system 
based on determination of the employees' ISC level, information security risk analysis, and 
industry requirements. 

Target setting. Now, the organization's ISC level definition exists in the form of recom-
mendations or organization's IS policies. Existing techniques for information security risk as-
sessment are almost exclude a person as a source of potential vulnerability (the exception is 
the OCTAVE technique [1], which takes into account employee awareness). Therefore, an 
ISC assessment software should be created to support existing ISS. 

Actual scientific researches and issues analysis. Ensuring the safety of activities 
through the development of a high-level security culture is currently at the heart of organizing 
activities in one of the most dangerous industries as nuclear energy is [2]. 

Adele Da Veiga & Jan H. P. Eloff [3] underline the importance of employees ISC in the ove-
rall organization’s ISS through policy BYOD action. Thomas Schlienger and Stephanie Teufel 
[4], Johan van Niekerk & Rossouw von Solms [5], Steven Furnell & Kerry-Lynn Thomson [6], 
point to the need to manage development of the organization’s ISC, and Waldo Rocha Flores, 
Egil Antonsen & Mathias Ekstedt [7] paid attention to the national mentality and culture influence 
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in the context of globalization. To overcome the obstacles might be encountered in the organiza-
tion’s ISC development through the psychological features of employees, Areej Alhogail and Ab-
dulrahman Mirza have proposed the change management models described in [8]. 

The weakness of researches mentioned above is differentiation in respondents' selection. 
The main respondents were representatives of the information security departments, single IT 
department employees and maintenance specialists. This approach excludes another compa-
ny`s employees despite their interaction with internal information resources. 

Uninvestigated parts of general matters defining. The gap in formalized models for as-
sessing the organization's information security culture level was revealed by source analysis. 
The absence of an automated process for the organization's information security culture level 
requires the creation of system for the information security culture level assessment to support 
the organization’s information security system. 

The research objective. The paper purpose is building a model to describe the process of 
obtaining an organization's information security culture level assessment in IDEF0 notation. 
Then, to create an architecture and database (DB) of ISC assessment system to support the 
general organization's information security system. 

The statement of basic materials. The main functional requirements for the information 
system are: 

• collecting, processing, storing information, such as set of questions for questionnaire 
formation, results of interviewing respondents, expert assessment of the ISC level (on perso-
nal, department, and organization tiers); 

• formation and output of results: comparative analysis of the current state of the ISC level 
with the requirements of regulatory documentations, and IS-risk analysis results; 

• creating, storing and refining a set of standard recommendations to increase the existing 
ISC level of organization. 

The following development process models are created using AllFusion Process Modeler 
(formerly known as BPwin) [9]. AllFusion Process Modeler is a CASE tool for modeling, 
analysis, documentation and optimization of business processes. Through visualization of 
resources flows, executors, regulations and results, this software product provides a complete 
model of the process with the necessary detailing. 

1 The top-level functional model 
The conceptual model of the development process «The organization`s ISC level 

determination» is presented in the fig. 1. 

 
Fig. 1. Functional model of top-level development process  

«The organization`s ISC level determination» 
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System inputs are: list of roles, competencies, themes, questions, potential situational re-
commendations, and organization's IS risks analysis. This information is required to get started. 
Governing elements of the system are legislative documents and international IS standards 
(ISO/IEC 27000 group of standards), the organization's scope and needs, internal IS policies, 
staffing table, job instructions, and professional standards with a set of IS competencies. Execu-
tion elements and mechanisms are: experts in the field of information security of organizations 
(their duties include filling the database with input information, determining weights, forming 
questionnaires, disseminating and collecting feedback, creating a fuzzy model rule base, che-
cking reports and recommendations); cloud services for questionnaires distribution and of an-
swers collection; software as a tool used for interaction with system by all participants of the 
process; database for storing information. The main methods are: logic of antonyms [10] (to 
form the competency array); the method of pairwise comparisons [11] (to determine the weights 
of questions within the questionnaire); fuzzy logic methods [12] (to assess the personal ISC le-
vel for employees) and fuzzy clustering (to generate clusters of questions by theme); general 
mathematical models of the ISC level assessment for departments and organization [13]. 

As output, the system should provide the report on the organization's ISC level assessment 
and recommendations how to improve this level. 

1.1. Input information 
List of themes identifies aspects related to employees' work activities as users of the inter-

nal information environment. The list of themes is formed by experts on the basis of 
knowledge in this subject area. 

List of roles. In the performance of his/her duties, an employee may perform several roles at 
different levels. For example, responsibilities may be extended with some basic requirements as 
PC administering in addition with filling some information system with new data. As a source 
of list of roles may be the organization's staffing table and a set of job instructions. 

List of questions. While forming the questionnaires, the expert fills the DB with correctly 
formed questions and answers that will be offered to the respondents for choice. 

List of competencies. The source of competencies list is the professional standard, require-
ments or organization needs, job instructions, internal organization’s IS policies, etc. The list of 
competences serves to determine the completeness of relevant user`s competences in the inter-
nal information environment (employee) according to roles he/she performs within the position. 

Potential situational recommendations are a list of recommended actions that are result from 
the coincidence of adverse assessments according to certain criteria for personal ISC assessing. 

IS risks analysis of the organization is the basis for requirements formation to the ISC le-
vel of the organization, identifies aspects that need to be strengthened through deepening of 
knowledge for conducting successful business activities of the organization. The IS risk ana-
lysis allows to identify the vulnerable elements of the system (software, processes, partici-
pants) and to prepare requirements for personal ISC, departments and organization in general. 

1.2. Governing elements of the system 
The legislative documents is the legislative base of Ukraine, which consists of a set of le-

gislative, regulatory and normative acts on information security in Ukraine. 
The laws of Ukraine "On Information" from 02.10.1992 № 2657-XII [14], «On Protection 

of Personal Data» from 01.06.2010 № 2297-VI [15], «On basic principles of cyber security in 
Ukraine» [16], «On Protection of Information in Automated Systems» [17], «On Electronic 
Documents and Electronic Document Circulation» [18] etc., and regulatory documents, resolu-
tions of Cabinet of Ministers of Ukraine, etc. are based on this. 

According to the industry standard of Ukraine for the information security management 
system (ISMS) 2.0/ISO/IEC 27002:2010 «The information technology. Methods of protec-
tion. A set of rules for managing information security» [19], requirements for information se-
curity is based on three main sources: 
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• risk assessment for the organization based on the organization's business strategy. The 
result of IS risk analysis is the list of identified threats and the assessment of vulnerabilities 
and potential consequences. 

• legal requirements under the law, contractual terms with partners and contractors; socio-
cultural environment. 

• the internal policy of the organization in the field of information security, which regulates 
the procedures of information processing and production in the internal information environment. 

International IS standards of the ISO/IEC 2700X Group (such as ISO/IEC 27001, 27002, 
27032, etc.) are used as best practices; they may be served as a source of guidance for impro-
ving the situation. 

Staffing table is a source for filling a list of jobs and related roles. The staffing table is a must-
have document for the organization. The domain of organization’s activity determines both the 
requirements and the themes, which is subsequently used for forming the questionnaires. 

Professional standards are the basis for forming a competency array. You should also pay 
attention to the production needs that accompany the organization. If the conditions of inter-
nal information security policy do not allow the execution of certain business processes by 
outsourcing, such business processes should be provided by qualified and highly specialized 
specialists in a specific domain, possessing unique competencies. 

1.3. Execution elements and mechanisms 
An expert is a carrier of deep specific knowledge and practical experience in the field of 

organization’s information security. An expert (or group of experts) is involved in each stage 
of the organization's ISC level assessment. 

The expert`s primary functions are filling the DB tables of the system with primary infor-
mation (forming requirements for information security; filling the tables of typical situational 
recommendations (measures) aimed at increasing the level ISC of the employee and the or-
ganization; creating a list of questions for questionnaires and their distribution by theme; 
forming a list of roles (based on staffing table); filling the competency array). 

In the second stage, the expert assigns weights that determine the measure of questions be-
longing to the set of themes, weight of each question (as its influence on the resultant assess-
ment of the survey); establishing the impact of roles on the overall ISC level of the depart-
ment; assigning competency scales within each role. The expert creates a rule base of the 
fuzzy model for the assessment of employee’s personal level ISC, as well as a set of rules for 
defining recommendations. 

Also, on the final stage, the expert checks the correctness of the received report and a set of 
recommendations to enhance the ISC level of organization through the introduction of measures 
to raise awareness and practical experience of employees (increasing personal ISC level). 

Software consists of 6 modules, each of them is involved in different stages of an organi-
zation's information security audit. They can be briefly described as data collection module, 
questionnaire generation module, survey conducting module, ISC level assessment of the de-
partment and the organization modules, and integrated assessment module. The software ar-
chitecture is detailed in Paragraph 2. 

Database. To implement the ISC assessment system of the organization the single data-
base is used, not a collection of modular databases. It contains information on such basic enti-
ties as user information, questionnaires, requirements, and more. The entity diagram is de-
scribed in details in Paragraph 3. 

Logic of antonyms. While filling the information system with the input information, the 
logic of antonyms is used while forming the competence array from the list of competences. 
Logic of antonyms allows to specify the type of relationship (strong or weak) between the 
competencies that qualified professional must have performing a set of roles within the re-
sponsibilities of a particular position. 
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Fuzzy clustering is used in the formation of question clusters by themes according to the 
membership array for further questionnaires generation. 

Fuzzy logic methods. On the basis of linguistic assessments, the respondent's personal ISC 
level is determined by a fuzzy assessment model. Further defuzzificated survey result is trans-
ferred on the input of mathematical model of the department’s ISC level assessment. 

Pairwise comparisons method is the basis for assigning weights to the impact of each 
question on the resulting questionnaire assessment. These values are set by the expert on the 
basis of the created matrix of pairwise comparisons. 

Cloud services. The survey is conducted online using questionnaires created and distribu-
ted with the support of cloud services (Google Forms, Microsoft Forms, Visual Paradigm 
Forms, etc.). This approach has the following advantages: free access, does not require spe-
cialized development knowledge, provides automated collection of answers in a spreadsheet 
(Google Sheet, Microsoft Excel, Visual Paradigm Form Results, etc.), and ability to upload to 
the DB of information system ISC level assessment. 

Mathematical model of department’s ISC level assessment described in paper [13] deter-
mines the ISC level of department based on personal assessments of its employees taking into 
account the array of role weights corresponding to the positions of respondents. 

Mathematical model of organization's ISC level assessment [13] determines the mecha-
nism for determining the overall level of organization's ISC based on results of the ISC level 
assessments of departments obtained on the previous stage. 

1.4. Output information 
The organization's ISC level assessment information system has two main functions: 
1. An assessment of organization's existing ISC level based on the personal assessment of 

the organization's employees. The results should be reported; 
2. Events of non-compliance detection with the information security requirements. The 

report should include a set of recommendations for action to increase ISC level employees 
and organization both. 

Output information for the organization's ISC level information system is a report on the 
organization's ISC level assessment and recommendations for upgrading the organization's 
ISC level in case the indicators do not meet the requirements of the organization's ISC. 

Report is a document generated by the system as a result of activities aimed at determi-
ning the ISC level of the organization, relying on ISC level assessments of employees, taking 
into account the organization's information security requirements, job responsibilities deter-
mined with information security competencies. 

Recommendations. In case of insufficient level of available ISC, the system provides ap-
propriate recommendations, which should include explanations and guidelines (tips) to elimi-
nate gaps in theoretical and/or practical training and to gain additional experience in order to 
supplement the users` IS competence. Recommendations may also include links to thematic 
materials, seminars, webinars, courses, papers, and other educational materials. 

2. The information system architecture 
The architecture of the information system for determining the ISC level of the organiza-

tion is shown on fig. 2 and can be used to implement the tasks to information system. 
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Fig. 2. Information system architecture for determining the ISC level of the organization 

The system consists of 6 main modules. 
• Data collection module. DB is filled with all the necessary information for further ques-

tionnaire generation and assessment by an IS expert (or group of experts). 
• Module of questionnaire generation. It distributes questionnaires by theme. The pairwise 

comparison method is used for estimation of questions` weights in base on the set of compe-
tences and roles of the employees for testing. 

• Module for conducting the survey. It provides access to employees of the organization to 
the questionnaire and stores the results of the tests. 

• Department’s ISC level assessment module. It forms an overall assessment of the ISC 
level for department on the results of completed questionnaires or passed tests. 

• Organization's ISC level assessment module. It forms the overall ISC level of the entire 
organization based on the assessment of all departments. 

• Integrated assessment module. It generates a report on the results of the employees test-
ing and provides recommendations aimed to improve it based on a defined the ISC level of 
the organization. 

3. Database 
DB is an integral part of the automated system for the ISC level assessing of the organiza-

tion. The DB logical model is presented on fig. 3. 
Let us focus on the most essential entities and relationships used in the DB. 
Within the questionnaire, the questions may relate to separate themes or related ones. The 

degree of question’s affiliation to some theme is determined by expert and contained in the 
table «Question’s relevance to the theme». 

The question’s impact on the overall questionnaire’s assessment is also determined by ex-
pert and contained in the «Question’s relevance to the questionnaire» table. 

Each «Question» is linked to multiple entries in the «Answer» table. The choice of the user 
answer to the certain question is determined by ticking the box (type Boolean, true/false) in the 
«Answer result» table. 
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Fig. 3. The DB logical model 

The «Survey» table contains information about the questionnaire that has been generated 
and the corresponding user which it was provided to be filled out. The «User» is associated 
with the relevant «Position» that he/she occupies within the «Department». 

The «User Assessment» table links the appropriate questionnaire of the user, the assess-
ment obtained as a result of the data processing by the module of personal ISC fuzzy assess-
ment, and the requirement for the «User» of the «Competence». 

The «Department assessment» receives the result after processing by the department’s ISC 
level assessment module, that is stored by the corresponding «Assessment» attribute, and also 
contains link to the «Department» table, to the «Organization's ISC level assessment», and the 
«Requirement» that is associated with the department's activities. 

The «Organization's ISC level assessment» table has fields of the beginning and end assess-
ment. This allows to identify a set of survey results as those conducted within a single event. 

«The questionnaire's relevance to the organization's ISC level assessment» is determined 
by the Boolean variable (true/false value), indicating whether the questionnaire was involved 
in the organization's ISC level assessment. 

The table «Criticality category» serves as the basis for the information security require-
ments based on organizations membership to the criticality category of the infrastructure ob-
ject. Also, the results of the organization’s information security risk analysis are considered 
when filling the table «Recommendation's relevance to the user assessment». 

Conclusions according to article. This work is a continuation of studies series that are 
dedicated to assessing the organization’s information security culture level. The functional 
model of the top-level business process is offered. Formed functional requirements became 
the basis for development of information system architecture with description of its modules 
and database structure. 
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РОЗРОБКА АВТОМАТИЗОВАНОЇ ІНФОРМАЦІЙНОЇ СИСТЕМИ ОЦІНКИ 
РІВНЯ КУЛЬТУРИ ІНФОРМАЦІЙНОЇ БЕЗПЕКИ ОРГАНІЗАЦІЇ 

Актуальність теми дослідження. Забезпечення ефективності впровадженої СЗІБ вимагає створення відповідної 
культури інформаційної безпеки співробітників організації з метою зниження ризиків, пов’язаних із людським чинником. 
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Постановка проблеми. Наявні сьогодні методики оцінки ІБ-ризиків випускають з поля зору людину як джерело 
потенційної вразливості. Враховуючи роль персоналу в СЗІБ організації, випливає необхідність у створенні автома-
тизованих систем оцінки людино-машинної взаємодії через рівень КІБ персоналу, а також інтегральний показник 
КІБ організації. 

Аналіз останніх джерел і публікацій. Розглянуто публікації у вільному доступі, присвячені проблемам інте-
грації культури інформаційної безпеки в корпоративну культуру організації як інструмента забезпечення належно-
го рівня інформаційної безпеки бізнес-процесів. 

Виділення недосліджених частин загальної проблеми. Аналіз джерел виявив відсутність формалізованих мо-
делей оцінки рівня КІБ організації, а також автоматизованого процесу її оцінки. 

Постановка завдання. Мета статті полягає в описі процесу отримання оцінки рівня КІБ організації за допо-
могою функціональної моделі в нотації IDEF0, архітектури та бази даних системи оцінки КІБ з метою підтримки 
СЗІБ організації. 

Виклад основного матеріалу. Згідно з функціональними вимогами розроблено концептуальну модель бізнес-
процесу «Визначити рівень КІБ організації». Визначені вхідна інформація, керуючі елементи системи, елементи та 
механізми виконання, а також вихідна інформація. Для реалізації поставлених завдань запропоновано архітектуру 
та базу даних інформаційної системи оцінки рівня КІБ організації. 

Висновки відповідно до статті. Запропоновано функціональну модель бізнес-процесів верхнього рівня. Сфор-
мовані функціональні вимоги стали основою для розробки архітектури інформаційної системи з описом її модулів 
та структури бази даних. 

Ключові слова: культура; інформаційна безпека; організація; персонал; інформаційна система. 
Рис.: 3. Бібл.: 19. 
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