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UDC 004.056 

Maryna Synenko, Yuliia Tkach 

MATHEMATICAL MODEL OF ACTIVE INFORMATION PROTECTION METHODS 

Urgency of the research. Rapid development of IT-technologies and intensive informing of all spheres of society leads to emer-

gence of new information threats, which is why information security is one of the most important tasks of the IT-industry. An important 

element in the process of developing new methods of information security is their testing through mathematical modeling. 

Target setting A promising area in the field of information security is the development of active security methods, which 

include, for example, pre-emptive strike, counterattack, misinformation. The construction of mathematical models of such 

methods is an important step in the development of the concept of active protection.  

Actual scientific researches and issues analysis. In modern studies, mathematical models of information security take a 

significant role, in particular, using Markov processes, which allow to solve a wide range of applied problems, namely, detec-

tion of cyberattacks, detection of invasion of computer systems. Mathematical models solve the problems of optimizing and 

improving the security of information systems. 

Uninvestigated parts of general matters defining. Currently, in the works of domestic and foreign scientists, insufficient 

attention is paid to the development of mathematical models of active information protection methods, which does not allow 

to fully demonstrate these methods effectiveness. 

The research objective.The purpose of the article is to develop and analyze a mathematical model of active methods of 

information systems protection. 

The statement of basic materials. Using the probable formalism of "player ruin", a mathematical model for the method 

of active protection of information was constructed and investigated. Based on the model built, recommendations for the value 

of model parameters were developed to provide security protection. 

Conclusions.The mathematical model of the active methods of information protection using the "player ruin" formalism 

is investigated, the estimates for the parameters of the security system providing its certain reliability are found. 

Keywords: probability; mathematical model; methods of active protection of information. 

Fig.: 3. Table: 1. References: 9. 
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