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Alla Grebennyk, Olena Trunova, Volodymyr Kazimir, Maksym Mishchenko 

DETECTION AND FORECASTING OF THE THREAT LEVEL  
FOR A CORPORATE COMPUTER NETWORK 

Urgency of the research. In today’s world, the question of the reliability of electronic information exacerbates the issue 
of its protection. Despite the fact, that in corporate computer networks information is more isolated from external influences, 
the nonlinearity and complexity of processes in such networks, as well as a number of threats posed not only by external but 
also internal network traffic, gives grounds to strengthen control and network flow analysis. 

Target setting. Improving the operational reliability of computer networks depends not only on the timely detection of 
threats in its information flows, but also on the use of preventive measures, which, above all, should be based on reasonable 
forecasts of harmful effects. Both problems are interrelated, as forecasting requires a sufficient and up-to-date statistical 
database of events, which happen in the network. 

Actual scientific researches and issues analysis. Modern approaches to the detection and prediction of threats to 
computer networks are analyzed in detail in [6]. Despite the existence of a sufficient number of methods and models for the 
implementation of the task, time series models are the most used in practical realization. 

Uninvestigated parts of general matters defining. Currently, there are a number of information systems designed to detect 
and prevent network attacks and traffic anomalies, most of which work in real time and provide information about the threat 
or take the necessary action upon the occurrence of this danger. However, such systems are mainly based on the signature 
detection method. Although the most widely used methods in recent years have been machine learning and data mining, most 
approaches have only a theoretical basis. 

The research objective. Taking into account the need for practical application of anomalous methods of detecting 
information threats, it was decided to create the program implementation of information system modules that perform a set of 
tasks of collecting, analyzing, modeling network events, and were adapted to its type and needs. 

The statement of basic materials. The principles of operation of threat detection systems for a computer network are based 
on the division of dangers to the corporate computer network into two main classes - network intrusion and abnormal network 
behavior. Systems, which are based on the detecting and preventing intrusions, use of signature methods, and systems that analyze 
abnormal network behavior - based on statistical analysis of network traffic. Among such methods, the software implementation 
of algorithms of two adaptive methods for detecting anomalous behavior in network flows, which solve this problem for different 
mutually exclusive conditions using Chaos theory and EWMA-statistics, is selected and performed. Bayesian network is one of 
those methods for predicting the state or level of dangers to computer networks, because this method is closely related to 
approaches based on attack graphs: a distinctive feature of Bayesian networks is the conditional variables and probabilities that 
are reflected in the model. This allows not only predicting the level of threats to the corporate computer network, but also 
investigating the sequence of their occurrence, source and destination, type of threat, and so on. 

Conclusions. Information technologies for determining and ensuring a reliable level of interaction between the subjects 
of computer networks is one of the urgent problems of the modern cyber environment. The problem of predicting dangers to 
the corporate computer network has less existing solutions than the problem of detecting and eliminating threats, but its 
solution allows you to take early action to eliminate and further study the anomalies in network flows. 

Keywords: computer network, attack protection systems, Chaos theory, EWMA statistics, Bayesian network. 
Fig.: 12. References: 11. 
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