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Ⱥɥɥɚ Ƚɪɟɛɟɧɧɢɤ, Ɉɥɟɧɚ Ɍɪɭɧɨɜɚ, ȼɨɥɨɞɢɦɢɪ Ʉɚɡɢɦɢɪ, Ɇɚɤɫɢɦ Ɇɿɳɟɧɤɨ 

ȼɂəȼɅȿɇɇə ɌȺ ɉɊɈȽɇɈɁɍȼȺɇɇə Ɋȱȼɇə ɁȺȽɊɈɁ  
ȾɅə ɄɈɊɉɈɊȺɌɂȼɇɈȲ ɄɈɆɉ’ɘɌȿɊɇɈȲ ɆȿɊȿɀȱ 

Ⱥɤɬɭɚɥɶɧɿɫɬɶ ɬɟɦɢ ɞɨɫɥɿɞɠɟɧɧɹ. ɍ ɫɭɱɚɫɧɨɦɭ ɫɜɿɬɿ ɩɪɨɛɥɟɦɢ ɧɚɞɿɣɧɨɫɬɿ ɿɧɮɨɪɦɚɰɿʀ, ɳɨ є ɜ ɟɥɟɤɬɪɨɧɧɨɦɭ ɜɢ-
ɝɥɹɞɿ, ɡɚɝɨɫɬɪɸɸɬɶ ɩɢɬɚɧɧɹ ʀʀ ɡɚɯɢɫɬɭ. ɇɟɡɜɚɠɚɸɱɢ ɧɚ ɬɟ, ɳɨ ɜ ɤɨɪɩɨɪɚɬɢɜɧɢɯ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠɚɯ, ɿɧɮɨɪɦɚɰɿɹ 
ɛɿɥɶɲ ɿɡɨɥɶɨɜɚɧɚ ɜɿɞ ɡɨɜɧɿɲɧɿɯ ɜɩɥɢɜɿɜ, ɧɟɥɿɧɿɣɧɿɫɬɶ ɬɚ ɫɤɥɚɞɧɿɫɬɶ ɩɪɨɬɿɤɚɧɧɹ ɩɪɨɰɟɫɿɜ, ɚ ɬɚɤɨɠ ɿɧɲɿ ɡɚɝɪɨɡɢ, ɳɨ 
ɧɟɫɟ ɜ ɫɨɛɿ ɧɟ ɬɿɥɶɤɢ ɡɨɜɧɿɲɧɿɣ, ɚ ɿ ɜɧɭɬɪɿɲɧɿɣ ɦɟɪɟɠɟɜɢɣ ɬɪɚɮɿɤ, ɞɚє ɩɿɞɫɬɚɜɢ ɞɨ ɩɨɫɢɥɟɧɧɹ ɤɨɧɬɪɨɥɸ ɬɚ ɚɧɚɥɿɡɭ 
ɦɟɪɟɠɟɜɢɯ ɩɨɬɨɤɿɜ. 

ɉɨɫɬɚɧɨɜɤɚ ɩɪɨɛɥɟɦɢ. ɉɿɞɜɢɳɟɧɧɹ ɧɚɞɿɣɧɨɫɬɿ ɮɭɧɤɰɿɨɧɭɜɚɧɧɹ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ ɡɚɥɟɠɢɬɶ ɧɟ ɬɿɥɶɤɢ ɜɿɞ ɜɱɚɫ-
ɧɨɝɨ ɜɢɹɜɥɟɧɧɹ ɡɚɝɪɨɡ ɜ ʀʀ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɩɨɬɨɤɚɯ, ɚ ɣ ɜɿɞ ɡɚɞɿɹɧɧɹ ɭɩɟɪɟɞɠɭɜɚɥɶɧɢɯ ɡɚɯɢɫɧɢɯ ɡɚɯɨɞɿɜ, ɹɤɿ ɧɚɫɚɦɩɟɪɟɞ ɩɨɜɢɧɧɿ 
ɫɩɢɪɚɬɢɫɶ ɧɚ ɨɛґɪɭɧɬɨɜɚɧɿ ɩɪɨɝɧɨɡɢ ɜɢɧɢɤɧɟɧɧɹ ɲɤɿɞɥɢɜɢɯ ɜɩɥɢɜɿɜ. Ɉɛɢɞɜɿ ɩɪɨɛɥɟɦɢ ɜɡɚєɦɨɩɨɜ’ɹɡɚɧɿ, ɨɫɤɿɥɶɤɢ ɞɥɹ ɜɢɤɨɧɚɧɧɹ 
ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɧɟɨɛɯɿɞɧɨ ɦɚɬɢ ɞɨɫɬɚɬɧɸ ɬɚ ɚɤɬɭɚɥɶɧɭ ɫɬɚɬɢɫɬɢɱɧɭ ɛɚɡɭ ɩɨɞɿɣ, ɳɨ ɜɿɞɛɭɜɚɸɬɶɫɹ ɜ ɦɟɪɟɠɿ. 

Ⱥɧɚɥɿɡ ɨɫɬɚɧɧɿɯ ɞɨɫɥɿɞɠɟɧɶ ɿ ɩɭɛɥɿɤɚɰɿɣ. ɋɭɱɚɫɧɿ ɩɿɞɯɨɞɢ ɞɨ ɜɢɹɜɥɟɧɧɹ ɬɚ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɡɚɝɪɨɡ ɞɥɹ 
ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ ɞɨɤɥɚɞɧɨ ɩɪɨɚɧɚɥɿɡɨɜɚɧɿ ɜ ɪɨɛɨɬɿ [6]. ɉɨɩɪɢ ɫɧɭɜɚɧɧɹ ɞɨɫɬɚɬɧɶɨʀ ɤɿɥɶɤɨɫɬɿ ɦɟɬɨɞɿɜ ɿ ɦɨ-
ɞɟɥɟɣ ɜɢɜɱɟɧɧɹ ɬɚ ɩɟɪɟɞɛɚɱɟɧɧɹ ɩɨɜɟɞɿɧɤɢ ɬɪɚɮɿɤɭ, ɧɚɣɛɿɥɶɲ ɡɚɫɬɨɫɨɜɭɜɚɧɢɦɢ ɩɪɢ ɩɪɚɤɬɢɱɧɿɣ ɪɟɚɥɿɡɚɰɿʀ ɡɚɥɢɲɚ-
ɸɬɶɫɹ ɦɨɞɟɥɿ ɱɚɫɨɜɢɯ ɪɹɞɿɜ.  

ȼɢɞɿɥɟɧɧɹ ɧɟɞɨɫɥɿɞɠɟɧɢɯ ɱɚɫɬɢɧ ɡɚɝɚɥɶɧɨʀ ɩɪɨɛɥɟɦɢ. ɇɚ ɫɶɨɝɨɞɧɿ є ɛɚɝɚɬɨ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɫɢɫɬɟɦ, ɦɟɬɨɸ 
ɹɤɢɯ є ɜɢɹɜɥɟɧɧɹ ɬɚ ɡɚɩɨɛɿɝɚɧɧɹ ɦɟɪɟɠɟɜɢɦ ɚɬɚɤɚɦ ɬɚ ɚɧɨɦɚɥɿɹɦ ɬɪɚɮɿɤɭ, ɛɿɥɶɲɿɫɬɶ ɿɡ ɧɢɯ ɩɪɚɰɸє ɜ ɪɟɚɥɶɧɨɦɭ ɱɚɫɿ 
ɬɚ ɧɚɞɚє ɿɧɮɨɪɦɚɰɿɸ ɩɪɨ ɡɚɝɪɨɡɭ ɚɛɨ ɜɠɢɜɚє ɧɟɨɛɯɿɞɧɢɯ ɞɿɣ ɡɚ ɮɚɤɬɨɦ ɧɚɫɬɚɧɧɹ ɰɿєʀ ɡɚɝɪɨɡɢ. ɉɪɨɬɟ ɬɚɤɿ ɫɢɫɬɟɦɢ 
ɩɟɪɟɜɚɠɧɨ ɩɨɛɭɞɨɜɚɧɿ ɧɚ ɫɢɝɧɚɬɭɪɧɨɦɭ ɦɟɬɨɞɿ ɜɢɹɜɥɟɧɧɹ. ɇɟɡɜɚɠɚɸɱɢ ɧɚ ɬɟ, ɳɨ ɜ ɨɫɬɚɧɧɿ ɪɨɤɢ ɧɚɣɛɿɥɶɲ ɜɢɤɨɪɢɫ-
ɬɨɜɭɜɚɧɢɦɢ ɜ ɰɿɣ ɫɮɟɪɿ є ɦɟɬɨɞɢ, ɩɨɜ’ɹɡɚɧɿ ɡ ɦɚɲɢɧɧɢɦ ɧɚɜɱɚɧɧɹɦ ɬɚ ɿɧɬɟɥɟɤɬɭɚɥɶɧɢɦ ɚɧɚɥɿɡɨɦ ɞɚɧɢɯ, ɛɿɥɶɲɿɫɬɶ 
ɩɿɞɯɨɞɿɜ ɦɚɸɬɶ ɥɢɲɟ ɬɟɨɪɟɬɢɱɧɭ ɨɫɧɨɜɭ.  

ɉɨɫɬɚɧɨɜɤɚ ɡɚɜɞɚɧɧɹ. ȼɪɚɯɨɜɭɸɱɢ ɩɨɬɪɟɛɭ ɜ ɩɪɚɤɬɢɱɧɨɦɭ ɡɚɫɬɨɫɭɜɚɧɧɿ ɚɧɨɦɚɥɶɧɢɯ ɦɟɬɨɞɿɜ ɜɢɹɜɥɟɧɧɹ ɡɚɝɪɨɡ 
ɿɧɮɨɪɦɚɰɿʀ, ɛɭɥɨ ɩɪɢɣɧɹɬɨ ɪɿɲɟɧɧɹ ɩɪɨ ɩɪɨɝɪɚɦɧɭ ɪɟɚɥɿɡɚɰɿɸ ɦɨɞɭɥɿɜ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɫɢɫɬɟɦɢ, ɹɤɿ ɛ ɜɢɤɨɧɭɜɚɥɢ ɤɨɦ-
ɩɥɟɤɫ ɡɚɜɞɚɧɶ ɡɛɨɪɭ, ɚɧɚɥɿɡɭ, ɦɨɞɟɥɸɜɚɧɧɹ ɪɨɡɜɢɬɤɭ ɩɨɞɿɣ ɭ ɦɟɪɟɠɿ, ɬɚ ɛɭɥɢ ɚɞɚɩɬɨɜɚɧɿ ɞɨ ʀʀ ɬɢɩɭ ɬɚ ɩɨɬɪɟɛ. 

ȼɢɤɥɚɞ ɨɫɧɨɜɧɨɝɨ ɦɚɬɟɪɿɚɥɭ. ɉɪɢɧɰɢɩɢ ɮɭɧɤɰɿɨɧɭɜɚɧɧɹ ɫɢɫɬɟɦ ɜɢɹɜɥɟɧɧɹ ɡɚɝɪɨɡ ɞɥɹ ɤɨɦɩ’ɸɬɟɪɧɨʀ ɦɟɪɟɠɿ ɛɚɡɭ-
ɸɬɶɫɹ ɧɚ ɪɨɡɞɿɥɟɧɧɿ ɡɚɝɪɨɡ ɤɨɪɩɨɪɚɬɢɜɧɨʀ ɤɨɦɩ’ɸɬɟɪɧɨʀ ɦɟɪɟɠɿ ɧɚ ɞɜɚ ɨɫɧɨɜɧɿ ɤɥɚɫɢ – ɜɬɨɪɝɧɟɧɧɹ ɜ ɦɟɪɟɠɭ ɬɚ ɚɧɨɦɚ-
ɥɶɧɚ ɦɟɪɟɠɟɜɚ ɩɨɜɟɞɿɧɤɚ. ɋɢɫɬɟɦɢ, ɦɟɬɨɸ ɹɤɢɯ є ɜɢɹɜɥɟɧɧɹ ɬɚ ɡɚɩɨɛɿɝɚɧɧɹ ɜɬɨɪɝɧɟɧɧɹɦ ɛɚɡɭɸɬɶɫɹ ɧɚ ɜɢɤɨɪɢɫɬɚɧɧɿ 
ɫɢɝɧɚɬɭɪɧɢɯ ɦɟɬɨɞɿɜ, ɚ ɫɢɫɬɟɦɢ, ɳɨ ɩɪɨɜɨɞɹɬɶ ɚɧɚɥɿɡ ɚɧɨɦɚɥɶɧɨʀ ɦɟɪɟɠɟɜɨʀ ɩɨɜɟɞɿɧɤɢ, – ɧɚ ɫɬɚɬɢɫɬɢɱɧɨɦɭ ɚɧɚɥɿɡɿ 
ɦɟɪɟɠɟɜɨɝɨ ɬɪɚɮɿɤɭ. ɍ ɪɨɛɨɬɿ ɨɛґɪɭɧɬɨɜɚɧɨ ɨɛɪɚɧɨ ɬɚ ɜɢɤɨɧɚɧɨ ɩɪɨɝɪɚɦɧɭ ɪɟɚɥɿɡɚɰɿɸ ɚɥɝɨɪɢɬɦɿɜ ɞɜɨɯ ɚɞɚɩɬɢɜɧɢɯ 
ɦɟɬɨɞɿɜ ɜɢɹɜɥɟɧɧɹ ɚɧɨɦɚɥɶɧɨʀ ɩɨɜɟɞɿɧɤɢ ɜ ɩɨɬɨɤɚɯ ɦɟɪɟɠɿ, ɳɨ ɜɢɪɿɲɭɸɬɶ ɡɚɡɧɚɱɟɧɭ ɩɪɨɛɥɟɦɭ ɞɥɹ ɪɿɡɧɢɯ, ɜɡɚєɦɨɜɢɤɥɸ-
ɱɧɢɯ ɭɦɨɜ, ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ ɬɟɨɪɿʀ ɏɚɨɫɭ ɬɚ EWMA-ɫɬɚɬɢɫɬɢɤɢ. Ɉɞɧɢɦ ɿɡ ɦɟɬɨɞɿɜ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɫɬɚɧɭ ɚɛɨ ɪɿɜɧɹ ɡɚ-
ɝɪɨɡ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ є Ȼɚєɫɨɜɚ ɦɟɪɟɠɚ, ɨɫɤɿɥɶɤɢ ɰɟɣ ɦɟɬɨɞ ɞɨɫɢɬɶ ɬɿɫɧɨ ɩɨɜ’ɹɡɚɧɢɣ ɿɡ ɩɿɞɯɨɞɚɦɢ, ɡɚɫɧɨɜɚɧɢɦɢ ɧɚ 
ɝɪɚɮɚɯ ɚɬɚɤɢ, ɰɟ ɞɨɡɜɨɥɹє ɧɟ ɬɿɥɶɤɢ ɩɪɨɝɧɨɡɭɜɚɬɢ ɪɿɜɟɧɶ ɡɚɝɪɨɡ ɞɥɹ ɤɨɪɩɨɪɚɬɢɜɧɨʀ ɤɨɦɩ’ɸɬɟɪɧɨʀ ɦɟɪɟɠɿ, ɚɥɟ ɣ ɞɨɫɥɿ-
ɞɠɭɜɚɬɢ ɩɨɫɥɿɞɨɜɧɿɫɬɶ ʀɯ ɜɢɧɢɤɧɟɧɧɹ, ɚɞɪɟɫɭ ɞɠɟɪɟɥɚ ɬɚ ɩɪɢɡɧɚɱɟɧɧɹ, ɬɢɩ ɡɚɝɪɨɡɢ ɬɨɳɨ. 

ȼɢɫɧɨɜɤɢ ɜɿɞɩɨɜɿɞɧɨ ɞɨ ɫɬɚɬɬɿ. ȱɧɮɨɪɦɚɰɿɣɧɿ ɬɟɯɧɨɥɨɝɿʀ ɜɢɡɧɚɱɟɧɧɹ ɬɚ ɡɚɛɟɡɩɟɱɟɧɧɹ ɧɚɞɿɣɧɨɝɨ ɪɿɜɧɹ ɜɡɚєɦɨɞɿʀ 
ɫɭɛ’єɤɬɿɜ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ є ɨɞɧɿєɸ ɡ ɚɤɬɭɚɥɶɧɢɯ ɩɪɨɛɥɟɦ ɫɭɱɚɫɧɨɝɨ ɤɿɛɟɪɫɟɪɟɞɨɜɢɳɚ. ɉɪɨɛɥɟɦɚ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɡɚɝɪɨɡ 
ɞɥɹ ɤɨɪɩɨɪɚɬɢɜɧɨʀ ɤɨɦɩ’ɸɬɟɪɧɨʀ ɦɟɪɟɠɿ ɦɚє ɦɟɧɲɟ ɿɫɧɭɸɱɢɯ ɪɿɲɟɧɶ, ɧɿɠ ɩɪɨɛɥɟɦɚ ɜɢɹɜɥɟɧɧɹ ɬɚ ɭɫɭɧɟɧɧɹ ɡɚɝɪɨɡ, ɚɥɟ ʀʀ 
ɜɢɪɿɲɟɧɧɹ ɞɚє ɡɦɨɝɭ ɜɠɢɜɚɬɢ ɡɚɜɱɚɫɧɢɯ ɞɿɣ ɞɨ ɭɫɭɧɟɧɧɹ ɬɚ ɩɨɞɚɥɶɲɨɝɨ ɜɢɜɱɟɧɧɹ ɚɧɨɦɚɥɿɣ ɭ ɦɟɪɟɠɟɜɢɯ ɩɨɬɨɤɚɯ. 

Ʉɥɸɱɨɜɿ ɫɥɨɜɚ: ɤɨɦɩ’ɸɬɟɪɧɚ ɦɟɪɟɠɚ; ɫɢɫɬɟɦɢ ɡɚɯɢɫɬɭ ɜɿɞ ɚɬɚɤ; ɬɟɨɪɿɹ ɏɚɨɫɭ; EWMA-ɫɬɚɬɢɫɬɢɤɢ; Ȼɚєɫɨɜɚ 
ɦɟɪɟɠɚ. 

Ɋɢɫ.: 12. Ȼɿɛɥ.: 11. 

Ⱥɤɬɭɚɥɶɧɿɫɬɶ ɬɟɦɢ ɞɨɫɥɿɞɠɟɧɧɹ. ɍ ɫɭɱɚɫɧɨɦɭ ɫɜɿɬɿ ɩɢɬɚɧɧɹ ɤɿɛɟɪɛɟɡɩɟɤɢ ɧɚɛɭɥɨ 
ɞɨɫɢɬɶ ɜɟɥɢɤɨʀ ɚɤɬɭɚɥɶɧɨɫɬɿ, ɚɞɠɟ ɩɢɬɨɦɚ ɜɚɝɚ ɿɧɮɨɪɦɚɰɿʀ, ɳɨ є ɜ ɟɥɟɤɬɪɨɧɧɨɦɭ ɜɢɝɥɹɞɿ, 
ɡɪɨɫɬɚє ɡ ɤɨɠɧɢɦ ɞɧɟɦ, ɝɨɫɬɪɨ ɫɬɚɜɥɹɱɢ ɩɢɬɚɧɧɹ ɩɪɨ ʀʀ ɡɚɯɢɫɬ. Ɂ ɬɪɚɧɫɮɨɪɦɚɰɿєɸ ɪɨɡɩɨ-
ɞɿɥɟɧɢɯ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɫɢɫɬɟɦ (ȱɋ) ɭ ɨɤɪɟɦɿ ɤɨɪɩɨɪɚɬɢɜɧɿ ɤɨɦɩ’ɸɬɟɪɧɿ ɦɟɪɟɠɿ (ɄɄɆ), 
ɿɧɮɨɪɦɚɰɿɹ ɫɬɚɥɚ ɛɿɥɶɲ ɿɡɨɥɶɨɜɚɧɨɸ ɜɿɞ ɡɨɜɧɿɲɧɿɯ ɜɩɥɢɜɿɜ, ɩɪɨɬɟ ɧɟɥɿɧɿɣɧɿɫɬɶ ɬɚ ɫɤɥɚɞ-
ɧɿɫɬɶ ɩɪɨɬɿɤɚɧɧɹ ɩɪɨɰɟɫɿɜ ɭ ɬɚɤɢɯ ɦɟɪɟɠɚɯ, ɚ ɬɚɤɨɠ ɿɧɲɿ ɡɚɝɪɨɡɢ, ɳɨ ɧɟɫɟ ɜ ɫɨɛɿ ɧɟ ɬɿɥɶɤɢ 
ɡɨɜɧɿɲɧɿɣ, ɚ ɿ ɜɧɭɬɪɿɲɧɿɣ ɦɟɪɟɠɟɜɢɣ ɬɪɚɮɿɤ, ɞɚє ɩɿɞɫɬɚɜɢ ɞɨ ɩɨɫɢɥɟɧɧɹ ɤɨɧɬɪɨɥɸ ɬɚ ɚɧɚ-
ɥɿɡɭ ɦɟɪɟɠɟɜɢɯ ɩɨɬɨɤɿɜ. 

ɉɨɫɬɚɧɨɜɤɚ ɩɪɨɛɥɟɦɢ. Ⱦɥɹ ɜɢɪɿɲɟɧɧɹ ɰɢɯ ɩɢɬɚɧɶ ɧɟɨɛɯɿɞɧɨ ɱɿɬɤɨ ɭɫɜɿɞɨɦɥɸɜɚɬɢ ɛɚ-
ɡɨɜɿ ɩɪɢɧɰɢɩɢ ɮɭɧɤɰɿɨɧɭɜɚɧɧɹ ɄɄɆ, ɪɨɡɭɦɿɬɢ ɿɫɧɭɸɱɢ ɪɿɲɟɧɧɹ ɡɚɛɟɡɩɟɱɟɧɧɹ ɧɚɞɿɣɧɨɫɬɿ 
ʀɯ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɩɨɬɨɤɿɜ ɬɚ ɭɞɨɫɤɨɧɚɥɸɜɚɬɢ ɚɥɝɨɪɢɬɦɢ ɜɢɹɜɥɟɧɧɹ ɬɚ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɪɿɜɧɹ 
ɡɚɝɪɨɡ ɿɧɮɨɪɦɚɰɿʀ ɄɄɆ. Ɂɞɟɛɿɥɶɲɨɝɨ ɜ ɤɨɠɧɿɣ ɤɨɪɩɨɪɚɬɢɜɧɿɣ ɦɟɪɟɠɿ ɮɭɧɤɰɿɨɧɭє ɫɢɫɬɟɦɚ 
ɜɢɹɜɥɟɧɧɹ ɚɬɚɤ (ɋȼȺ), ɡɚɜɞɚɧɧɹɦɢ ɹɤɨʀ є ɡɚɛɟɡɩɟɱɟɧɧɹ ɛɟɡɩɟɱɧɨɫɬɿ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɩɨɬɨɤɿɜ 
ɦɟɪɟɠɿ. ȼɿɞ ɜɢɪɿɲɟɧɧɹ ɩɪɨɛɥɟɦɢ ɪɚɧɧɶɨɝɨ ɜɢɹɜɥɟɧɧɹ ɬɚ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɚɧɨɦɚɥɶɧɨɫɬɿ ɩɨ-
ɞɿɣ ɭ ɩɨɬɨɤɚɯ ɡ ɦɟɬɨɸ ɧɚɞɚɧɧɹ ɦɨɠɥɢɜɨɫɬɿ ɜɠɢɜɚɧɧɹ ɡɚɜɱɚɫɧɢɯ ɡɚɯɨɞɿɜ ɞɥɹ ʀɯ ɞɨɫɥɿɞɠɟɧɧɹ 
ɬɚ ɭɫɭɧɟɧɧɹ ɡɚɥɟɠɢɬɶ ɹɤɿɫɬɶ ɋȼȺ ɿ ɧɚɞɿɣɧɿɫɬɶ ɦɟɪɟɠɿ ɡɚɝɚɥɨɦ.  

 Ƚɪɟɛɟɧɧɢɤ Ⱥ. Ƚ., Ɍɪɭɧɨɜɚ Ɉ. ȼ., Ʉɚɡɢɦɢɪ ȼ. ȼ., Ɇɿɳɟɧɤɨ Ɇ. ȼ., 2020 
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Ⱥɧɚɥɿɡ ɨɫɬɚɧɧɿɯ ɞɨɫɥɿɞɠɟɧɶ ɿ ɩɭɛɥɿɤɚɰɿɣ. ɋɭɱɚɫɧɿ ɩɿɞɯɨɞɢ ɞɨ ɜɢɹɜɥɟɧɧɹ ɬɚ ɩɪɨɝɧɨɡɭ-
ɜɚɧɧɹ ɡɚɝɪɨɡ ɞɥɹ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ ɞɨɤɥɚɞɧɨ ɩɪɨɚɧɚɥɿɡɨɜɚɧɿ ɜ ɪɨɛɨɬɿ [6]. ɇɟɡɜɚɠɚɸɱɢ 
ɧɚ ɿɫɧɭɜɚɧɧɹ ɞɨɫɬɚɬɧɶɨʀ ɤɿɥɶɤɨɫɬɿ ɦɟɬɨɞɿɜ ɿ ɦɨɞɟɥɟɣ ɞɥɹ ɪɟɚɥɿɡɚɰɿʀ ɩɨɫɬɚɜɥɟɧɨɝɨ ɡɚɜɞɚɧɧɹ, 
ɧɚɣɛɿɥɶɲ ɡɚɫɬɨɫɨɜɭɜɚɧɢɦɢ, ɧɚ ɫɶɨɝɨɞɧɿ, ɩɪɢ ɩɪɚɤɬɢɱɧɿɣ ɪɟɚɥɿɡɚɰɿʀ ɡɚɥɢɲɚɸɬɶɫɹ ɦɨɞɟɥɿ ɱɚ-
ɫɨɜɢɯ ɪɹɞɿɜ. Ɇɟɬɨɞɢ ɦɨɞɟɥɸɜɚɧɧɹ ɬɚ ɚɧɚɥɿɡɭ ɛɟɡɩɟɤɢ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ ɞɟɬɚɥɶɧɨ ɜɢ-
ɫɜɿɬɥɟɧɿ ɜ ɪɨɛɨɬɚɯ [2; 3]. ȱ ɧɟɡɜɚɠɚɸɱɢ ɧɚ ɬɟ, ɳɨ ɨɫɬɚɧɧɿɦɢ ɪɨɤɚɦɢ ɧɚɣɛɿɥɶɲ ɜɢɤɨɪɢɫɬɨɜɭ-
ɜɚɧɢɦɢ ɜ ɰɿɣ ɫɮɟɪɿ є ɦɟɬɨɞɢ, ɩɨɜ’ɹɡɚɧɿ ɡ ɦɚɲɢɧɧɢɦ ɧɚɜɱɚɧɧɹɦ ɬɚ ɿɧɬɟɥɟɤɬɭɚɥɶɧɢɦ 
ɚɧɚɥɿɡɨɦ ɞɚɧɢɯ, ɛɿɥɶɲɿɫɬɶ ɩɿɞɯɨɞɿɜ ɦɚɸɬɶ ɥɢɲɟ ɬɟɨɪɟɬɢɱɧɭ ɨɫɧɨɜɭ.  

ȼɢɞɿɥɟɧɧɹ ɧɟɞɨɫɥɿɞɠɟɧɢɯ ɱɚɫɬɢɧ ɡɚɝɚɥɶɧɨʀ ɩɪɨɛɥɟɦɢ. ɇɚ ɫɶɨɝɨɞɧɿ ɛɚɝɚɬɨ ȱɋ, ɦɟ-
ɬɨɸ ɹɤɢɯ є ɜɢɹɜɥɟɧɧɹ ɬɚ ɡɚɩɨɛɿɝɚɧɧɹ ɦɟɪɟɠɟɜɢɦ ɚɬɚɤɚɦ ɬɚ ɚɧɨɦɚɥɿɹɦ ɬɪɚɮɿɤɭ, ɛɿɥɶɲɿɫɬɶ 
ɿɡ ɧɢɯ ɩɪɚɰɸє ɜ ɪɟɚɥɶɧɨɦɭ ɱɚɫɿ ɬɚ ɧɚɞɚє ɿɧɮɨɪɦɚɰɿɸ ɩɪɨ ɡɚɝɪɨɡɭ ɚɛɨ ɜɠɢɜɚє ɧɟɨɛɯɿɞɧɢɯ 
ɞɿɣ ɡɚ ɮɚɤɬɨɦ ɧɚɫɬɚɧɧɹ ɰɿєʀ ɡɚɝɪɨɡɢ. ɉɪɨɬɟ ɬɚɤɿ ɫɢɫɬɟɦɢ ɩɟɪɟɜɚɠɧɨ ɩɨɛɭɞɨɜɚɧɿ ɧɚ ɫɢɝɧɚ-
ɬɭɪɧɨɦɭ ɦɟɬɨɞɿ ɜɢɹɜɥɟɧɧɹ, ɳɨ ɧɚɥɚɲɬɨɜɚɧɢɣ ɧɚ ɜɠɟ ɜɿɞɨɦɿ ɬɢɩɢ ɩɨɪɭɲɟɧɶ, ɿ ɧɟ ɭɪɚɯɨ-
ɜɭɸɬɶ ɨɫɨɛɥɢɜɨɫɬɟɣ ɄɄɆ.  

ȱɡ ɪɨɡɜɢɬɤɨɦ ɬɚ ɩɨɲɢɪɟɧɧɹɦ ɦɟɬɨɞɿɜ ɲɬɭɱɧɨɝɨ ɿɧɬɟɥɟɤɬɭ ɚɤɬɢɜɧɨ ɩɨɱɚɥɢ ɪɨɡɜɢɜɚɬɢɫɹ 
ɫɢɫɬɟɦɢ, ɹɤɿ ɩɨɛɭɞɨɜɚɧɿ ɧɚ ɚɞɚɩɬɢɜɧɢɯ ɦɟɬɨɞɚɯ ɜɢɹɜɥɟɧɧɹ ɬɚ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɡɚɝɪɨɡ ɉɁ. 
Ɂɨɤɪɟɦɚ, ɭ 2014 ɪɨɰɿ Ⱥɝɟɧɬɫɬɜɨɦ ɩɟɪɟɞɨɜɢɯ ɨɛɨɪɨɧɧɢɯ ɞɨɫɥɿɞɧɢɰɶɤɢɯ ɩɪɨєɤɬɿɜ ɋɒȺ, 
ɛɭɥɨ ɿɧɿɰɿɣɨɜɚɧɨ ɫɬɜɨɪɟɧɧɹ ɤɥɚɫɭ ȱɋ, ɩɨɛɭɞɨɜɚɧɢɯ ɧɚ ɨɫɧɨɜɿ ɲɬɭɱɧɨɝɨ ɿɧɬɟɥɟɤɬɭ, ɩɪɢɡ-
ɧɚɱɟɧɢɯ ɞɥɹ ɡɧɚɯɨɞɠɟɧɧɹ, ɩɟɪɟɜɿɪɤɢ ɬɚ ɜɢɹɜɥɟɧɧɹ ɤɿɛɟɪɡɚɝɪɨɡ [9]. ɐɟɣ ɤɥɚɫ ɫɢɫɬɟɦ ɨɬɪɢ-
ɦɚɜ ɧɚɡɜɭ Cyber Reasoning Systems (ɚɧɝɥ. – ɫɢɫɬɟɦɢ ɤɿɛɟɪɪɨɡɫɭɞɠɟɧɧɹ) ɬɚ ɚɤɬɢɜɧɨ ɪɨɡ-
ɜɢɜɚєɬɶɫɹ ɭ ɫɮɟɪɿ ɤɿɛɟɪɡɦɚɝɚɧɶ, ɡɨɤɪɟɦɚ Cyber Grand Challenge. Ⱦɚɧɿ ɫɢɫɬɟɦɢ, ɩɪɚɰɸɸɱɢ 
ɜ ɪɟɚɥɶɧɨɦɭ ɱɚɫɿ, ɨɪɿєɧɬɨɜɚɧɿ ɧɚ ɜɢɫɭɧɟɧɧɹ ɝɿɩɨɬɟɡɢ ɩɪɨ ɧɚɹɜɧɿ ɡɚɝɪɨɡɢ ɞɥɹ ɞɨɫɥɿɞɠɭɜɚ-
ɧɨɝɨ ɉɁ, ɩɟɪɟɜɿɪɤɢ ɰɿєʀ ɝɿɩɨɬɟɡɢ ɬɚ ʀʀ ɩɿɞɬɜɟɪɞɠɟɧɧɹ ɚɛɨ ɜɿɞɯɢɥɟɧɧɹ. ɉɪɨɬɟ ɧɢɧɿ ɫɢɫɬɟɦɢ 
ɬɚɤɨɝɨ ɤɥɚɫɭ є ɞɨɫɢɬɶ ɟɧɟɪɝɨɦɿɫɬɤɢɦɢ ɬɚ ɧɟ ɪɨɡɪɚɯɨɜɚɧɿ ɧɚ ɜɢɹɜɥɟɧɧɹ ɬɚ ɩɪɨɝɧɨɡɭɜɚɧɧɹ 
ɪɿɜɧɹ ɡɚɝɪɨɡ ɞɥɹ ɤɨɪɩɨɪɚɬɢɜɧɨʀ ɤɨɦɩ’ɸɬɟɪɧɨʀ ɦɟɪɟɠɿ [1]. 

ȼɢɪɿɲɟɧɧɹ ɩɪɨɛɥɟɦɢ ɪɚɧɧɶɨɝɨ ɜɢɹɜɥɟɧɧɹ ɬɚ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɡɚɝɪɨɡ ɞɥɹ ɄɄɆ ɧɚɞɚɥɨ 
ɛ ɦɨɠɥɢɜɿɫɬɶ ɫɩɟɰɿɚɥɿɫɬɭ ɡ ɤɿɛɟɪɛɟɡɩɟɤɢ ɡɚɜɱɚɫɧɨ ɜɠɢɜɚɬɢ ɡɚɯɨɞɿɜ ɞɨ ʀɯ ɞɨɫɥɿɞɠɟɧɧɹ ɬɚ 
ɭɫɭɧɟɧɧɹ. Ɍɚɤɨɠ ɡɚɥɟɠɧɨ ɜɿɞ ɨɛɪɚɧɢɯ ɦɟɬɨɞɿɜ ɜɢɹɜɥɟɧɧɹ ɬɚ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɰɟ ɞɨɩɨɦɨɝɥɨ 
ɛ ɡ ɩɟɜɧɨɸ ɬɨɱɧɿɫɬɸ ɡɚɜɱɚɫɧɨ ɿɞɟɧɬɢɮɿɤɭɜɚɬɢ ɧɚɦɿɪɢ ɚɬɚɤɭɜɚɥɶɧɢɤɚ, ɡɨɤɪɟɦɚ ɩɨɫɥɿɞɨɜ-
ɧɿɫɬɶ ɣɨɝɨ ɞɿɣ ɬɚ ɞɠɟɪɟɥɚ ɦɨɠɥɢɜɢɯ ɡɚɝɪɨɡ.  

ȼɪɚɯɨɜɭɸɱɢ ɜɫɟ ɜɢɳɟɡɚɡɧɚɱɟɧɟ, ɛɭɥɨ ɩɪɢɣɧɹɬɨ ɪɿɲɟɧɧɹ ɩɪɨ ɫɬɜɨɪɟɧɧɹ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɫɢ-
ɫɬɟɦɢ, ɹɤɚ ɛ ɡɞɿɣɫɧɸɜɚɥɚ ɜɢɹɜɥɟɧɧɹ ɬɚ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɪɿɜɧɹ ɡɚɝɪɨɡ ɞɥɹ ɤɨɪɩɨɪɚɬɢɜɧɨʀ 
ɤɨɦɩ’ɸɬɟɪɧɨʀ ɦɟɪɟɠɿ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ ɚɥɝɨɪɢɬɦɿɜ, ɳɨ ɚɞɚɩɬɭɸɬɶɫɹ ɞɨ ɬɢɩɭ ɬɚ ɩɨɬɪɟɛ ɄɄɆ. 

ɉɨɫɬɚɧɨɜɤɚ ɡɚɜɞɚɧɧɹ. ȼɪɚɯɨɜɭɸɱɢ ɩɨɬɪɟɛɭ ɜ ɩɪɚɤɬɢɱɧɨɦɭ ɡɚɫɬɨɫɭɜɚɧɧɿ ɚɧɨɦɚɥɶ-
ɧɢɯ ɦɟɬɨɞɿɜ ɜɢɹɜɥɟɧɧɹ ɡɚɝɪɨɡ ɿɧɮɨɪɦɚɰɿʀ, ɛɭɥɨ ɩɪɢɣɧɹɬɨ ɪɿɲɟɧɧɹ ɩɪɨ ɩɪɨɝɪɚɦɧɭ ɪɟɚɥɿ-
ɡɚɰɿɸ ɦɨɞɭɥɿɜ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɫɢɫɬɟɦɢ, ɹɤɿ ɛ ɜɢɤɨɧɭɜɚɥɢ ɤɨɦɩɥɟɤɫ ɡɚɜɞɚɧɶ ɡɛɨɪɭ, ɚɧɚɥɿɡɭ, 
ɦɨɞɟɥɸɜɚɧɧɹ ɪɨɡɜɢɬɤɭ ɩɨɞɿɣ ɭ ɦɟɪɟɠɿ, ɬɚ ɛɭɥɢ ɚɞɚɩɬɨɜɚɧɿ ɞɨ ʀʀ ɬɢɩɭ ɬɚ ɩɨɬɪɟɛ. 

ȼɢɤɥɚɞ ɨɫɧɨɜɧɨɝɨ ɦɚɬɟɪɿɚɥɭ. əɤ ɡɚɝɪɨɡɭ ɞɥɹ ɄɄɆ ɦɨɠɧɚ ɜɢɡɧɚɱɢɬɢ ɛɭɞɶ-ɹɤɭ ɩɨɞɿɸ, 

ɹɤɚ ɩɪɢɡɜɨɞɢɬɶ ɞɨ ɚɧɨɦɚɥɶɧɨʀ ɩɨɜɟɞɿɧɤɢ ɚɛɨ ɜɢɤɨɪɢɫɬɚɧɧɹ ɜɪɚɡɥɢɜɨɫɬɟɣ ɄɄɆ, ɳɨ, ɭ ɫɜɨɸ 
ɱɟɪɝɭ, ɬɹɝɧɟ ɡɚ ɫɨɛɨɸ ɩɟɪɟɪɢɜɚɧɧɹ, ɜɬɪɭɱɚɧɧɹ ɚɛɨ ɡɧɢɳɟɧɧɹ ɛɭɞɶ-ɹɤɨʀ ɰɿɧɧɨʀ ɿɧɮɨɪɦɚɰɿʀ, 
ɩɨɫɥɭɝɢ ɚɛɨ ɩɪɟɞɦɟɬɚ, ɳɨ ɧɚɥɟɠɢɬɶ ɤɨɪɩɨɪɚɰɿʀ-ɜɥɚɫɧɢɰɿ ɤɨɦɩ’ɸɬɟɪɧɨʀ ɦɟɪɟɠɿ (ɄɆ). 

Ɍɚɤɢɦ ɱɢɧɨɦ, ɩɪɢɧɰɢɩɢ ɮɭɧɤɰɿɨɧɭɜɚɧɧɹ ɫɢɫɬɟɦ ɜɢɹɜɥɟɧɧɹ ɡɚɝɪɨɡ ɞɥɹ ɄɆ (ɪɢɫ. 1) 

ɛɚɡɭɸɬɶɫɹ ɧɚ ɪɨɡɞɿɥɟɧɧɿ ɡɚɝɪɨɡ ɞɥɹ ɄɄɆ ɧɚ ɞɜɚ ɨɫɧɨɜɧɿ ɤɥɚɫɢ – ɜɬɨɪɝɧɟɧɧɹ ɜ ɦɟɪɟɠɭ ɬɚ 
ɚɧɨɦɚɥɶɧɚ ɦɟɪɟɠɟɜɚ ɩɨɜɟɞɿɧɤɚ. ɋɢɫɬɟɦɢ, ɦɟɬɨɸ ɹɤɢɯ є ɜɢɹɜɥɟɧɧɹ ɬɚ ɡɚɩɨɛɿɝɚɧɧɹ ɜɬɨɪɝ-
ɧɟɧɧɹɦ ɛɚɡɭɸɬɶɫɹ ɧɚ ɜɢɤɨɪɢɫɬɚɧɧɿ ɫɢɝɧɚɬɭɪɧɢɯ ɦɟɬɨɞɿɜ, ɚ ɫɢɫɬɟɦɢ, ɳɨ ɩɪɨɜɨɞɹɬɶ ɚɧɚɥɿɡ 
ɚɧɨɦɚɥɶɧɨʀ ɦɟɪɟɠɟɜɨʀ ɩɨɜɟɞɿɧɤɢ (Anomaly-Based Intrusion Detection and Prevention 

Systems) – ɧɚ ɫɬɚɬɢɫɬɢɱɧɨɦɭ ɚɧɚɥɿɡɿ ɦɟɪɟɠɟɜɨɝɨ ɬɪɚɮɿɤɭ [2]. 
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Ɋɢɫ. 1. ɋɯɟɦɚɬɢɱɧɢɣ ɩɨɞɿɥ ɩɪɢɧɰɢɩɿɜ ɪɨɛɨɬɢ ɫɢɫɬɟɦ ɜɢɹɜɥɟɧɧɹ ɡɚɝɪɨɡ 

Ɉɛɢɞɜɚ ɩɿɞɯɨɞɢ ɜɢɹɜɥɟɧɧɹ ɡɚɝɪɨɡ ɦɚɸɬɶ ɫɜɨʀ ɩɟɪɟɜɚɝɢ ɬɚ ɧɟɞɨɥɿɤɢ.  
Ⱦɨ ɩɟɪɟɜɚɝ ɫɢɝɧɚɬɭɪɧɨɝɨ ɦɟɬɨɞɭ ɜɢɹɜɥɟɧɧɹ ɦɨɠɧɚ ɜɿɞɧɟɫɬɢ ɜɢɫɨɤɭ ɲɜɢɞɤɿɫɬɶ ɨɛɪɨ-

ɛɤɢ ɬɚ ɧɢɡɶɤɢɣ ɪɿɜɟɧɶ ɯɢɛɧɢɯ ɫɩɪɚɰɸɜɚɧɶ ɞɥɹ ɡɚɝɪɨɡ, ɫɢɝɧɚɬɭɪɢ ɹɤɢɯ ɩɪɢɫɭɬɧɿ ɬɚ ɨɧɨɜ-
ɥɟɧɿ. ɐɟ ɞɨɡɜɨɥɹє ɰɶɨɦɭ ɦɟɬɨɞɭ ɲɜɢɞɤɨ ɬɚ ɬɨɱɧɨ ɿɞɟɧɬɢɮɿɤɭɜɚɬɢ ɩɿɞɨɡɪɿɥɿ ɩɨɞɿʀ. Ɉɫɧɨɜ-
ɧɢɦ ɧɟɞɨɥɿɤɨɦ ɫɢɝɧɚɬɭɪɧɨɝɨ ɦɟɬɨɞɭ ɜɢɹɜɥɟɧɧɹ ɡɚɝɪɨɡ є ɧɟɦɨɠɥɢɜɿɫɬɶ ɜɢɹɜɢɬɢ ɡɚɝɪɨɡɢ 
ɧɭɥɶɨɜɨɝɨ ɞɧɹ, ɬɨɛɬɨ ɬɿ, ɞɥɹ ɹɤɢɯ ɫɢɝɧɚɬɭɪɢ ɜɿɞɫɭɬɧɿ ɚɛɨ ɡɚɫɬɚɪɿɥɿ [4]. 

Ɂ ɿɧɲɨɝɨ ɛɨɤɭ, ɩɟɪɟɜɚɝɨɸ ɦɟɬɨɞɭ ɚɧɨɦɚɥɿɣ є ɦɨɠɥɢɜɿɫɬɶ ɜɢɹɜɥɟɧɧɹ ɳɟ ɧɟɜɿɞɨɦɢɯ 
ɚɬɚɤ ɬɚ ɜɿɞɫɭɬɧɿɫɬɶ ɧɟɨɛɯɿɞɧɨɫɬɿ ɨɧɨɜɥɟɧɧɹ ɛɚɡɢ ɞɚɧɢɯ (ȻȾ) ɧɨɜɢɦɢ ɫɢɝɧɚɬɭɪɚɦɢ ɬɚ ɩɪɚ-
ɜɢɥɚɦɢ ɚɬɚɤ. ɐɟɣ ɩɿɞɯɿɞ ɩɨɥɹɝɚє ɧɟ ɜ ɱɿɬɤɨɦɭ ɜɢɹɜɥɟɧɧɿ ɚɬɚɤ, ɚ ɭ ɜɢɡɧɚɱɟɧɧɿ ɩɿɞɨɡɪɿɥɨʀ 
ɚɤɬɢɜɧɨɫɬɿ, ɜɿɞɦɿɧɧɨʀ ɜɿɞ ɧɨɪɦɚɥɶɧɨʀ. Ⱥɥɟ ɰɟ ɩɪɢɡɜɨɞɢɬɶ ɞɨ ɯɢɛɧɢɯ ɫɩɪɚɰɶɨɜɭɜɚɧɶ ɜɢɹɜ-
ɥɟɧɧɹ ɚɧɨɦɚɥɶɧɨʀ ɩɨɜɟɞɿɧɤɢ, ɹɤɟ ɧɟ є ɚɬɚɤɨɸ, ɚɛɨ ɞɨ ɩɪɨɩɭɫɤɭ ɚɬɚɤ, ɹɤɿ ɧɟ ɡɛɿɝɚɸɬɶɫɹ ɡ 
ɜɢɡɧɚɱɟɧɧɹɦ ɚɧɨɦɚɥɶɧɨʀ ɩɨɜɟɞɿɧɤɢ. 

Ɉɬɠɟ, ɞɥɹ ɩɿɞɜɢɳɟɧɧɹ ɧɚɞɿɣɧɨɫɬɿ ɬɚ ɡɚɯɢɳɟɧɨɫɬɿ ɩɨɬɨɤɿɜ ɦɟɪɟɠɿ ɧɟɨɛɯɿɞɧɨ ɜ ɫɢɫɬɟ-
ɦɚɯ ɡɚɯɢɫɬɭ ɩɨєɞɧɭɜɚɬɢ ɨɛɢɞɜɚ ɩɿɞɯɨɞɢ, ɳɨ ɣ ɛɭɥɨ ɜɢɪɿɲɟɧɨ ɡɪɨɛɢɬɢ ɭ ɫɬɜɨɪɸɜɚɧɿɣ ɭ 

ɰɿɣ ɪɨɛɨɬɿ ɿɧɮɨɪɦɚɰɿɣɧɿɣ ɫɢɫɬɟɦɿ. 
Ⱥɪɯɿɬɟɤɬɭɪɧɨɸ ɨɫɨɛɥɢɜɿɫɬɸ ɪɨɡɪɨɛɥɸɜɚɧɨʀ ɫɢɫɬɟɦɢ (ɪɢɫ. 2) є ɬɟ, ɳɨ ȱɋ ɜɫɬɚɧɨɜɥɸ-

єɬɶɫɹ ɨɤɪɟɦɨ ɜɿɞ ɞɨɫɥɿɞɠɭɜɚɧɨʀ ɦɟɪɟɠɿ ɬɚ ɫɟɪɜɟɪɭ ȻȾ, ɳɨ ɡɚɛɟɡɩɟɱɭє ɚɜɬɨɧɨɦɧɿɫɬɶ ɤɨɠ-
ɧɨʀ ɱɚɫɬɢɧɢ ɫɢɫɬɟɦɢ. ɐɟ ɩɨɜ’ɹɡɚɧɨ ɡ ɬɢɦ, ɳɨ ɜɢɹɜɥɟɧɧɹ ɚɬɚɤ ɚɛɨ ɚɧɨɦɚɥɶɧɨʀ ɩɨɜɟɞɿɧɤɢ 
ɜɢɦɚɝɚє ɩɨɫɬɿɣɧɨʀ ɪɟєɫɬɪɚɰɿʀ ɜɫɿɯ ɩɨɞɿɣ ɤɨɧɬɪɨɥɶɨɜɚɧɨʀ ɦɟɪɟɠɿ, ɡɚɜɚɧɬɚɠɭє ɨɛɱɢɫɥɸɜɚ-
ɥɶɧɿ ɩɨɬɭɠɧɨɫɬɿ, ɜɢɦɚɝɚє ɜɟɥɢɤɢɯ ɨɛɫɹɝɿɜ ɞɢɫɤɨɜɨɝɨ ɩɪɨɫɬɨɪɭ ɞɥɹ ɡɛɟɪɿɝɚɧɧɹ ɡɿɛɪɚɧɢɯ 
ɞɚɧɢɯ ɬɚ, ɹɤ ɧɚɫɥɿɞɨɤ, ɡɧɢɠɭє ɲɜɢɞɤɨɞɿɸ ɪɨɛɨɬɢ ɫɢɫɬɟɦɢ. 

əɤ ɤɨɦɩɨɧɟɧɬ ɞɥɹ ɡɛɨɪɭ ɫɬɚɬɢɫɬɢɱɧɨʀ ɿɧɮɨɪɦɚɰɿʀ ɩɪɨ ɤɿɥɶɤɿɫɬɶ ɬɚ ɬɢɩ ɜɬɨɪɝɧɟɧɶ ɭ 
ɪɨɡɪɨɛɥɸɜɚɧɿɣ ȱɋ ɜɢɤɨɪɢɫɬɚɧɚ ɦɟɪɟɠɟɜɚ ɫɢɫɬɟɦɚ ɜɢɹɜɥɟɧɧɹ ɜɬɨɪɝɧɟɧɶ ɿɡ ɜɿɞɤɪɢɬɢɦ ɤɨ-
ɞɨɦ Snort. Ɂɚ ɪɚɯɭɧɨɤ ɰɶɨɝɨ ɜɞɚɫɬɶɫɹ ɩɿɞɫɢɥɢɬɢ ɤɨɦɩɨɧɟɧɬɢ ɜɢɹɜɥɟɧɧɹ ɚɧɨɦɚɥɿɣ ɦɟɪɟ-
ɠɟɜɨɝɨ ɬɪɚɮɿɤɭ ɬɚ ɪɨɡɲɢɪɢɬɢ ɛɚɡɭ ɡɧɚɧɶ ɩɪɨ ɧɚɹɜɧɿ ɡɚɝɪɨɡɢ ɞɥɹ ɤɨɪɩɨɪɚɬɢɜɧɨʀ ɦɟɪɟɠɿ. 

Ⱦɥɹ ɨɛɦɿɧɭ ɞɚɧɢɦɢ ɦɿɠ ɦɟɪɟɠɟɸ ɬɚ ɫɟɪɜɟɪɨɦ ȻȾ ɜɫɬɚɧɨɜɥɟɧɨ ɚɝɟɧɬ Telegraf, ɹɤɢɣ 
ɩɨɫɬɚɜɥɹєɬɶɫɹ ɭ ɜɢɝɥɹɞɿ ɩɚɤɟɬɧɨɝɨ ɉɁ ɞɥɹ Ɉɋ FreeBSD, ɧɚ ɨɫɧɨɜɿ ɹɤɨʀ ɩɪɚɰɸє ɦɟɪɟɠɟɜɢɣ 
ɟɤɪɚɧ pfSense.  

ɉɪɨɝɪɚɦɧɢɣ ɦɟɪɟɠɟɜɢɣ ɟɤɪɚɧ PfSense, ɩɨɛɭɞɨɜɚɧɢɣ ɧɚ ɛɚɡɿ ɹɞɪɚ FreeBSD, ɜɫɬɚɧɨɜɥɸ-
єɬɶɫɹ ɧɚ ɜɭɡɨɥ, ɳɨ ɮɿɡɢɱɧɨ ɡɧɚɯɨɞɢɬɶɫɹ ɨɞɪɚɡɭ ɩɟɪɟɞ ɪɨɭɬɟɪɨɦ. Ɉɫɧɨɜɧɨɸ ɩɟɪɟɜɚɝɨɸ 
ɰɶɨɝɨ ɪɿɲɟɧɧɹ є ɧɚɹɜɧɿɫɬɶ ɜɿɞɤɪɢɬɨɝɨ API, ɪɨɡɪɨɛɥɟɧɨɝɨ ɞɥɹ ɪɨɛɨɬɢ ɡ PfSense – FauxAPI 

[5], ɳɨ ɡɚɛɟɡɩɟɱɭє ɞɨɫɬɭɩ ɞɨ ɞɚɧɢɯ ɬɪɚɮɿɤɭ, ɹɤɿ ɩɪɨɯɨɞɢɬɶ ɱɟɪɟɡ ɦɟɪɟɠɟɜɢɣ ɟɤɪɚɧ. 
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Ɋɢɫ. 2. Ɂɚɝɚɥɶɧɚ ɚɪɯɿɬɟɤɬɭɪɚ ɫɢɫɬɟɦɢ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɬɚ ɜɢɹɜɥɟɧɧɹ ɡɚɝɪɨɡ ɄɄɆ 

Ⱦɥɹ ɮɨɪɦɭɜɚɧɧɹ ɛɚɡɢ ɡɧɚɧɶ, ɩɪɨ ɜɢɤɨɧɚɧɿ ɚɬɚɤɢ ɧɚ ɄɆ, ɜɢɤɨɪɢɫɬɨɜɭєɬɶɫɹ IDS Snort, 
ɳɨ ɜɫɬɚɧɨɜɥɟɧɚ ɹɤ ɞɨɞɚɬɤɨɜɢɣ ɩɚɤɟɬ ɞɥɹ ɦɟɪɟɠɟɜɨɝɨ ɟɤɪɚɧɚ pfSense, ɜɨɧɚ ɝɟɧɟɪɭє ɨɩɨ-
ɜɿɳɟɧɧɹ ɩɪɨ ɡɞɿɣɫɧɟɧɿ ɚɬɚɤɢ ɭ ɮɨɪɦɚɬɿ IDMEF (Intrusion Detection Message Exchange 
Format), ɡɚɩɢɫɭє ʀɯ ɞɨ ɨɤɪɟɦɨɝɨ ɥɨɝ-ɮɚɣɥɚ, ɞɚɧɿ ɡ ɹɤɨɝɨ ɩɟɪɿɨɞɢɱɧɨ ɡɚɩɢɫɭɸɬɶɫɹ ɞɨ ȻȾ ɡɚ 
ɞɨɩɨɦɨɝɨɸ ɚɝɟɧɬɚ Telegraf. 

ɍ ɹɤɨɫɬɿ ȻȾ ɜɢɤɨɪɢɫɬɚɧɨ ɛɚɡɭ ɞɚɧɢɯ ɱɚɫɨɜɢɯ ɪɹɞɿɜ InfluxDB, ɹɤɚ ɩɪɢɡɧɚɱɟɧɚ ɞɥɹ ɡɛɟ-
ɪɿɝɚɧɧɹ ɜɟɥɢɤɢɯ ɨɛɫɹɝɿɜ ɨɞɧɨɬɢɩɧɢɯ ɞɚɧɢɯ [8]. InfluxDB ɛɭɞɟ ɜɫɬɚɧɨɜɥɟɧɚ ɧɚ ɨɤɪɟɦɢɣ 
ɫɟɪɜɟɪ, ɳɨ ɡɧɚɯɨɞɢɬɶɫɹ ɡɚ ɦɟɠɚɦɢ ɄɄɆ, ɬɚɤɢɦ ɱɢɧɨɦ ɡɚɛɟɡɩɟɱɢɜɲɢ ɿɡɨɥɶɨɜɚɧɿɫɬɶ ɞɚɧɢɯ 
ɬɚ ɮɭɧɤɰɿɨɧɭɜɚɧɧɹ ɧɟɡɚɥɟɠɧɨ ɜɿɞ ɜɧɭɬɪɿɲɧɿɯ ɡɛɨʀɜ ɦɟɪɟɠɿ. 

ɋɚɦɚ ȱɋ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɬɚ ɜɢɹɜɥɟɧɧɹ ɪɿɜɧɹ ɡɚɝɪɨɡ ɛɭɞɟ ɜɤɥɸɱɚɬɢ ɜ ɫɟɛɟ ɦɨɞɭɥɶ ɤɨɦɭ-
ɧɿɤɚɰɿʀ ɡ InfluxDB ɞɥɹ ɨɬɪɢɦɚɧɧɹ ɞɚɧɢɯ ɬɪɚɮɿɤɭ ɡ ɦɟɪɟɠɟɜɨɝɨ ɟɤɪɚɧɚ ɄɄɆ, ɨɤɪɟɦɿ ɦɨɞɭɥɿ 
ɚɧɚɥɿɡɭ ɬɪɚɮɿɤɭ ɡ ɦɟɬɨɸ ɜɢɹɜɥɟɧɧɹ ɚɧɨɦɚɥɿɣ ɬɪɚɮɿɤɭ ɬɚ ɦɨɞɭɥɶ ɩɟɪɟɞɛɚɱɟɧɧɹ ɪɿɜɧɹ ɡɚ-
ɝɪɨɡ, ɜɢɜɟɞɟɧɧɹ ɨɬɪɢɦɚɧɢɯ ɫɬɚɬɢɫɬɢɱɧɢɯ ɞɚɧɢɯ ɿ ɩɪɨɝɧɨɡɿɜ. Ⱦɥɹ ɬɟɫɬɭɜɚɧɧɹ ɪɨɛɨɬɢ ɬɚ 
ɡɛɿɥɶɲɟɧɧɹ ɨɛɫɹɝɭ ɞɚɧɢɯ ɚɧɚɥɿɡɭ ɜɢɤɨɪɢɫɬɨɜɭєɬɶɫɹ ɦɨɞɭɥɶ ɞɥɹ ɝɟɧɟɪɚɰɿʀ ɚɧɨɦɚɥɶɧɨɝɨ 
ɬɪɚɮɿɤɭ, ɪɨɡɪɨɛɥɟɧɢɣ ɿɡ ɡɚɫɬɨɫɨɜɭɜɚɧɧɹɦ ɛɿɛɥɿɨɬɟɤɢ Scapy. ɉɪɨɝɪɚɦɧɚ ɱɚɫɬɢɧɚ ȱɋ ɧɚɩɢ-
ɫɚɧɚ ɦɨɜɨɸ ɩɪɨɝɪɚɦɭɜɚɧɧɹ Python, ɿɡɨɥɶɨɜɚɧɿɫɬɶ ɜɿɞ ɞɨɫɥɿɞɠɭɜɚɧɨʀ ɦɟɪɟɠɿ, ɞɨɡɜɨɥɹє ɫɢ-
ɫɬɟɦɿ ɮɭɧɤɰɿɨɧɭɜɚɬɢ ɧɟɡɚɥɟɠɧɨ ɜɿɞ ɜɧɭɬɪɿɲɧɿɯ ɡɛɨʀɜ ɦɟɪɟɠɿ. 

Ɉɫɧɨɜɧɢɦ ɞɠɟɪɟɥɨɦ ɿɧɮɨɪɦɚɰɿʀ ɩɪɨ ɡɚɝɪɨɡɢ ɞɥɹ ɪɨɡɪɨɛɥɸɜɚɧɨʀ ɫɢɫɬɟɦɢ є ɦɟɪɟɠɟɜɢɣ 
ɬɪɚɮɿɤ, ɹɤɢɣ ɧɚɞɯɨɞɢɬɶ ɞɨ ɄɄɆ ɡ ɝɥɨɛɚɥɶɧɨʀ ɦɟɪɟɠɿ ȱɧɬɟɪɧɟɬ. Ɍɚɤɢɦ ɱɢɧɨɦ, ɭ ɹɤɨɫɬɿ 
ɜɯɿɞɧɢɯ ɞɚɧɢɯ ɞɥɹ ɩɨɛɭɞɨɜɢ ɩɪɨɝɧɨɡɭ ɪɿɜɧɹ ɡɚɝɪɨɡ ɞɥɹ ɤɨɪɩɨɪɚɬɢɜɧɨʀ ɦɟɪɟɠɿ, ɛɭɞɟɦɨ 
ɜɢɤɨɪɢɫɬɨɜɭɜɚɬɢ ɧɚɛɿɪ ɤɿɥɶɤɿɫɧɢɯ ɬɚ ɹɤɿɫɧɢɯ ɩɚɪɚɦɟɬɪɿɜ ɬɪɚɮɿɤɭ, ɳɨ ɩɪɨɯɨɞɢɬɶ ɱɟɪɟɡ 
ɦɟɪɟɠɭ ɡɚ ɨɞɢɧɢɰɸ ɱɚɫɭ. 

Ⱦɥɹ ɜɢɹɜɥɟɧɧɹ ɚɧɨɦɚɥɿɣ ɦɟɪɟɠɟɜɨɝɨ ɬɪɚɮɿɤɭ ɜ ɩɟɜɧɢɣ ɦɨɦɟɧɬ ɱɚɫɭ, ɧɟɨɛɯɿɞɧɨ ɫɮɨɪ-
ɦɭɜɚɬɢ ɱɚɫɨɜɿ ɪɹɞɢ ɩɚɪɚɦɟɬɪɿɜ ɬɪɚɮɿɤɭ. Ɂɧɚɱɟɧɧɹ ɰɢɯ ɩɚɪɚɦɟɬɪɿɜ ɦɚɸɬɶ ɛɭɬɢ ɤɿɥɶɤɿɫɧɨɸ 
ɦɿɪɨɸ ɬɪɚɮɿɤɭ, ɳɨ ɩɪɨɯɨɞɢɬɶ ɡɚ ɨɞɢɧɢɰɸ ɱɚɫɭ, ɬɚ ɧɚɞɚɜɚɬɢ ɿɧɮɨɪɦɚɰɿɸ ɹɤ ɩɪɨ ɡɨɜɧɿɲɧɸ 
ɜɡɚєɦɨɞɿɸ ɡ ɦɟɪɟɠɟɸ, ɬɚɤ ɿ ɜɿɞɩɨɜɿɞɿ ɦɟɪɟɠɿ ɧɚ ɡɞɿɣɫɧɟɧɿ ɜɡɚєɦɨɞɿʀ. Ɍɚɤɨɠ ɨɛɪɚɧɿ ɩɚɪɚ-
ɦɟɬɪɢ ɞɥɹ ɡɚɛɟɡɩɟɱɟɧɧɹ ɦɨɠɥɢɜɨɫɬɿ ɚɧɚɥɿɡɭ ɬɟɧɞɟɧɰɿɣ ɬɚ ɚɧɨɦɚɥɿɣ ɦɟɪɟɠɟɜɨɝɨ ɬɪɚɮɿɤɭ 
ɦɚɸɬɶ ɛɭɬɢ ɧɟɩɟɪɟɪɜɧɢɦɢ ɜɟɥɢɱɢɧɚɦɢ.  

ȿɤɫɩɟɪɬɧɢɦ ɲɥɹɯɨɦ ɛɭɥɢ ɜɿɞɿɛɪɚɧɿ ɧɚɣɜɚɠɥɢɜɿɲɿ, ɧɚ ɧɚɲ ɩɨɝɥɹɞ, ɩɚɪɚɦɟɬɪɢ ɦɟɪɟɠɟ-
ɜɨɝɨ ɬɪɚɮɿɤɭ, ɳɨ ɡɚɞɨɜɨɥɶɧɹɸɬɶ ɡɚɞɚɧɢɦ ɜɢɳɟ ɭɦɨɜɚɦ. ɋɟɪɟɞ ɰɢɯ ɩɚɪɚɦɟɬɪɿɜ: ɧɚɡɜɚ ɿɧ-
ɬɟɪɮɟɣɫɭ, ɤɿɥɶɤɿɫɬɶ ɛɚɣɬɿɜ, ɳɨ ɧɚɞɿɣɲɥɨ ɧɚ ɜɯɿɞ/ɜɢɯɿɞ ɿɧɬɟɪɮɟɣɫɭ ɡɚ ɨɞɢɧɢɰɸ ɱɚɫɭ; ɤɿɥɶ-
ɤɿɫɬɶ ɩɨɦɢɥɨɤ ɧɚ ɜɯɨɞɿ/ɜɢɯɨɞɿ ɬɚ ɡɚɝɚɥɶɧɚ. 
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Ɉɬɠɟ, ɪɨɡɪɨɛɥɸɜɚɧɚ ȱɋ ɭ ɪɨɥɿ ɜɯɿɞɧɢɯ ɞɚɧɢɯ ɩɪɢɣɦɚє ɱɚɫɨɜɿ ɪɹɞɢ ɩɨɤɚɡɧɢɤɿɜ ɦɟɪɟ-
ɠɟɜɨɝɨ ɬɪɚɮɿɤɭ (ɤɿɥɶɤɿɫɬɶ ɜɯɿɞɧɢɯ/ɜɢɯɿɞɧɢɯ ɩɚɤɟɬɿɜ, ɛɚɣɬ) ɬɚ ɱɚɫɨɜɿ ɪɹɞɢ ɫɩɨɜɿɳɟɧɶ ɩɪɨ 
ɡɚɝɪɨɡɢ ɭ ɮɨɪɦɚɬɿ IDEMF. ɇɚ ɜɢɯɨɞɿ ɫɢɫɬɟɦɚ ɧɚɞɚє ɿɧɮɨɪɦɚɰɿɸ ɩɪɨ ɣɦɨɜɿɪɧɿ ɡɚɝɪɨɡɢ ɭ 
ɝɪɚɮɿɱɧɨɦɭ ɜɢɝɥɹɞɿ ɬɚ ɭ ɜɢɝɥɹɞɿ ɫɩɨɜɿɳɟɧɶ, ɿ ɡɛɟɪɿɝɚє ʀʀ ɜ ɛɚɡɢ ɞɚɧɢɯ. 

ɍ ɞɨɫɥɿɞɠɟɧɧɿ ɛɭɥɢ ɜɢɤɨɪɢɫɬɚɧɿ ɞɜɚ ɚɞɚɩɬɢɜɧɿ ɦɟɬɨɞɢ ɜɢɹɜɥɟɧɧɹ ɤɿɛɟɪɡɚɝɪɨɡ, ɳɨ ɜɢ-
ɪɿɲɭɸɬɶ ɡɚɡɧɚɱɟɧɭ ɩɪɨɛɥɟɦɭ ɞɥɹ ɪɿɡɧɢɯ, ɜɡɚєɦɨɜɢɤɥɸɱɧɢɯ ɭɦɨɜ, ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ: 

 ɬɟɨɪɿʀ ɏɚɨɫɭ; 
 EWMA-ɫɬɚɬɢɫɬɢɤɢ. 
 Ɋɨɡɝɥɹɞɚɸɱɢ ɤɨɦɩ’ɸɬɟɪɧɭ ɦɟɪɟɠɭ ɹɤ ɫɤɥɚɞɧɭ ɞɢɧɚɦɿɱɧɭ ɫɢɫɬɟɦɭ, ɩɪɨɰɟɫɢ ɜ ɹɤɿɣ 

ɩɪɨɬɿɤɚɸɬɶ ɧɟɥɿɧɿɣɧɨ, ɦɨɠɟɦɨ ɡɪɨɛɢɬɢ ɩɪɢɩɭɳɟɧɧɹ ɩɪɨ ɦɨɠɥɢɜɿɫɬɶ ɡɚɫɬɨɫɭɜɚɧɧɹ Ɍɟɨɪɿʀ 
ɏɚɨɫɭ ɞɥɹ ɪɚɧɧɶɨɝɨ ɜɢɹɜɥɟɧɧɹ ɧɨɪɦɚɥɶɧɨɝɨ (ɯɚɨɬɢɱɧɨɝɨ) ɬɚ ɩɿɞɨɡɪɿɥɨɝɨ (ɧɟɯɚɨɬɢɱɧɨɝɨ) 
ɩɟɪɟɛɿɝɭ ɩɪɨɰɟɫɿɜ ɭ ɄɄɆ. 

Ⱦɥɹ ɜɢɹɜɥɟɧɧɹ ɯɚɨɬɢɱɧɨɫɬɿ ɫɤɨɪɢɫɬɚєɦɨɫɹ ɩɿɞɯɨɞɨɦ ɡ ɨɛɱɢɫɥɟɧɧɹɦ ɟɤɫɩɨɧɟɧɬɢ Ʌɹ-
ɩɭɧɨɜɚ λ, ɳɨ ɞɥɹ ɩɨɬɨɤɭ ɞɢɧɚɦɿɱɧɨʀ ɫɢɫɬɟɦɢ 
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Ɂɚɝɚɥɨɦ ɞɨɞɚɬɧɟ ɡɧɚɱɟɧɧɹ ɟɤɫɩɨɧɟɧɬɢ ɜɤɚɡɭє ɧɚ ɯɚɨɬɢɱɧɭ ɩɨɜɟɞɿɧɤɭ ɩɨɬɨɤɭ, ɧɭɥɶɨɜɟ 
– ɧɚ ɧɟɡɦɿɧɧɿɫɬɶ ɩɨɜɟɞɿɧɤɢ, ɚ ɜɿɞ’єɦɧɟ – ɧɚ ɧɚɹɜɧɿɫɬɶ ɧɟɯɚɨɬɢɱɧɨʀ ɩɨɜɟɞɿɧɤɢ.  

ɍ ɹɤɨɫɬɿ ɩɨɬɨɤɭ ɞɚɧɢɯ, ɹɤ ɡɚɡɧɚɱɚɥɨɫɹ ɜɢɳɟ, ɫɢɫɬɟɦɨɸ ɜɢɤɨɪɢɫɬɨɜɭєɬɶɫɹ ɡɧɚɱɟɧɧɹ ɜɯɿ-
ɞɧɨɝɨ ɬɪɚɮɿɤɭ, ɚ ɫɚɦɟ ɤɿɥɶɤɿɫɬɶ ɨɬɪɢɦɚɧɢɯ ɩɚɤɟɬɿɜ ɡɚ ɨɞɢɧɢɰɸ ɱɚɫɭ. ɍɜɟɫɶ ɬɪɚɮɿɤ ɦɚє ɛɭɬɢ 
ɪɨɡɞɿɥɟɧɢɣ ɧɚ ɞɜɿ ɜɢɛɿɪɤɢ: ɫɬɚɪɢɣ ɬɚ ɧɨɜɢɣ ɬɪɚɮɿɤ. ɉɿɫɥɹ ɪɨɡɩɨɞɿɥɭ ɜɢɤɨɧɭєɬɶɫɹ ɩɪɨɝɧɨɡ 
ɧɨɜɢɯ ɡɧɚɱɟɧɶ, ɳɨ ɛɚɡɭєɬɶɫɹ ɧɚ ɜɢɛɿɪɰɿ ɫɬɚɪɨɝɨ ɬɪɚɮɿɤɭ. Ɉɛɱɢɫɥɸɸɱɢ ɩɨɦɢɥɤɢ kx  ɞɥɹ 
ɤɨɠɧɨɝɨ ɡ ɩɟɪɟɞɛɚɱɟɧɶ ɡɚ ɮɨɪɦɭɥɨɸ (1), ɛɭɞɟɦɨ ɜɢɡɧɚɱɚɬɢ ɩɨɜɟɞɿɧɤɭ ʀɯ ɡɦɿɧɢ ɡɚ ɞɨɩɨɦɨ-
ɝɨɸ ɟɤɫɩɨɧɟɧɬɢ Ʌɹɩɭɧɨɜɚ n

kkk xxx  , ɞɟ n

kx  – ɩɟɪɟɞɛɚɱɟɧɟ ɡɧɚɱɟɧɧɹ kx . 
əɤɳɨ ɡɧɚɱɟɧɧɹ ɟɤɫɩɨɧɟɧɬɢ ɛɭɞɟ ɞɨɞɚɬɧɢɦ, ɬɨɛɬɨ ɡɦɿɧɚ ɩɨɦɢɥɤɢ ɜɿɞɛɭɜɚєɬɶɫɹ ɯɚɨɬɢ-

ɱɧɨ – ɬɪɚɮɿɤ є ɧɟɫɬɚɛɿɥɶɧɢɦ, ɳɨ є ɜɥɚɫɬɢɜɨ ɞɥɹ ɄɄɆ, ɩɪɨɰɟɫɢ ɜ ɹɤɿɣ ɩɪɨɬɿɤɚɸɬɶ ɧɟɥɿ-
ɧɿɣɧɨ. ɉɪɢ ɧɭɥɶɨɜɨɦɭ ɡɧɚɱɟɧɧɿ ɟɤɫɩɨɧɟɧɬɢ, ɡɦɿɧɚ ɩɨɦɢɥɤɢ ɩɟɪɟɞɛɚɱɟɧɧɹ ɜɿɞɫɭɬɧɹ, ɚ 
ɨɬɠɟ, ɿ ɡɦɿɧɚ ɬɪɚɮɿɤɭ ɜɿɞɫɭɬɧɹ. əɤɳɨ ɟɤɫɩɨɧɟɧɬɚ ɧɚɛɭɜɚє ɜɿɞ’єɦɧɨɝɨ ɡɧɚɱɟɧɧɹ, ɡɦɿɧɚ ɩɨ-
ɦɢɥɤɢ ɩɟɪɟɞɛɚɱɟɧɧɹ ɧɟ є ɯɚɨɬɢɱɧɨɸ. Ɉɬɠɟ, ɬɪɚɮɿɤ ɫɬɚɛɿɥɿɡɭɜɚɜɫɹ ɿ ɦɨɠɧɚ ɡɪɨɛɢɬɢ ɜɢ-
ɫɧɨɜɨɤ, ɳɨ ɬɚɤɚ ɡɦɿɧɚ ɦɨɠɟ ɛɭɬɢ ɜɢɤɥɢɤɚɧɚ DDoS-ɩɨɞɿɛɧɨɸ ɚɬɚɤɨɸ.  

Ⱦɥɹ ɬɟɫɬɭɜɚɧɧɹ ɪɟɡɭɥɶɬɚɬɿɜ ɪɨɛɨɬɢ ɚɥɝɨɪɢɬɦɭ ɛɭɥɨ ɨɛɪɨɛɥɟɧɨ ɞɜɚ ɬɢɩɢ ɬɪɚɮɿɤɭ: ɧɨ-
ɪɦɚɥɶɧɢɣ ɬɪɚɮɿɤ ɬɚ ɫɩɪɢɱɢɧɟɧɢɣ SYN ɿ UDP flood ɚɬɚɤɚɦɢ, ɬɚ ɨɬɪɢɦɚɧɿ ɜɿɞɩɨɜɿɞɧɿ ʀɦ 
ɟɤɫɩɨɧɟɧɬɢ Ʌɹɩɭɧɨɜɚ (ɪɢɫ. 3-6). 

Ɉɬɠɟ, ɰɟɣ ɦɟɬɨɞ ɞɨɡɜɨɥɹє ɜɢɹɜɢɬɢ ɚɬɚɤɢ ɧɚ ɪɚɧɧɶɨɦɭ ɟɬɚɩɿ, ɳɨ ɜɩɥɢɜɚɸɬɶ ɧɚ ɪɿɜɟɧɶ 
ɦɟɪɟɠɟɜɨɝɨ ɬɪɚɮɿɤɭ, ɜɢɤɥɢɤɚɸɱɢ ɪɿɡɤɢɣ ɯɚɨɬɢɱɧɟ ɡɪɨɫɬɚɧɧɹ ɣɨɝɨ ɩɨɤɚɡɧɢɤɿɜ. Ⱦɨ ɬɚɤɢɯ 
ɚɬɚɤ ɦɨɠɧɚ ɜɿɞɧɟɫɬɢ DDoS ɚɬɚɤɢ, flooding ɬɚ brute force ɚɬɚɤɢ. ɇɟɞɨɥɿɤɨɦ ɰɶɨɝɨ ɦɟɬɨɞɭ є 
ɧɟɦɨɠɥɢɜɿɫɬɶ ɣɨɝɨ ɡɚɫɬɨɫɭɜɚɧɧɹ ɞɥɹ ɞɚɥɶɧɿɯ ɝɨɪɢɡɨɧɬɿɜ ɩɪɨɝɧɨɡɭɜɚɧɧɹ, ɨɫɤɿɥɶɤɢ ɜɿɞɩɨ-
ɜɿɞɧɨ ɞɨ Ɍɟɨɪɿʀ ɏɚɨɫɭ, ɞɢɧɚɦɿɤɚ ɫɢɫɬɟɦɢ ɡɧɚɱɧɨɸ ɦɿɪɨɸ ɡɚɥɟɠɢɬɶ ɜɿɞ ɩɨɱɚɬɤɨɜɢɯ ɭɦɨɜ, 
ɳɨ ɪɨɛɢɬɶ ɞɨɜɝɨɫɬɪɨɤɨɜɟ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɧɟɦɨɠɥɢɜɢɦ [11]. 

Ɇɟɬɨɞ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ EWMA-ɫɬɚɬɢɫɬɢɤɢ ɩɨɥɹɝɚє ɜ ɡɚɫɬɨɫɭɜɚɧɧɿ ɡɜɚɠɟɧɨɝɨ ɤɨɜɡ-
ɤɨɝɨ ɫɟɪɟɞɧɶɨɝɨ ɞɨ ɱɚɫɨɜɢɯ ɪɹɞɿɜ ɦɟɪɟɠɟɜɨɝɨ ɬɪɚɮɿɤɭ ɬɚ ɜɢɡɧɚɱɟɧɧɹ ɚɧɨɦɚɥɶɧɢɯ ɡɧɚɱɟɧɶ 
ɡɚ ɮɨɪɦɭɥɨɸ: 

      ܺ௧  ൒  ௧−ଵ,      (2)ߤߚ 

ɞɟ  ܺ௧ – ɡɧɚɱɟɧɧɹ ɩɚɪɚɦɟɬɪɭ ɦɟɪɟɠɿ (ɜɯɿɞɧɨɝɨ ɬɪɚɮɿɤɭ) ɜ ɦɨɦɟɧɬ ɱɚɫɭ ߚ ;ݐ – ɤɨɟɮɿɰɿєɧɬ ɩɟɪɟɜɢɳɟɧɧɹ; ߤ௧−ଵ – ɫɟɪɟɞɧє ɡɧɚɱɟɧɧɹ ɩɚɪɚɦɟɬɪɚ ɡɚ ɦɟɬɨɞɢɤɨɸ EWMA ɞɥɹ ɦɚɫɢɜɭ ɞɚɧɢɯ ɞɨ ɦɨ-
ɦɟɧɬɭ ɱɚɫɭ ݐ.  
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Ɋɢɫ. 3. ɇɨɪɦɚɥɶɧɢɣ ɬɪɚɮɿɤ Ɋɢɫ. 4. Ɂɧɚɱɟɧɧɹ ɟɤɫɩɨɧɟɧɬɢ Ʌɹɩɭɧɨɜɚ  
ɞɥɹ ɧɨɪɦɚɥɶɧɨɝɨ ɬɪɚɮɿɤɭ 

  

Ɋɢɫ. 5. Ɍɪɚɮɿɤ ɡ SYN ɬɚ UDP flood Ɋɢɫ. 6. Ɂɧɚɱɟɧɧɹ ɟɤɫɩɨɧɟɧɬɢ Ʌɹɩɭɧɨɜɚ  
ɞɥɹ SYN ɬɚ UDP flood 

ɇɚ ɪɢɫ. 7-8 ɦɨɠɧɚ ɫɩɨɫɬɟɪɿɝɚɬɢ ɝɪɚɮɿɱɧɟ ɡɨɛɪɚɠɟɧɧɹ ɡɚɫɬɨɫɭɜɚɧɧɹ ɡɚɡɧɚɱɟɧɨɝɨ ɦɟ-
ɬɨɞɭ ɜɢɹɜɥɟɧɧɹ ɚɧɨɦɚɥɿɣ ɞɨ ɱɚɫɨɜɢɯ ɪɹɞɿɜ ɡɦɿɧɢ ɡɧɚɱɟɧɶ ɩɚɪɚɦɟɬɪɿɜ ɦɟɪɟɠɟɜɨɝɨ ɬɪɚɮɿɤɭ. 
ɍ ɬɨɱɤɚɯ, ɞɟ ɡɧɚɱɟɧɧɹ ɬɪɚɮɿɤɭ ɩɟɪɟɜɢɳɭє ɪɨɡɪɚɯɭɧɤɨɜɟ ɡɧɚɱɟɧɧɹ ɤɨɜɡɤɨʀ ɫɟɪɟɞɧɶɨʀ, є 
ɩɿɞɫɬɚɜɢ ɫɬɜɟɪɞɠɭɜɚɬɢ ɩɪɨ ɚɧɨɦɚɥɿʀ ɬɪɚɮɿɤɭ. 

  

Ɋɢɫ. 7. «Ʉɿɥɶɤɿɫɬɶ ɨɬɪɢɦɚɧɢɯ ɩɚɤɟɬɿɜ» 
ɜɢɯɿɞɧɚ ɬɚ ɪɨɡɪɚɯɨɜɚɧɚ ɡ EWMA 

Ɋɢɫ. 8. «Ʉɿɥɶɤɿɫɬɶ ɜɿɞɩɪɚɜɥɟɧɢɯ ɩɚɤɟɬɿɜ» 
ɜɢɯɿɞɧɚ ɬɚ ɪɨɡɪɚɯɨɜɚɧɚ ɡ EWMA 

ȼɿɞɩɨɜɿɞɧɨ ɞɨ ɞɜɨɯ ɧɚɜɟɞɟɧɢɯ ɜɢɳɟ ɚɞɚɩɬɢɜɧɢɯ ɦɟɬɨɞɿɜ ɜɢɹɜɥɟɧɧɹ ɚɧɨɦɚɥɿɣ ɜ ɿɧɮɨ-
ɪɦɚɰɿɣɧɿɣ ɫɢɫɬɟɦɿ ɛɭɥɨ ɪɨɡɪɨɛɥɟɧɨ ɩɪɨɝɪɚɦɧɿ ɦɨɞɭɥɿ ChaosDetector ɬɚ EWMADetector. 
Ⱦɥɹ ɩɨɪɿɜɧɹɧɧɹ ʀɯ ɪɨɛɨɬɢ ɛɭɥɨ ɩɪɨɜɟɞɟɧɨ ɬɟɫɬɭɜɚɧɧɹ ɜɢɹɜɥɟɧɧɹ ɚɬɚɤ ɞɥɹ ɱɚɫɨɜɢɯ ɩɪɨɦɿ-
ɠɤɿɜ 10, 20, 30, 40, 50, 60 ɯɜɢɥɢɧ ɫɩɨɫɬɟɪɟɠɟɧɧɹ ɡɧɚɱɟɧɶ ɜɯɿɞɧɨɝɨ ɬɪɚɮɿɤɭ. əɤ ɩɚɪɚɦɟɬɪ 
ɛɭɥɨ ɨɛɪɚɧɨ ɤɿɥɶɤɿɫɬɶ ɜɯɿɞɧɢɯ ɩɚɤɟɬɿɜ ɡɚ ɨɞɢɧɢɰɸ ɱɚɫɭ. Ⱦɥɹ ɤɨɠɧɨɝɨ ɡ ɚɥɝɨɪɢɬɦɿɜ ɩɨɪɿ-
ɜɧɸɜɚɜɫɹ ɱɚɫ ʀɯ ɜɢɤɨɧɚɧɧɹ ɬɚ ɤɿɥɶɤɿɫɬɶ ɜɢɹɜɥɟɧɢɯ ɚɧɨɦɚɥɿɣ. Ɋɟɡɭɥɶɬɚɬɢ ɩɨɪɿɜɧɹɧɧɹ ɡɨ-
ɛɪɚɠɟɧɿ ɧɚ ɪɢɫ. 9. 
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Ɋɢɫ. 9. ɉɨɪɿɜɧɹɧɧɹ ɪɨɛɨɬɢ ɦɨɞɭɥɿɜ EWMADetector ɬɚ ChaosDetector  

əɤ ɛɚɱɢɦɨ ɡ ɝɪɚɮɿɤɚ, ɪɿɡɧɢɰɹ ɜ ɤɿɥɶɤɨɫɬɿ ɚɧɨɦɚɥɿɣ, ɜɢɹɜɥɟɧɢɯ ɞɟɬɟɤɬɨɪɚɦɢ, ɡɪɨɫɬɚє ɡɿ 
ɡɛɿɥɶɲɟɧɧɹɦ ɱɚɫɨɜɨɝɨ ɩɪɨɦɿɠɤɭ ɚɧɚɥɿɡɭ ɞɚɧɢɯ. ɐɟ ɩɨɹɫɧɸєɬɶɫɹ ɬɢɦ, ɳɨ ɜɢɹɜɥɟɧɧɹ ɚɧɨ-
ɦɚɥɿɣ ɧɚ ɨɫɧɨɜɿ Ɍɟɨɪɿʀ ɏɚɨɫɭ ɧɟ ɩɪɢɡɧɚɱɟɧɟ ɞɥɹ ɜɢɤɨɪɢɫɬɚɧɧɹ ɡ ɞɚɥɟɤɢɦɢ ɝɨɪɢɡɨɧɬɚɦɢ 
ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɣ ɦɨɠɟ ɞɚɜɚɬɢ ɯɢɛɧɿ ɪɟɡɭɥɶɬɚɬɢ ɡɿ ɡɛɿɥɶɲɟɧɧɹɦ ɝɨɪɢɡɨɧɬɭ.  

Ɋɚɡɨɦ ɡ ɬɢɦ ɱɚɫ ɪɨɛɨɬɢ ɞɟɬɟɤɬɨɪɚ, ɩɨɛɭɞɨɜɚɧɨɝɨ ɧɚ ɨɫɧɨɜɿ ɜɢɤɨɪɢɫɬɚɧɧɹ EWMA ɫɬɚ-
ɬɢɫɬɢɤɢ, ɡɧɚɱɧɨ ɦɟɧɲɢɣ, ɧɿɠ ɱɚɫ ɞɟɬɟɤɬɨɪɚ, ɩɨɛɭɞɨɜɚɧɨɝɨ ɧɚ ɜɢɤɨɪɢɫɬɚɧɧɿ Ɍɟɨɪɿʀ ɏɚɨɫɭ. 
ɐɟ ɩɨɹɫɧɸєɬɶɫɹ ɫɤɥɚɞɧɿɫɬɸ ɨɛɱɢɫɥɟɧɶ ɦɨɞɭɥɸ ChaosDetector, ɚ ɫɚɦɟ ɧɟɨɛɯɿɞɧɿɫɬɸ ɞɥɹ 
ɤɨɠɧɨʀ ɿɬɟɪɚɰɿʀ ɪɨɛɢɬɢ ɩɪɨɝɧɨɡɢ ɧɚɫɬɭɩɧɨɝɨ ɡɧɚɱɟɧɧɹ ɬɚ ɜɢɪɚɯɨɜɭɜɚɬɢ ɡɧɚɱɟɧɧɹ ɟɤɫɩɨ-
ɧɟɧɬɢ Ʌɹɩɭɧɨɜɚ ɞɥɹ ɨɬɪɢɦɚɧɢɯ ɩɨɦɢɥɨɤ. 

Ɇɨɠɧɚ ɡɪɨɛɢɬɢ ɜɢɫɧɨɜɨɤ, ɳɨ ɨɩɬɢɦɚɥɶɧɢɣ ɩɪɨɦɿɠɨɤ ɱɚɫɭ ɞɥɹ ɜɢɹɜɥɟɧɧɹ ɚɧɨɦɚɥɿɣ 
ɦɟɪɟɠɟɜɨɝɨ ɬɪɚɮɿɤɭ ɫɬɚɧɨɜɢɬɶ 20 ɯɜɢɥɢɧ, ɚɞɠɟ ɞɥɹ ɧɶɨɝɨ ɤɿɥɶɤɿɫɬɶ ɚɧɨɦɚɥɿɣ, ɜɢɹɜɥɟɧɢɯ 
ɨɛɨɦɚ ɞɟɬɟɤɬɨɪɚɦɢ, ɧɚɣɛɿɥɶɲ ɛɥɢɡɶɤɚ ɡɚ ɡɧɚɱɟɧɧɹɦɢ, ɚ ʀɯ ɱɚɫ ɪɨɛɨɬɢ ɨɞɢɧ ɿɡ ɧɚɣɦɟɧɲɢɯ 
ɫɟɪɟɞ ɭɫɿɯ ɿɧɬɟɪɜɚɥɿɜ. 

Ʉɪɿɦ ɦɨɧɿɬɨɪɢɧɝɭ ɬɪɚɮɿɤɭ, ɞɨ ɡɚɜɞɚɧɶ ɦɟɪɟɠɟɜɨɝɨ ɚɞɦɿɧɿɫɬɪɭɜɚɧɧɹ ɬɪɟɛɚ ɜɿɞɧɟɫɬɢ ɡɚ-
ɜɞɚɧɧɹ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɫɬɚɧɭ ɚɛɨ ɪɿɜɧɹ ɡɚɝɪɨɡ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ. 

Ɉɞɧɢɦ ɿɡ ɧɚɣɛɿɥɶɲ ɝɧɭɱɤɢɯ ɬɚ ɬɨɱɧɢɯ ɦɟɬɨɞɿɜ ɩɪɨɝɧɨɡɭɜɚɧɧɹ є ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɪɿɜɧɹ 
ɡɚɝɪɨɡ ɡɚ ɞɨɩɨɦɨɝɨɸ ɣɦɨɜɿɪɧɿɫɧɢɯ ɦɟɪɟɠ Ȼɚɣєɫɚ. ɐɟɣ ɦɟɬɨɞ ɞɨɫɢɬɶ ɬɿɫɧɨ ɩɨɜ’ɹɡɚɧɢɣ ɿɡ 
ɩɿɞɯɨɞɚɦɢ, ɡɚɫɧɨɜɚɧɢɦɢ ɧɚ ɝɪɚɮɚɯ ɚɬɚɤɢ [8]: Ȼɚєɫɨɜɚ ɦɟɪɟɠɚ ɩɟɪɟɜɚɠɧɨ ɩɨɛɭɞɨɜɚɧɚ ɧɚ 
ɨɫɧɨɜɿ ɝɪɚɮɚ ɚɬɚɤ. ȼɿɞɦɿɧɧɚ ɪɢɫɚ Ȼɚєɫɨɜɢɯ ɦɟɪɟɠ – ɰɟ ɭɦɨɜɧɿ ɡɦɿɧɧɿ ɬɚ ɣɦɨɜɿɪɧɨɫɬɿ, ɹɤɿ 
ɜɿɞɨɛɪɚɠɟɧɿ ɜ ɦɨɞɟɥɿ. 

Ȼɚєɫɨɜɚ ɦɟɪɟɠɚ – ɰɟ ɿɦɨɜɿɪɧɿɫɧɚ ɝɪɚɮɨɜɚ ɦɨɞɟɥɶ, ɹɤɚ ɫɤɥɚɞɚєɬɶɫɹ ɡɿ ɡɦɿɧɧɢɯ ɬɚ ɡɜ’ɹɡɤɿɜ 
ɦɿɠ ɧɢɦɢ. ɐɹ ɦɟɪɟɠɚ ɹɜɥɹє ɫɨɛɨɸ ɫɩɪɹɦɨɜɚɧɢɣ ɚɰɢɤɥɿɱɧɢɣ ɝɪɚɮ ɡ ɜɭɡɥɚɦɢ, ɩɪɟɞɫɬɚɜɥɟɧɢɦɢ 
ɞɢɫɤɪɟɬɧɢɦɢ ɚɛɨ ɧɟɩɟɪɟɪɜɧɢɦɢ ɡɦɿɧɧɢɦɢ, ɬɚ ɪɟɛɪɚɦɢ, ɳɨ ɜɿɞɨɛɪɚɠɚɸɬɶ ɡɜ’ɹɡɤɢ ɦɿɠ ɧɢɦɢ. 
ȼɭɡɥɢ ɭɬɪɢɦɭɸɬɶ ɫɬɚɧɢ ɜɢɩɚɞɤɨɜɢɯ ɜɟɥɢɱɢɧ ɬɚ ɮɨɪɦɭ ɭɦɨɜɧɨʀ ɣɦɨɜɿɪɧɨɫɬɿ [7]. 

Ⱦɥɹ ɧɚɛɨɪɭ ɜɢɩɚɞɤɨɜɢɯ ɡɦɿɧɧɢɯ X = {ݔଵ, … ,  ௡} ɭ ɦɟɪɟɠɿ Ȼɚєɫɚ, ɮɭɧɤɰɿɹ ɫɩɿɥɶɧɨʀݔ
ɳɿɥɶɧɨɫɬɿ ɣɦɨɜɿɪɧɨɫɬɿ ɜɢɡɧɚɱɚєɬɶɫɹ ɡɚ ɮɨɪɦɭɥɨɸ 3, ɞɟ ௔ܲሺݔ௜ሻ ɩɪɟɞɫɬɚɜɥɹє ɜɿɞɩɨɜɿɞɧɟ 
ɡɧɚɱɟɧɧɹ ɣɦɨɜɿɪɧɨɫɬɿ ɡɦɿɧɧɢɯ ɭ ɛɚɬɶɤɿɜɫɶɤɢɯ ɜɭɡɥɚɯ ɦɟɪɟɠɿ, ɚ ܲሺݔ௜/ܲܽሺݔ௜ሻሻ – ɭɦɨɜɧɚ 
ɣɦɨɜɿɪɧɿɫɬɶ ɭ ɞɨɱɿɪɧɿɯ ɜɭɡɥɚɯ.  ܲሺݔଵ, … , ௡ሻݔ = ∏ ܲ ( (௜ሻݔ௜ܲܽሺݔ .௡

௜=ଵ  (3) 

ɍ Ȼɚєɫɨɜɢɯ ɦɟɪɟɠɚɯ, ɣɦɨɜɿɪɧɨɫɬɿ ɡɜ’ɹɡɤɿɜ ɨɧɨɜɥɸɸɬɶɫɹ ɭ ɦɿɪɭ ɧɚɞɯɨɞɠɟɧɧɹ ɧɨɜɨʀ ɿɧɮɨ-
ɪɦɚɰɿʀ ɡɚ ɞɨɩɨɦɨɝɨɸ ɬɟɨɪɟɦɢ Ȼɚєɫɚ. Ɍɚɤɢɦ ɱɢɧɨɦ, ɡ ɩɨɹɜɨɸ ɧɨɜɢɯ ɡɚɝɪɨɡ ɞɥɹ ɦɟɪɟɠɿ, ɩɨɛɭ-
ɞɨɜɚɧɚ ɦɟɪɟɠɚ Ȼɚєɫɚ ɨɧɨɜɥɸєɬɶɫɹ ɬɚ ɧɚɞɚє ɚɤɬɭɚɥɶɧɿ ɩɪɨɝɧɨɡɢ ɩɪɨ ɪɿɜɧɿ ɡɚɝɪɨɡ. 

ɉɪɨɝɪɚɦɧɭ ɪɟɚɥɿɡɚɰɿɸ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɪɿɜɧɹ ɡɚɝɪɨɡ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ ɦɟɪɟɠ Ȼɚєɫɚ ɧɟ-
ɨɛɯɿɞɧɨ ɪɨɡɞɿɥɢɬɢ ɧɚ ɞɜɿ ɱɚɫɬɢɧɢ: 
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1. «Ɉɮɥɚɣɧ ɪɟɠɢɦ» – ɩɨɛɭɞɨɜɚ ɦɟɪɟɠɿ Ȼɚєɫɚ ɧɚ ɨɫɧɨɜɿ ɫɩɨɜɿɳɟɧɶ, ɨɬɪɢɦɚɧɢɯ ɜɿɞ 
ɜɫɬɚɧɨɜɥɟɧɢɯ IDS ɫɢɫɬɟɦ ɬɚ ɩɟɪɟɞɛɚɱɟɧɧɹ ɡɚɝɚɥɨɦ ɪɿɜɧɹ ɡɚɝɪɨɡ ɞɥɹ ɫɢɫɬɟɦɢ. 

2. «Ɉɧɥɚɣɧ-ɪɟɠɢɦ» – ɩɟɪɟɞɛɚɱɟɧɧɹ ɣɦɨɜɿɪɧɨɫɬɿ ɦɚɣɛɭɬɧɿɯ ɡɚɝɪɨɡ, ɲɥɹɯɨɦ ɩɨɞɚɱɿ ɧɚ 
ɜɯɿɞ ɩɨɛɭɞɨɜɚɧɨʀ ɦɟɪɟɠɿ Ȼɚєɫɚ ɿɧɮɨɪɦɚɰɿʀ ɩɪɨ ɧɨɜɿ ɡɚɝɪɨɡɢ. 

ɇɚ ɜɯɿɞ ɰɶɨɝɨ ɚɥɝɨɪɢɬɦɭ ɩɨɞɚɸɬɶɫɹ ɫɩɨɜɿɳɟɧɧɹ ɫɢɫɬɟɦɢ IDS ɭ ɮɨɪɦɚɬɿ IDMEF, ɳɨ 
ɜɤɥɸɱɚɸɬɶ ɭ ɫɟɛɟ ɹɤ ɦɿɧɿɦɭɦ ɬɚɤɿ ɩɨɥɹ: 

­ Time – ɱɚɫ ɫɬɜɨɪɟɧɧɹ ɫɩɨɜɿɳɟɧɧɹ; 
­ AlertType – ɬɢɩ ɫɩɨɜɿɳɟɧɧɹ; 
­ Source – ɚɞɪɟɫɚ ɞɠɟɪɟɥɚ ɚɬɚɤɢ; 
­ Destination – ɚɞɪɟɫɚ ɩɪɢɡɧɚɱɟɧɧɹ ɚɬɚɤɢ. 
ɋɩɨɜɿɳɟɧɧɹ ɚɝɪɟɝɭɸɬɶɫɹ ɡɚ ʀɯɧɿɦ ɬɢɩɨɦ ɞɥɹ ɩɨɫɥɿɞɨɜɧɢɯ ɱɚɫɨɜɢɯ ɡɧɚɱɟɧɶ ʀɯ ɫɬɜɨ-

ɪɟɧɧɹ (ɮɨɪɦɭɥɚ (4)): ܣ௧ଵ[݁݌ݕܶݐݎ݈݁ܣ] = [݁݌ݕܶݐݎ݈݁ܣ]௧ଶܣ = ⋯ =  (4) ,[݁݌ݕܶݐݎ݈݁ܣ]௧௡ܣ 

ɞɟ ݐଵ, … ,   .௡ – ɩɨɫɥɿɞɨɜɧɿ ɱɚɫɨɜɿ ɡɧɚɱɟɧɧɹ ɫɬɜɨɪɟɧɧɹ ɫɩɨɜɿɳɟɧɶݐ
Ⱦɥɹ ɚɝɪɟɝɨɜɚɧɨɝɨ ɫɩɨɜɿɳɟɧɧɹ ܣ଴ ɬɢɩɭ ݁݌ݕܶݐݎ݈݁ܣ஺, ɡɛɟɪɿɝɚɸɬɶɫɹ ɡɧɚɱɟɧɧɹ ɚɞɪɟɫɢ 

ɞɠɟɪɟɥɚ ɚɬɚɤɢ ɬɚ ɚɞɪɟɫɢ ɩɪɢɡɧɚɱɟɧɧɹ ɚɬɚɤɢ ɤɨɠɧɨɝɨ ɡɿ ɫɩɨɜɿɳɟɧɶ ܣ௧. 
ɉɿɫɥɹ ɚɝɪɟɝɚɰɿʀ ɫɩɨɜɿɳɟɧɶ ɡɚ ɬɢɩɨɦ, ɜɢɤɨɧɭєɬɶɫɹ ɨɛɱɢɫɥɟɧɧɹ ɤɨɪɟɥɹɰɿʀ ɦɿɠ ɞɜɨɦɚ ɩɨ-

ɫɥɿɞɨɜɧɢɦɢ ɚɝɪɟɝɨɜɚɧɢɦɢ ɫɩɨɜɿɳɟɧɧɹɦɢ ܣ଴ ɬɢɩɭ ݁݌ݕܶݐݎ݈݁ܣ஺ ɬɚ ܤ଴ ɬɢɩɭ ݁݌ݕܶݐݎ݈݁ܣ஻. 
ɋɩɨɜɿɳɟɧɧɹ ɩɪɨ ɡɚɝɪɨɡɢ ܣ௧ ɿ ܤ௧ ɜɜɚɠɚɸɬɶɫɹ ɤɨɪɟɥɶɨɜɚɧɢɦɢ, ɹɤɳɨ ɜɢɤɨɧɭєɬɶɫɹ ɨɞɧɚ ɡ 
ɞɜɨɯ ɭɦɨɜ: 

[݁ܿݎݑ݋ܵ]௧ܣ} (1 = ,[݁ܿݎݑ݋ܵ]௧ܤ [݊݋݅ݐܽ݊݅ݐݏ݁ܦ]௧ܣ =  ;{[݊݋݅ݐܽ݊݅ݐݏ݁ܦ]௧ܤ 
[݊݋݅ݐܽ݊݅ݐݏ݁ܦ]௧ܣ} (2 =  .{[݁ܿݎݑ݋ܵ]௧ܤ 
Ⱦɥɹ ɤɨɠɧɨʀ ɩɚɪɢ ɤɨɪɟɥɶɨɜɚɧɢɯ ɫɩɨɜɿɳɟɧɶ ɨɛɱɢɫɥɸɸɬɶɫɹ ɣɦɨɜɿɪɧɨɫɬɿ ʀɯ ɜɢɧɢɤɧɟɧɧɹ 

ɡɚ ɮɨɪɦɭɥɨɸ: 
    ܲሺܣ/ܤሻ =  ஼௢௥௥ሺ஺,஻ሻ஼௢௥௥ ሺ஺,∗ሻ,           (5) 

ɞɟ  ݎݎ݋ܥሺܣ, -ሻ – ɡɚɝɚɥɶɧɚ ɤɿɥɶɤɿɫɬɶ ɡɜ’ɹɡɤɿɜ, ɫɩɪɢɱɢɧɟɧɚ ɫɩɨɜɿɳɟɧɧɹɦ A (ɦɨɠɟ ɛɭɬɢ ɜɢɪɚ∗,ܣሺ ݎݎ݋ܥ ,ሻ – ɤɿɥɶɤɿɫɬɶ ɡɜ’ɹɡɤɿɜ ɦɿɠ ɫɩɨɜɿɳɟɧɧɹɦɢ A ɬɚ Bܤ
ɠɟɧɚ ɭ ɤɿɥɶɤɨɫɬɿ Source ɚɞɪɟɫ ɞɥɹ ɫɩɨɜɿɳɟɧɧɹ Ⱥ). 

ɍ ɪɟɡɭɥɶɬɭɸɱɿɣ Ȼɚєɫɨɜɿɣ ɦɟɪɟɠɿ ɜɭɡɥɚɦɢ ɜɢɫɬɭɩɚɸɬɶ ɚɝɪɟɝɨɜɚɧɿ ɫɩɨɜɿɳɟɧɧɹ, ɚ ɪɟɛ-
ɪɚɦɢ ɦɿɠ ɧɢɦɢ – ɨɛɱɢɫɥɟɧɧɿ ɣɦɨɜɿɪɧɨɫɬɿ ʀɯ ɜɢɧɢɤɧɟɧɧɹ. 

ɋɬɜɨɪɟɧɿ ɡɚ ɜɤɚɡɚɧɢɦ ɚɥɝɨɪɢɬɦɨɦ ɦɟɪɟɠɿ ɡɨɛɪɚɠɟɧɿ ɧɚ ɪɢɫ. 10, 11. 

  

Ɋɢɫ. 10. Ȼɚєɫɨɜɚ ɦɟɪɟɠɚ ɫɩɨɜɿɳɟɧɶ  
ɩɪɨ ɡɚɝɪɨɡɢ ɞɥɹ ɩɟɪɿɨɞɭ 3 ɞɧɿ 

Ɋɢɫ. 11. Ȼɚєɫɨɜɚ ɦɟɪɟɠɚ ɫɩɨɜɿɳɟɧɶ  
ɩɪɨ ɡɚɝɪɨɡɢ ɞɥɹ ɩɟɪɿɨɞɭ 7 ɞɧɿɜ 

ȼɿɞɡɧɚɱɢɦɨ, ɳɨ ɤɿɥɶɤɿɫɬɶ ɚɝɪɟɝɨɜɚɧɢɯ ɫɩɨɜɿɳɟɧɶ ɩɪɨ ɡɚɝɪɨɡɢ ɡɪɨɫɬɚє ɡɿ ɡɛɿɥɶɲɟɧɧɹɦ 
ɩɟɪɿɨɞɭ ɚɝɪɟɝɚɰɿʀ. Ȼɚєɫɨɜɚ ɦɟɪɟɠɚ ɞɨɛɭɞɨɜɭєɬɶɫɹ, ɹɤ ɬɿɥɶɤɢ ɧɚɞɯɨɞɢɬɶ ɿɧɮɨɪɦɚɰɿɹ ɩɪɨ 
ɧɨɜɭ ɡɚɝɪɨɡɭ. 

Ɉɬɪɢɦɚɧɚ ɜ ɨɮɥɚɣɧ ɪɟɠɢɦɿ Ȼɚєɫɨɜɚ ɦɟɪɟɠɚ ɜɢɤɨɪɢɫɬɨɜɭєɬɶɫɹ ɜ ɨɧɥɚɣɧ-ɪɟɠɢɦɿ ɞɥɹ 
ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɪɿɜɧɹ ɡɚɝɪɨɡ ɡɚ ɨɛɪɚɧɢɣ ɩɪɨɦɿɠɨɤ ɱɚɫɭ ݐ. Ⱦɥɹ ɰɶɨɝɨ, ɤɪɿɦ ɩɟɪɿɨɞɭ, ɞɥɹ 
ɹɤɨɝɨ ɫɬɜɨɪɟɧɚ ɦɟɪɟɠɚ, ɩɟɪɟɞɚєɬɶɫɹ ɧɚɡɜɚ ɨɫɬɚɧɧɶɨɝɨ ɫɩɨɜɿɳɟɧɧɹ ɩɪɨ ɡɚɝɪɨɡɭ ɡ ȻȾ.  
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ɍ ɪɟɡɭɥɶɬɚɬɿ ɨɛɱɢɫɥɟɧɶ ɭɦɨɜɧɢɯ ɣɦɨɜɿɪɧɨɫɬɟɣ ɡɦɿɧɧɢɯ, ɚɥɝɨɪɢɬɦ ɩɨɜɟɪɬɚє ɣɦɨɜɿɪ-
ɧɨɫɬɿ ɩɨɹɜɢ ɭɫɿɯ ɦɨɠɥɢɜɢɯ ɡɚɝɪɨɡ, ɳɨ ɜɢɫɬɭɩɚɸɬɶ ɡɦɿɧɧɢɦɢ ɜ ɩɨɛɭɞɨɜɚɧɿɣ ɦɟɪɟɠɿ Ȼɚєɫɚ. 
ɉɪɢɤɥɚɞ ɜɢɜɨɞɭ ɪɟɚɥɿɡɨɜɚɧɨɝɨ ɩɪɨɝɪɚɦɧɨɝɨ ɦɨɞɭɥɹ ɧɚɜɟɞɟɧɨ ɧɚ ɪɢɫ. 12. 

 
Ɋɢɫ. 12. Ɋɟɡɭɥɶɬɚɬ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɪɿɜɧɹ ɡɚɝɪɨɡ  

ɧɚ ɨɫɧɨɜɿ Ȼɚєɫɨɜɨʀ ɦɟɪɟɠɿ, ɩɨɛɭɞɨɜɚɧɨʀ ɡɚ ɩɟɪɿɨɞ 3 ɞɧɿ 
Ɉɫɬɚɧɧɶɨɸ ɡɚɝɪɨɡɨɸ ɜ ɧɚɜɟɞɟɧɨɦɭ ɩɪɢɤɥɚɞɿ ɫɬɚɥɚ ɚɧɨɦɚɥɿɹ, ɜɢɹɜɥɟɧɚ ɡɚ ɞɨɩɨɦɨɝɨɸ 

ɬɟɨɪɿʀ ɏɚɨɫɭ. Ɉɫɤɿɥɶɤɢ ɜɨɧɚ ɡɚɮɿɤɫɨɜɚɧɚ ɬɚ ɡɚɩɢɫɚɧɚ ɞɨ ȻȾ ɦɨɞɭɥɟɦ ɜɢɹɜɥɟɧɧɹ ɡɚɝɪɨɡ, 
ɣɦɨɜɿɪɧɿɫɬɶ ʀʀ ɩɨɹɜɢ ɞɨɪɿɜɧɸє 100 %. ȼɿɞɩɨɜɿɞɧɨ, ɜɨɧɚ ɛɭɥɚ ɩɟɪɟɞɚɧɚ ɧɚ ɜɯɿɞ ɚɥɝɨɪɢɬɦɭ 
ɞɥɹ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɪɿɜɧɹ ɡɚɝɪɨɡ, ɚ ɚɥɝɨɪɢɬɦ, ɭ ɫɜɨɸ ɱɟɪɝɭ, ɜɢɜɿɜ ɣɦɨɜɿɪɧɨɫɬɿ ɩɨɹɜɢ ɜɫɿɯ 
ɿɧɲɢɯ ɡɚɝɪɨɡ, ɧɚɹɜɧɢɯ ɭ ɩɨɛɭɞɨɜɚɧɿɣ Ȼɚєɫɨɜɿɣ ɦɟɪɟɠɿ, ɳɨ ɨɛɱɢɫɥɸɸɬɶɫɹ ɡɚ ɮɨɪɦɭɥɨɸ 
ɭɦɨɜɧɢɯ ɣɦɨɜɿɪɧɨɫɬɟɣ. 

Ɍɚɤɢɦ ɱɢɧɨɦ, ɪɨɡɝɥɹɧɭɬɢɣ ɦɟɬɨɞ ɞɨɡɜɨɥɹє ɧɟ ɬɿɥɶɤɢ ɩɪɨɝɧɨɡɭɜɚɬɢ ɪɿɜɟɧɶ ɡɚɝɪɨɡ ɞɥɹ 
ɄɄɆ, ɚɥɟ ɣ ɞɨɫɥɿɞɠɭɜɚɬɢ ɩɨɫɥɿɞɨɜɧɿɫɬɶ ʀɯ ɜɢɧɢɤɧɟɧɧɹ, ɚɞɪɟɫɭ ɞɠɟɪɟɥɚ ɬɚ ɩɪɢɡɧɚɱɟɧɧɹ, 
ɬɢɩ ɡɚɝɪɨɡɢ ɬɨɳɨ.  

Ⱦɥɹ ɦɨɧɿɬɨɪɢɧɝɭ ɫɬɚɧɿɜ ɬɪɚɮɿɤɭ ɬɚ ɚɧɨɦɚɥɿɣ ɡɚɫɬɨɫɨɜɭєɬɶɫɹ ɫɬɜɨɪɟɧɚ ɫɬɚɬɢɫɬɢɱɧɚ ɦɨ-
ɞɟɥɶ, ɚ ɞɥɹ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɪɿɜɧɹ ɡɚɝɪɨɡ – ɦɟɪɟɠɚ Ȼɚєɫɚ. Ⱥɥɝɨɪɢɬɦ є ɚɞɚɩɬɢɜɧɢɦ, ɨɫɤɿɥɶɤɢ 
ɣɨɝɨ ɪɨɛɨɬɚ ɧɟ ɡɚɥɟɠɢɬɶ ɜɿɞ ɤɨɧɮɿɝɭɪɚɰɿʀ ɄɄɆ. 

ȼɢɫɧɨɜɤɢ ɜɿɞɩɨɜɿɞɧɨ ɞɨ ɫɬɚɬɬɿ. ȱɧɮɨɪɦɚɰɿɣɧɿ ɬɟɯɧɨɥɨɝɿʀ ɜɢɡɧɚɱɟɧɧɹ ɬɚ ɡɚɛɟɡɩɟɱɟɧɧɹ 
ɧɚɞɿɣɧɨɝɨ ɪɿɜɧɹ ɜɡɚєɦɨɞɿʀ ɫɭɛ’єɤɬɿɜ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ є ɨɞɧɿєɸ ɡ ɚɤɬɭɚɥɶɧɢɯ ɩɪɨɛɥɟɦ 
ɫɭɱɚɫɧɨɝɨ ɤɿɛɟɪɫɟɪɟɞɨɜɢɳɚ. ɉɪɨɛɥɟɦɚ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɡɚɝɪɨɡ ɞɥɹ ɄɄɆ ɦɚє ɦɟɧɲɟ ɿɫɧɭ-
ɸɱɢɯ ɪɿɲɟɧɶ, ɧɿɠ ɩɪɨɛɥɟɦɚ ɜɢɹɜɥɟɧɧɹ ɬɚ ɭɫɭɧɟɧɧɹ ɡɚɝɪɨɡ. 

ɉɪɨɝɧɨɡɭɜɚɧɧɹ ɪɿɜɧɹ ɡɚɝɪɨɡ ɞɥɹ ɄɄɆ ɞɚє ɡɦɨɝɭ ɜɠɢɜɚɬɢ ɡɚɜɱɚɫɧɢɯ ɞɿɣ ɞɨ ʀɯ ɭɫɭɧɟɧɧɹ 
ɬɚ ɩɨɞɚɥɶɲɨɝɨ ɜɢɜɱɟɧɧɹ. 

Ɋɟɚɥɿɡɨɜɚɧɢɣ ɚɥɝɨɪɢɬɦ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɪɿɜɧɹ ɡɚɝɪɨɡ ɡɚ ɞɨɩɨɦɨɝɨɸ ɦɟɪɟɠ Ȼɚєɫɚ ɧɚɞɚє 
ɡɦɨɝɭ ɫɩɟɰɿɚɥɿɫɬɚɦ ɡ ɤɿɛɟɪɛɟɡɩɟɤɢ ɞɨɫɥɿɞɠɭɜɚɬɢ ʀɯ ɞɠɟɪɟɥɚ ɬɚ ɩɨɫɥɿɞɨɜɧɿɫɬɶ ɜɢɧɢɤɧɟɧɧɹ. 

Ɇɚɣɛɭɬɧɿ ɭɞɨɫɤɨɧɚɥɟɧɧɹ ɪɨɡɪɨɛɥɟɧɨʀ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɫɢɫɬɟɦɢ ɜɛɚɱɚɸɬɶɫɹ ɜ ɪɨɡɲɢ-
ɪɟɧɧɿ ɦɨɞɭɥɿɜ ɜɢɹɜɥɟɧɧɹ ɬɚ ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɚɬɚɤ ɧɨɜɢɦɢ ɚɥɝɨɪɢɬɦɚɦɢ, ɡɚɫɬɨɫɭɜɚɧɧɹ ɯɦɚ-
ɪɧɨʀ ɿɧɮɪɚɫɬɪɭɤɬɭɪɢ ɞɥɹ ɪɨɡɝɨɪɬɚɧɧɹ ɬɚ ɬɟɫɬɭɜɚɧɧɹ ɦɨɞɭɥɿɜ ɫɢɫɬɟɦɢ, ɬɟɫɬɭɜɚɧɧɹ ɪɨɛɨɬɢ 
ɫɢɫɬɟɦɢ ɧɚ ɜɢɫɨɤɨɧɚɜɚɧɬɚɠɟɧɢɯ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠɚɯ. 

ɉɨɞɹɤɚ. Ɋɨɛɨɬɚ ɩɪɨɜɟɞɟɧɚ ɬɚ ɮɿɧɚɧɫɨɜɚɧɚ ɜ ɦɟɠɚɯ ɩɪɨєɤɬɭ ɇȺɌɈ CyRADARS 
(Cyber Rapid Analysis for Defense Awareness of Real-time Situation – CyRADARS) – grant 
agreement number: G5286. 

ɋɩɢɫɨɤ ɜɢɤɨɪɢɫɬɚɧɢɯ ɞɠɟɪɟɥ 
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DETECTION AND FORECASTING OF THE THREAT LEVEL  
FOR A CORPORATE COMPUTER NETWORK 

Urgency of the research. In today’s world, the question of the reliability of electronic information exacerbates the issue 
of its protection. Despite the fact, that in corporate computer networks information is more isolated from external influences, 
the nonlinearity and complexity of processes in such networks, as well as a number of threats posed not only by external but 
also internal network traffic, gives grounds to strengthen control and network flow analysis. 

Target setting. Improving the operational reliability of computer networks depends not only on the timely detection of 
threats in its information flows, but also on the use of preventive measures, which, above all, should be based on reasonable 
forecasts of harmful effects. Both problems are interrelated, as forecasting requires a sufficient and up-to-date statistical 
database of events, which happen in the network. 

Actual scientific researches and issues analysis. Modern approaches to the detection and prediction of threats to 
computer networks are analyzed in detail in [6]. Despite the existence of a sufficient number of methods and models for the 
implementation of the task, time series models are the most used in practical realization. 

Uninvestigated parts of general matters defining. Currently, there are a number of information systems designed to detect 
and prevent network attacks and traffic anomalies, most of which work in real time and provide information about the threat 
or take the necessary action upon the occurrence of this danger. However, such systems are mainly based on the signature 
detection method. Although the most widely used methods in recent years have been machine learning and data mining, most 
approaches have only a theoretical basis. 

The research objective. Taking into account the need for practical application of anomalous methods of detecting 
information threats, it was decided to create the program implementation of information system modules that perform a set of 
tasks of collecting, analyzing, modeling network events, and were adapted to its type and needs. 

The statement of basic materials. The principles of operation of threat detection systems for a computer network are based 
on the division of dangers to the corporate computer network into two main classes - network intrusion and abnormal network 
behavior. Systems, which are based on the detecting and preventing intrusions, use of signature methods, and systems that analyze 
abnormal network behavior - based on statistical analysis of network traffic. Among such methods, the software implementation 
of algorithms of two adaptive methods for detecting anomalous behavior in network flows, which solve this problem for different 
mutually exclusive conditions using Chaos theory and EWMA-statistics, is selected and performed. Bayesian network is one of 
those methods for predicting the state or level of dangers to computer networks, because this method is closely related to 
approaches based on attack graphs: a distinctive feature of Bayesian networks is the conditional variables and probabilities that 
are reflected in the model. This allows not only predicting the level of threats to the corporate computer network, but also 
investigating the sequence of their occurrence, source and destination, type of threat, and so on. 

Conclusions. Information technologies for determining and ensuring a reliable level of interaction between the subjects 
of computer networks is one of the urgent problems of the modern cyber environment. The problem of predicting dangers to 
the corporate computer network has less existing solutions than the problem of detecting and eliminating threats, but its 
solution allows you to take early action to eliminate and further study the anomalies in network flows. 

Keywords: computer network, attack protection systems, Chaos theory, EWMA statistics, Bayesian network. 
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