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ɘɥɿɹ Ɍɤɚɱ, Ɇɢɯɚɣɥɨ ɒɟɥɟɫɬ, Ʌɟɫɹ ɑɟɪɧɢɲ, ɋɜɿɬɥɚɧɚ Ʌɢɬɜɢɧ, Ⱥɪɬɭɪ Ȼɪɢɝɢɧɟɰɶ 

ȺɇȺɅȱɁ ɋɂɋɌȿɆ ɉȱȾɌɊɂɆɄɂ ȺɍȾɂɌɍ ȱɇɎɈɊɆȺɐȱɃɇɈȲ ȻȿɁɉȿɄɂ 

Ⱥɤɬɭɚɥɶɧɿɫɬɶ ɬɟɦɢ ɞɨɫɥɿɞɠɟɧɧɹ. Ⱦɥɹ ɡɚɛɟɡɩɟɱɟɧɧɹ ɧɟɨɛɯɿɞɧɨɝɨ ɪɿɜɧɹ ɛɟɡɩɟɤɢ ɿɧɮɨɪɦɚɰɿʀ ɧɚ ɩɿɞɩɪɢєɦɫɬɜɿ ɧɟ-
ɨɛɯɿɞɧɨ ɪɟɝɭɥɹɪɧɨ ɩɪɨɜɨɞɢɬɢ ɚɭɞɢɬ ɛɟɡɩɟɤɢ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɫɢɫɬɟɦ, ɬɨɦɭ ɩɢɬɚɧɧɹ ɚɧɚɥɿɡɭ ɰɶɨɝɨ ɩɪɨɰɟɫɭ є ɚɤɬɭɚɥɶ-
ɧɢɦ ɡɚɜɞɚɧɧɹɦ ɭ ɫɮɟɪɿ ɤɿɛɟɪɛɟɡɩɟɤɢ.  

ɉɨɫɬɚɧɨɜɤɚ ɩɪɨɛɥɟɦɢ. ɇɢɧɿ ɧɟɦɚє ɜɢɞɿɥɟɧɨʀ ɤɥɚɫɢɮɿɤɚɰɿʀ, ɚ ɬɚɤɨɠ ɚɧɚɥɿɡɭ ɩɚɪɚɦɟɬɪɿɜ ɩɨɞɿɛɧɢɯ ɫɢɫɬɟɦ ɿɡ ɩɨ-
ɞɚɥɶɲɢɦ ʀɯ ɩɨɪɿɜɧɹɧɧɹɦ. Ɍɨɛɬɨ ɜɿɞɫɭɬɧɹ ɫɢɫɬɟɦɚɬɢɡɚɰɿɹ ɞɚɧɢɯ ɳɨɞɨ ɫɢɫɬɟɦ ɩɿɞɬɪɢɦɤɢ ɚɭɞɢɬɭ ȱȻ, ɹɤɚ ɩɨɜɢɧɧɚ ɞɨ-
ɡɜɨɥɢɬɢ ɫɩɟɰɿɚɥɿɫɬɚɦ ɪɨɛɢɬɢ ɛɿɥɶɲ ɩɪɨɫɬɢɣ ɬɚ ɡɜɚɠɟɧɢɣ ɜɢɛɿɪ ɿɧɫɬɪɭɦɟɧɬɭ ɞɥɹ ɩɪɨɜɟɞɟɧɧɹ ɤɨɦɩɥɟɤɫɧɨɝɨ ɚɭɞɢɬɭ, 
ɚɛɨ ɚɭɞɢɬɭ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɫɢɫɬɟɦɢ ɧɚ ɨɤɪɟɦɨɦɭ ɟɬɚɩɿ. 

Ⱥɧɚɥɿɡ ɨɫɬɚɧɧɿɯ ɞɨɫɥɿɞɠɟɧɶ ɿ ɩɭɛɥɿɤɚɰɿɣ. ȼɢɜɱɟɧɧɸ ɬɚ ɫɢɫɬɟɦɚɬɢɡɚɰɿʀ ɜɿɞɨɦɨɫɬɟɣ ɳɨɞɨ ɚɭɞɢɬɭ ɬɚ ɭɩɪɚɜɥɿɧɧɹ 
ɿɧɰɢɞɟɧɬɚɦɢ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ ɜ ɍɤɪɚʀɧɿ ɩɪɢɫɜɹɱɟɧɨ ɩɪɚɰɿ ɛɚɝɚɬɶɨɯ ɭɱɟɧɢɯ, ɨɞɧɚɤ ɩɢɬɚɧɧɹɦ ɪɿɡɧɨɝɨ ɪɨɞɭ ɫɢɫɬɟɦ 
ɩɿɞɬɪɢɦɤɢ ɚɭɞɢɬɭ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ ɩɪɢɫɜɹɱɟɧɚ ɧɟɞɨɫɬɚɬɧɹ ɭɜɚɝɚ ɭɤɪɚʀɧɫɶɤɢɯ ɧɚɭɤɨɜɰɿɜ. 

ȼɢɞɿɥɟɧɧɹ ɧɟɞɨɫɥɿɞɠɟɧɢɯ ɱɚɫɬɢɧ ɡɚɝɚɥɶɧɨʀ ɩɪɨɛɥɟɦɢ. ɇɟɡɜɚɠɚɸɱɢ ɧɚ ɱɢɫɥɟɧɧɿ ɞɨɫɥɿɞɠɟɧɧɹ ɜ ɧɚɩɪɹɦɤɭ ɡɚɯɢ-
ɫɬɭ ɿɧɮɨɪɦɚɰɿʀ, ɞɨɫɿ ɧɟ ɡɚɩɪɨɩɨɧɨɜɚɧɨ ɤɥɚɫɢɮɿɤɚɰɿʀ ɨɛ’єɤɬɿɜ ɞɨɫɥɿɞɠɟɧɧɹ ɩɿɞ ɱɚɫ ɚɭɞɢɬɭ ȱȻ ɩɿɞɩɪɢєɦɫɬɜɚ, ɚ ɬɚɤɨɠ 
ɧɟɞɨɫɬɚɬɧɶɨ ɩɪɨɚɧɚɥɿɡɨɜɚɧɨ ɫɚɦ ɩɪɨɰɟɫ ɚɭɞɢɬɭ. 

ɉɨɫɬɚɧɨɜɤɚ ɡɚɜɞɚɧɧɹ. Ⱥɤɬɭɚɥɶɧɢɦ ɜɢɪɿɲɟɧɧɹɦ ɜɤɚɡɚɧɢɯ ɩɪɨɛɥɟɦ є ɜɢɤɨɪɢɫɬɚɧɧɹ ɪɿɡɧɨɝɨ ɪɨɞɭ ɩɪɨɝɪɚɦɧɢɯ ɪɿ-
ɲɟɧɶ, ɹɤɿ ɡɧɚɱɧɨ ɩɨɥɟɝɲɭɸɬɶ ɩɪɨɜɟɞɟɧɧɹ ɫɢɫɬɟɦɚɬɢɡɨɜɚɧɨɝɨ ɚɭɞɢɬɭ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ ɧɚ ɛɿɥɶɲɨɫɬɿ ɣɨɝɨ ɟɬɚ-
ɩɿɜ, ɬɢɦ ɫɚɦɢɦ ɡɚɨɳɚɞɠɭɸɱɢ ɪɟɫɭɪɫɢ ɩɿɞɩɪɢєɦɫɬɜɚ. 

ȼɢɤɥɚɞ ɨɫɧɨɜɧɨɝɨ ɦɚɬɟɪɿɚɥɭ. ɇɚɣɛɿɥɶɲ ɩɨɜɧɨɝɨ ɚɧɚɥɿɡɭ ɡɚɫɥɭɝɨɜɭɸɬɶ ɤɨɦɩɥɟɤɫɧɿ ɩɪɨɝɪɚɦɢ ɬɚ ɫɢɫɬɟɦɢ, ɹɤɿ ɨɯɨ-
ɩɥɸɸɬɶ ɧɚɣɛɿɥɶɲɢɣ ɫɩɟɤɬɪ ɦɨɠɥɢɜɨɫɬɟɣ ɞɥɹ ɩɿɞɬɪɢɦɤɢ ɚɭɞɢɬɭ ȱȻ. Ȼɿɥɶɲ ɫɩɟɰɿɚɥɿɡɨɜɚɧɿ ɞɨɞɚɬɤɢ ɡɚɫɥɭɝɨɜɭɸɬɶ 
ɨɛ’єɦɭ ɞɨɫɥɿɞɠɟɧɧɹ ɡɚɥɟɠɧɨ ɜɿɞ ɪɟɚɥɿɡɨɜɚɧɨɝɨ ɿɧɫɬɪɭɦɟɧɬɚɪɿɸ ɬɚ ɞɨɰɿɥɶɧɨɫɬɿ ɜ ɦɟɠɚɯ ɚɭɞɢɬɭ ȱȻ. Ȼɟɪɭɱɢ ɞɨ ɭɜɚɝɢ 
ɰɿɥɿ ɨɩɢɫɚɧɢɯ ɡɚɜɞɚɧɶ, ɦɨɠɧɚ ɜɢɞɢɥɢɬɢ ɬɚɤɭ ɤɥɚɫɢɮɿɤɚɰɿɸ ɨɛ’єɤɬɿɜ ɞɨɫɥɿɞɠɟɧɧɹ ɡ ɜɿɞɩɨɜɿɞɧɢɦɢ ɩɪɢɤɥɚɞɚɦɢ: ɤɨɦɩɥɟ-
ɤɫɧɿ ɩɪɨɝɪɚɦɢ ɨɰɿɧɤɢ ɤɿɛɟɪɡɚɝɪɨɡ ɭ ɦɟɠɚɯ ɦɟɪɟɠɿ, ɹɤɿ ɧɚɞɚɸɬɶ ɡɜɿɬ ɩɪɨ ɫɬɚɧ ɤɨɪɩɨɪɚɬɢɜɧɨʀ ɦɟɪɟɠɿ, ɹɤɢɣ ɨɯɨɩɥɸє 
ɤɥɸɱɨɜɿ ɡɚɝɪɨɡɢ ȱȻ ɬɚ ɜɤɥɸɱɚє ɞɚɧɿ ɩɪɨ ɩɪɨɞɭɤɬɢɜɧɿɫɬɶ ɿ ɟɮɟɤɬɢɜɧɿɫɬɶ. ɉɨɞɿɛɧɿ ɫɢɫɬɟɦɢ ɞɨɡɜɨɥɹɸɬɶ ɜɢɡɧɚɱɢɬɢ ɩɨ-
ɬɟɧɰɿɣɧɨ ɜɪɚɡɥɢɜɿ ɦɿɫɰɹ ɬɚ ɫɤɨɪɢɝɭɜɚɬɢ ɩɨɥɿɬɢɤɭ ɛɟɡɩɟɤɢ ɨɪɝɚɧɿɡɚɰɿʀ ɞɨ ɧɚɫɬɚɧɧɹ ɿɧɰɢɞɟɧɬɿɜ ɛɟɡɩɟɤɢ (Fortinet Cyber 
Threat Assessment Program); ɤɨɦɩɥɟɤɫɧɿ ɫɢɫɬɟɦɢ ɦɨɧɿɬɨɪɢɧɝɭ ɞɿɣ ɤɨɪɢɫɬɭɜɚɱɿɜ, ɹɤɿ ɞɨɡɜɨɥɹɸɬɶ ɩɪɨɜɟɫɬɢ ɜɧɭɬɪɿɲɧɿɣ 
ɚɭɞɢɬ ȱȻ, ɳɨ ɞɨɡɜɨɥɹє ɜɢɡɧɚɱɢɬɢ ɫɥɚɛɤɿ ɦɿɫɰɹ ɫɢɫɬɟɦɢ ɡɚɯɢɫɬɭ ɿɧɮɨɪɦɚɰɿʀ ɬɚ ɨɰɿɧɢɬɢ ɤɚɪɬɢɧɭ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɩɨɬɨ-
ɤɿɜ ɧɚ ɩɿɞɩɪɢєɦɫɬɜɿ (StaffCop Enterprice); ɩɪɨɝɪɚɦɢ ɡɚɛɟɡɩɟɱɟɧɧɹ ɬɟɫɬɭɜɚɧɧɹ ɧɚ ɩɪɨɧɢɤɧɟɧɧɹ ɧɚ ɪɿɡɧɢɯ ɣɨɝɨ ɟɬɚɩɚɯ, 
ɬɚ ɦɟɪɟɠɟɜɿ ɫɤɚɧɟɪɢ ɛɟɡɩɟɤɢ, ɡɨɤɪɟɦɚ ɫɢɫɬɟɦɢ ɜɢɹɜɥɟɧɧɹ ɧɟɫɚɧɤɰɿɨɧɨɜɚɧɨɝɨ ɞɨɫɬɭɩɭ (Network Intrusion Detection 
System), ɹɤɿ ɜɢɤɨɪɢɫɬɨɜɭɸɬɶɫɹ ɞɥɹ ɮɿɤɫɚɰɿʀ ɲɤɿɞɥɢɜɨɝɨ ɬɪɚɮɿɤɭ (NMap, XSpider, Snort, Wireshark); ɡɚɫɨɛɢ ɪɨɡɪɨɛɤɢ 
ɬɚ ɜɩɪɨɜɚɞɠɟɧɧɹ ɩɨɥɿɬɢɤ ɛɟɡɩɟɤɢ, ɹɤɿ ɞɨɡɜɨɥɹɸɬɶ ɩɪɨɜɨɞɢɬɢ ɪɨɡɪɨɛɤɭ ɩɨɥɿɬɢɤ ɧɚ ɨɫɧɨɜɿ ɝɨɬɨɜɢɯ ɲɚɛɥɨɧɿɜ, ɨɪɝɚɧɿ-
ɡɨɜɭɜɚɬɢ ɩɪɨɰɟɫɢ ɨɛɝɨɜɨɪɟɧɧɹ, ɪɨɡɩɨɜɫɸɞɠɟɧɧɹ ɬɚ ɩɭɛɥɿɤɚɰɿʀ ɩɨɥɿɬɢɤ ɛɟɡɩɟɤɢ, ɚ ɬɚɤɨɠ ɤɨɧɬɪɨɥɸɜɚɬɢ ɿɧɮɨɪɦɨɜɚ-
ɧɿɫɬɶ ɫɩɿɜɪɨɛɿɬɧɢɤɿɜ ɨɪɝɚɧɿɡɚɰɿʀ ɜ ɩɢɬɚɧɧɹɯ ȱȻ (RUSecure Security Online Support Evaluation); ɩɪɨɝɪɚɦɧɿ ɡɚɫɨɛɢ ɞɥɹ 
ɚɧɚɥɿɡɭ ɪɢɡɢɤɿɜ ȱȻ, ɹɤɿ ɞɨɡɜɨɥɹɸɬɶ ɡɞɿɣɫɧɸɜɚɬɢ ɹɤ ɤɿɥɶɤɿɫɧɢɣ, ɬɚɤ ɿ ɹɤɿɫɧɢɣ ɚɧɚɥɿɡ ɪɢɡɢɤɿɜ, ɚ ɬɚɤɨɠ ɦɿɫɬɹɬɶ ɡɚɫɨɛɢ 
ɝɟɧɟɪɚɰɿʀ ɡɜɿɬɿɜ ɿ ɮɨɪɦɭɜɚɧɧɹ ɩɥɚɧɿɜ ɨɛɪɨɛɤɢ ɪɢɡɢɤɿɜ (RA2, MSAT, vsRisk). 

ȼɢɫɧɨɜɤɢ ɜɿɞɩɨɜɿɞɧɨ ɞɨ ɫɬɚɬɬɿ. Ɉɫɧɨɜɧɚ ɦɟɬɚ ɚɭɞɢɬɭ ȱȻ ɩɨɥɹɝɚє ɜ ɨɬɪɢɦɚɧɧɿ ɧɚɣɛɿɥɶɲ ɩɨɜɧɨʀ ɬɚ ɨɛ’єɤɬɢɜɧɨʀ 
ɨɰɿɧɤɢ ɡɚɯɢɳɟɧɨɫɬɿ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɫɢɫɬɟɦɢ, ɥɨɤɚɥɿɡɭɜɚɧɧɿ ɧɚɹɜɧɢɯ ɩɪɨɛɥɟɦ ɬɚ ɪɨɡɪɨɛɰɿ ɟɮɟɤɬɢɜɧɨʀ ɩɪɨɝɪɚɦɢ ɩɨɛɭ-
ɞɨɜɢ ɫɢɫɬɟɦɢ ɡɚɛɟɡɩɟɱɟɧɧɹ ȱȻ ɨɪɝɚɧɿɡɚɰɿʀ. Ⱦɨ ɨɫɧɨɜɧɢɯ ɡɚɞɚɱ ɚɭɞɢɬɭ, ɜɢɪɿɲɟɧɧɹ ɹɤɢɯ ɦɨɠɧɚ ɚɜɬɨɦɚɬɢɡɭɜɚɬɢ ɡɚ ɞɨ-
ɩɨɦɨɝɨɸ ɩɪɨɝɪɚɦɧɢɯ ɞɨɞɚɬɤɿɜ, ɧɚɥɟɠɚɬɶ ɫɚɦɟ ɡɚɜɞɚɧɧɹ ɪɟɚɥɿɡɚɰɿʀ ɤɨɦɩɨɧɟɧɬɿɜ ɫɢɫɬɟɦɢ ɭɩɪɚɜɥɿɧɧɹ ȱȻ. Ɍɚɤɨɠ ɭ ɦɟ-
ɠɚɯ ɚɭɞɢɬɭ ȱȻ ɚɛɨ ɨɤɪɟɦɢɦ ɩɪɨєɤɬɨɦ ɦɨɠɟ ɛɭɬɢ ɩɪɨɜɟɞɟɧɨ ɬɟɫɬɭɜɚɧɧɹ ɧɚ ɩɪɨɧɢɤɧɟɧɧɹ, ɚɛɨ ɩɟɧɬɟɫɬɢɧɝ, ɳɨ 
ɞɨɡɜɨɥɹє ɩɟɪɟɜɿɪɢɬɢ ɡɞɚɬɧɿɫɬɶ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɫɢɫɬɟɦɢ ɤɨɦɩɚɧɿʀ ɩɪɨɬɢɫɬɨɹɬɢ ɫɩɪɨɛɚɦ ɩɪɨɧɢɤɧɟɧɧɹ ɜ ɦɟɪɟɠɭ ɣ ɧɟ-
ɩɪɚɜɨɦɿɪɧɨɝɨ ɜɩɥɢɜɭ ɧɚ ɿɧɮɨɪɦɚɰɿɣɧɿ ɪɟɫɭɪɫɢ. 

Ʉɥɸɱɨɜɿ ɫɥɨɜɚ: ɿɧɮɨɪɦɚɰɿɣɧɚ ɛɟɡɩɟɤɚ; ɚɭɞɢɬ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ; ɋɆȱȻ; ɭɩɪɚɜɥɿɧɧɹ ɿɧɰɢɞɟɧɬɚɦɢ ȱȻ; ɩɟɧ-
ɬɟɫɬɢɧɝ; ɚɧɚɥɿɡ ɪɢɡɢɤɿɜ; ɡɚɯɢɫɬ ɿɧɮɨɪɦɚɰɿʀ. 

Ȼɿɛɥ: 5. 

Ⱥɤɬɭɚɥɶɧɿɫɬɶ ɬɟɦɢ ɞɨɫɥɿɞɠɟɧɧɹ. Ɋɨɡɜɢɬɨɤ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɫɢɫɬɟɦ ɿ ɬɟɯɧɨɥɨɝɿɣ ɜɿɞɿ-
ɝɪɚє ɞɭɠɟ ɜɚɠɥɢɜɭ ɪɨɥɶ ɭ ɠɢɬɬєɜɨɦɭ ɰɢɤɥɿ ɛɿɥɶɲɨɫɬɿ ɨɪɝɚɧɿɡɚɰɿɣ. ɐɟ ɩɟɪɟɞɛɚɱɚє ɧɚɹɜ-
ɧɿɫɬɶ ɬɚɤɢɯ ɩɪɨɛɥɟɦ, ɹɤ ɯɚɤɟɪɢ, ɲɤɿɞɥɢɜɿ ɩɪɨɝɪɚɦɢ, ɜɿɪɭɫɢ ɬɚ ɤɿɛɟɪɡɥɨɱɢɧɢ. Ⱦɥɹ ɡɚɛɟɡɩɟ-
ɱɟɧɧɹ ɧɟɨɛɯɿɞɧɨɝɨ ɪɿɜɧɹ ɛɟɡɩɟɤɢ ɿɧɮɨɪɦɚɰɿʀ ɧɟɨɛɯɿɞɧɨ ɪɟɝɭɥɹɪɧɨ ɩɪɨɜɨɞɢɬɢ ɚɭɞɢɬ 
ɛɟɡɩɟɤɢ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɫɢɫɬɟɦ, ɚɥɟ ɹɤ ɨɫɧɨɜɧɿ ɩɟɪɟɲɤɨɞɢ ɧɚ ɲɥɹɯɭ ɞɨ ɭɫɩɿɲɧɨɝɨ ɚɭɞɢɬɭ 
ɱɚɫɬɨ ɜɢɧɢɤɚє ɬɚɤɚ ɩɪɨɛɥɟɦɚ, ɹɤ ɛɪɚɤ ɮɚɯɿɜɰɿɜ ɬɚ ɜɿɞɫɭɬɧɿɫɬɶ ɩɿɞɝɨɬɨɜɥɟɧɢɯ ɫɬɪɭɤɬɭɪ 
ɭ ɫɮɟɪɿ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ. Ⱥɤɬɭɚɥɶɧɢɦ ɜɢɪɿɲɟɧɧɹɦ ɜɤɚɡɚɧɢɯ ɩɪɨɛɥɟɦ є ɜɢɤɨɪɢɫ-
ɬɚɧɧɹ ɪɿɡɧɨɝɨ ɪɨɞɭ ɩɪɨɝɪɚɦɧɢɯ ɪɿɲɟɧɶ, ɹɤɿ ɡɧɚɱɧɨ ɩɨɥɟɝɲɭɸɬɶ ɩɪɨɜɟɞɟɧɧɹ ɫɢɫɬɟɦɚɬɢɡɨ-
ɜɚɧɨɝɨ ɚɭɞɢɬɭ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ ɧɚ ɛɿɥɶɲɨɫɬɿ ɣɨɝɨ ɟɬɚɩɿɜ, ɬɢɦ ɫɚɦɢɦ ɡɚɨɳɚɞɠɭɸɱɢ 
ɪɟɫɭɪɫɢ ɩɿɞɩɪɢєɦɫɬɜɚ. 

ɉɨɫɬɚɧɨɜɤɚ ɩɪɨɛɥɟɦɢ. Ɉɫɤɿɥɶɤɢ ɚɭɞɢɬ – ɰɟ ɤɨɦɩɥɟɤɫ ɡɚɯɨɞɿɜ, ɜ ɹɤɨɦɭ ɡɚɞɿɹɧɢɣ ɧɟ 
ɬɿɥɶɤɢ ɚɭɞɢɬɨɪ, ɚ ɿ ɩɪɟɞɫɬɚɜɧɢɤɢ ɛɿɥɶɲɨɫɬɿ ɫɬɪɭɤɬɭɪɧɢɯ ɩɿɞɪɨɡɞɿɥɿɜ ɤɨɦɩɚɧɿʀ, ɭɫɿ ɭɱɚɫɧɢɤɢ 
ɰɶɨɝɨ ɩɪɨɰɟɫɭ ɩɨɜɢɧɧɿ ɛɭɬɢ ɫɤɨɨɪɞɢɧɨɜɚɧɿ. Ⱥɥɟ ɜ ɭɦɨɜɚɯ ɧɟɫɬɚɱɿ ɤɜɚɥɿɮɿɤɨɜɚɧɢɯ ɿ ɞɨɫɜɿɞ-
ɱɟɧɢɯ ɮɚɯɿɜɰɿɜ ɭ ɝɚɥɭɡɿ ɚɭɞɢɬɭ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ (ȱȻ) ɜɚɠɥɢɜɨ ɥɟɝɤɨ ɨɛɢɪɚɬɢ ɬɚ ɹɤɿɫɧɨ 

 Ɍɤɚɱ ɘ. Ɇ., ɒɟɥɟɫɬ Ɇ. Є., ɑɟɪɧɢɲ Ʌ. Ƚ., Ʌɢɬɜɢɧ ɋ. ȼ., Ȼɪɢɝɢɧɟɰɶ Ⱥ. Ⱥ., 2020 
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ɜɢɤɨɪɢɫɬɨɜɭɜɚɬɢ ɫɢɫɬɟɦɢ, ɹɤɿ ɦɿɧɿɦɿɡɭɸɬɶ ʀɯɧɿ ɡɭɫɢɥɥɹ ɿ ɩɪɢ ɰɶɨɦɭ ɦɚɤɫɢɦɿɡɭɸɬɶ ɪɟɡɭɥɶ-
ɬɚɬɢ ɩɪɨɜɟɞɟɧɨʀ ɪɨɛɨɬɢ. ɇɢɧɿ ɧɟɦɚє ɜɢɞɿɥɟɧɨʀ ɤɥɚɫɢɮɿɤɚɰɿʀ, ɚ ɬɚɤɨɠ ɚɧɚɥɿɡɭ ɩɚɪɚɦɟɬɪɿɜ ɩɨ-
ɞɿɛɧɢɯ ɫɢɫɬɟɦ ɿɡ ɩɨɞɚɥɶɲɢɦ ʀɯ ɩɨɪɿɜɧɹɧɧɹɦ. Ɍɨɛɬɨ ɜɿɞɫɭɬɧɹ ɫɢɫɬɟɦɚɬɢɡɚɰɿɹ ɞɚɧɢɯ ɳɨɞɨ 
ɫɢɫɬɟɦ ɩɿɞɬɪɢɦɤɢ ɚɭɞɢɬɭ ȱȻ, ɹɤɚ ɩɨɜɢɧɧɚ ɞɨɡɜɨɥɢɬɢ ɫɩɟɰɿɚɥɿɫɬɚɦ ɪɨɛɢɬɢ ɛɿɥɶɲ ɩɪɨɫɬɢɣ ɬɚ 
ɡɜɚɠɟɧɢɣ ɜɢɛɿɪ ɿɧɫɬɪɭɦɟɧɬɭ ɞɥɹ ɩɪɨɜɟɞɟɧɧɹ ɤɨɦɩɥɟɤɫɧɨɝɨ ɚɭɞɢɬɭ, ɚɛɨ ɚɭɞɢɬɭ ɿɧɮɨɪɦɚ-
ɰɿɣɧɨʀ ɫɢɫɬɟɦɢ ɧɚ ɨɤɪɟɦɨɦɭ ɟɬɚɩɿ. 

Ⱥɧɚɥɿɡ ɨɫɬɚɧɧɿɯ ɞɨɫɥɿɞɠɟɧɶ ɿ ɩɭɛɥɿɤɚɰɿɣ. ȼɢɜɱɟɧɧɸ ɬɚ ɫɢɫɬɟɦɚɬɢɡɚɰɿʀ ɜɿɞɨɦɨɫɬɟɣ 
ɳɨɞɨ ɚɭɞɢɬɭ ɬɚ ɭɩɪɚɜɥɿɧɧɹ ɿɧɰɢɞɟɧɬɚɦɢ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ ɜ ɍɤɪɚʀɧɿ ɩɪɢɫɜɹɱɟɧɨ ɩɪɚɰɿ 
Ɉ. Ƚ. Ʉɨɪɱɟɧɤɨ, ɋ. Ɉ. Ƚɧɚɬɸɤ, ɋ. ȼ. Ʉɚɡɦɿɪɱɭɤ, ȼ. Ɇ. ɉɚɧɱɟɧɤɨ, ɋ. ȼ. Ɇɟɥɶɧɢɤ ɬɨɳɨ. Ɉɤɪɟɦɨ 
ɦɨɠɧɚ ɜɢɞɿɥɢɬɢ ɪɨɛɨɬɭ Ɉ. ȼ. ɉɨɩɨɜɢɱɚ, ɜ ɹɤɿɣ ɩɪɢɞɿɥɟɧɨ ɭɜɚɝɭ ɨɫɧɨɜɧɢɦ ɜɢɦɨɝɚɦ ɩɪɨɜɟ-
ɞɟɧɧɹ ɚɭɞɢɬɭ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ [1]. Ɉɞɧɚɤ ɩɢɬɚɧɧɹɦ ɪɿɡɧɨɝɨ ɪɨɞɭ ɫɢɫɬɟɦ ɩɿɞɬɪɢɦɤɢ 
ɚɭɞɢɬɭ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ ɩɪɢɫɜɹɱɟɧɚ ɧɟɞɨɫɬɚɬɧɹ ɭɜɚɝɚ ɭɤɪɚʀɧɫɶɤɢɯ ɧɚɭɤɨɜɰɿɜ. 

ȼɢɞɿɥɟɧɧɹ ɧɟɞɨɫɥɿɞɠɟɧɢɯ ɱɚɫɬɢɧ ɡɚɝɚɥɶɧɨʀ ɩɪɨɛɥɟɦɢ. ɇɟɡɜɚɠɚɸɱɢ ɧɚ ɱɢɫɥɟɧɧɿ 
ɞɨɫɥɿɞɠɟɧɧɹ ɜ ɧɚɩɪɹɦɤɭ ɡɚɯɢɫɬɭ ɿɧɮɨɪɦɚɰɿʀ, ɞɨɫɿ ɧɟ ɡɚɩɪɨɩɨɧɨɜɚɧɨ ɤɥɚɫɢɮɿɤɚɰɿʀ ɨɛ’єɤɬɿɜ 
ɞɨɫɥɿɞɠɟɧɧɹ ɩɿɞ ɱɚɫ ɚɭɞɢɬɭ ȱȻ ɩɿɞɩɪɢєɦɫɬɜɚ, ɚ ɬɚɤɨɠ ɧɟɞɨɫɬɚɬɧɶɨ ɩɪɨɚɧɚɥɿɡɨɜɚɧɨ ɫɚɦ 
ɩɪɨɰɟɫ ɚɭɞɢɬɭ. 

Ɇɟɬɚ ɫɬɚɬɬɿ. ȼɪɚɯɨɜɭɸɱɢ ɧɟɨɛɯɿɞɧɿɫɬɶ ɡɚɛɟɡɩɟɱɟɧɧɹ ɹɤɿɫɧɨɝɨ ɪɿɜɧɹ ɚɭɞɢɬɭ ɿɧɮɨɪɦɚ-
ɰɿɣɧɨʀ ɛɟɡɩɟɤɢ ɧɚ ɩɿɞɩɪɢєɦɫɬɜɿ ɬɚ ɜɚɠɥɢɜɿɫɬɶ ɜɢɛɨɪɭ ɧɟɨɛɯɿɞɧɨɝɨ ɿɧɫɬɪɭɦɟɧɬɭ ɫɟɪɟɞ ʀɯ 
ɜɟɥɢɤɨɝɨ ɪɿɡɧɨɦɚɧɿɬɬɹ, ɡɚ ɦɟɬɭ ɫɬɚɬɬɿ ɦɨɠɧɚ ɜɢɞɿɥɢɬɢ ɩɪɨɜɟɞɟɧɧɹ ɚɧɚɥɿɡɭ ɩɨɞɿɛɧɢɯ ɫɢɫ-
ɬɟɦ, ɹɤɢɣ ɩɟɪɟɞɛɚɱɚє ɪɨɡɝɥɹɞ ɬɟɯɧɿɱɧɢɯ ɨɫɨɛɥɢɜɨɫɬɟɣ, ɨɩɢɫ ɨɫɧɨɜɧɢɯ ɦɨɠɥɢɜɨɫɬɟɣ ɬɚ ʀɯ 
ɩɨɪɿɜɧɹɧɧɹ, ɚ ɬɚɤɨɠ ɮɨɪɦɭɜɚɧɧɹ ɛɚɡɨɜɨʀ ɤɥɚɫɢɮɿɤɚɰɿʀ ɫɢɫɬɟɦ ɩɿɞɬɪɢɦɤɢ ɚɭɞɢɬɭ. 

ȼɢɤɥɚɞ ɨɫɧɨɜɧɨɝɨ ɦɚɬɟɪɿɚɥɭ. ɇɚɣɛɿɥɶɲ ɩɨɜɧɨɝɨ ɚɧɚɥɿɡɭ ɡɚɫɥɭɝɨɜɭɸɬɶ ɤɨɦɩɥɟɤɫɧɿ 
ɩɪɨɝɪɚɦɢ ɬɚ ɫɢɫɬɟɦɢ, ɹɤɿ ɨɯɨɩɥɸɸɬɶ ɧɚɣɛɿɥɶɲɢɣ ɫɩɟɤɬɪ ɦɨɠɥɢɜɨɫɬɟɣ ɞɥɹ ɩɿɞɬɪɢɦɤɢ ɚɭ-
ɞɢɬɭ ȱȻ. Ȼɿɥɶɲ ɫɩɟɰɿɚɥɿɡɨɜɚɧɿ ɞɨɞɚɬɤɢ ɡɚɫɥɭɝɨɜɭɸɬɶ ɨɛ’єɦɭ ɞɨɫɥɿɞɠɟɧɧɹ ɜ ɡɚɥɟɠɧɨɫɬɿ ɜɿɞ 
ɪɟɚɥɿɡɨɜɚɧɨɝɨ ɿɧɫɬɪɭɦɟɧɬɚɪɿɸ ɬɚ ɞɨɰɿɥɶɧɨɫɬɿ ɜ ɦɟɠɚɯ ɚɭɞɢɬɭ ȱȻ. 

Ⱥɤɬɭɚɥɶɧɢɦ ɩɪɢɤɥɚɞɨɦ ɩɪɨɝɪɚɦɧɨ-ɚɩɚɪɚɬɧɨɝɨ ɤɨɦɩɥɟɤɫɭ, ɪɨɡɪɨɛɥɟɧɨɝɨ ɭ 2016 ɪɨɰɿ, 
є Fortinet Cyber Threat Assessment Program (CTAP) [2]. Ⱦɥɹ ɭɱɚɫɬɿ ɜ ɩɪɨɝɪɚɦɿ ɧɟɨɛɯɿɞɧɨ 
ɡɚɩɨɜɧɢɬɢ ɚɧɤɟɬɭ ɧɚ ɫɚɣɬɿ Fortinet. ɍ ɫɩɿɜɩɪɚɰɿ ɡ ɤɥɸɱɨɜɢɦɢ ɩɚɪɬɧɟɪɚɦɢ ɤɨɦɩɚɧɿɹ 
Fortinet ɧɚ ɬɟɪɦɿɧ ɞɨ ɫɟɦɢ ɞɧɿɜ ɜɫɬɚɧɨɜɥɸє ɜ ɦɟɠɚɯ ɤɨɪɩɨɪɚɬɢɜɧɨʀ ɦɟɪɟɠɿ ɡɚɦɨɜɧɢɤɚ 
ɦɿɠɦɟɪɟɠɟɜɢɣ ɟɤɪɚɧ, ɳɨ ɜɿɞɫɥɿɞɤɨɜɭє ɦɟɪɟɠɟɜɢɣ ɬɪɚɮɿɤ, ɩɨɤɚɡɧɢɤɢ ɩɪɨɞɭɤɬɢɜɧɨɫɬɿ, ɚɤ-
ɬɢɜɧɿɫɬɶ ɞɨɞɚɬɤɿɜ ɿ ɤɨɪɢɫɬɭɜɚɱɿɜ, ɩɨɞɿʀ ɛɟɡɩɟɤɢ, ɚ ɬɚɤɨɠ ɡɚɩɨɛɿɝɚє ɫɩɪɨɛɢ ɨɬɪɢɦɚɧɧɹ ɞɨ-
ɫɬɭɩɭ ɡɥɨɜɦɢɫɧɢɤɚɦɢ ɞɨ ɧɚɣɛɿɥɶɲ ɜɚɠɥɢɜɢɯ ɮɚɣɥɿɜ ɬɚ ɿɧɮɨɪɦɚɰɿʀ ɡ ɛɚɡ ɞɚɧɢɯ. ɉɪɨɰɟɫɨɪ 
FortiASIC ɧɚ ɩɥɚɬɮɨɪɦɿ FortiGate ɪɟɚɥɿɡɭє ɚɩɚɪɚɬɧɟ ɩɪɢɫɤɨɪɟɧɧɹ ɦɟɯɚɧɿɡɦɿɜ ɨɛɪɨɛɤɢ ɩɚ-
ɤɟɬɿɜ ɿ ɩɟɪɟɜɿɪɤɢ ɜɦɿɫɬɭ ɦɟɪɟɠɟɜɨɝɨ ɬɪɚɮɿɤɭ, ɬɚɤɢɯ ɹɤ ɚɧɬɢɜɿɪɭɫɧɢɣ ɡɚɯɢɫɬ, ɤɨɧɬɪɨɥɶ ɞɨ-
ɞɚɬɤɿɜ, ɫɢɫɬɟɦɚ ɡɚɩɨɛɿɝɚɧɧɹ ɜɬɨɪɝɧɟɧɶ (Intrusion Prevention System, IPS), ɦɟɠɫɟɬɟɜɨɟ 
ɟɤɪɚɧɭɜɚɧɧɹ [3]. FortiGate ɧɚɥɚɲɬɨɜɭєɬɶɫɹ ɜ ɦɟɪɟɠɿ ɡɚɦɨɜɧɢɤɚ, ɚɛɨ ɱɟɪɟɡ ɩɨɪɬ ɡɟɪɤɚɥɸ-
ɜɚɧɧɹ ɬɪɚɮɿɤɭ ɤɨɦɭɬɚɬɨɪɚ ɥɨɤɚɥɶɧɨʀ ɦɟɪɟɠɿ; ɩɪɢ ɰɶɨɦɭ ɧɟ ɩɨɪɭɲɭєɬɶɫɹ ɧɨɪɦɚɥɶɧɚ ɪɨ-
ɛɨɬɚ ɤɨɪɢɫɬɭɜɚɱɿɜ ɬɚ ɞɨɞɚɬɤɿɜ. 

Ɂɿɛɪɚɧɿ ɞɚɧɿ ɨɛɪɨɛɥɹɸɬɶɫɹ ɫɢɫɬɟɦɨɸ ɰɟɧɬɪɚɥɿɡɨɜɚɧɨɝɨ ɭɩɪɚɜɥɿɧɧɹ ɩɨɞɿɹɦɢ, ɹɤɚ ɪɨ-
ɡɝɨɪɧɭɬɚ ɧɚ ɫɟɪɜɟɪɚɯ ɤɨɦɩɚɧɿʀ. Ɉɬɪɢɦɚɧɚ ɿɧɮɨɪɦɚɰɿɹ ɜɢɤɨɪɢɫɬɨɜɭєɬɶɫɹ ɞɥɹ ɨɬɪɢɦɚɧɧɹ 
ɤɿɥɶɤɿɫɧɨʀ ɨɰɿɧɤɢ ɬɚ ɚɧɚɥɿɡɭ ɦɟɪɟɠɟɜɨɝɨ ɬɪɚɮɿɤɭ, ɜɿɞɨɛɪɚɠɟɧɧɹ ɜɿɞɨɦɨɫɬɟɣ ɩɪɨ ɜɬɨɪɝ-
ɧɟɧɧɹ, ɮɭɧɤɰɿɨɧɭɜɚɧɧɿ ɲɤɿɞɥɢɜɢɯ ɞɨɞɚɬɤɿɜ ɿ ɩɪɨɯɨɞɠɟɧɧɿ ɲɤɿɞɥɢɜɢɯ ɮɚɣɥɿɜ, ɹɤɿ ɦɨ-
ɠɭɬɶ ɫɬɚɧɨɜɢɬɢ ɪɢɡɢɤ ɞɥɹ ɦɟɪɟɠɿ ɡɚɦɨɜɧɢɤɚ. Ƚɥɢɛɨɤɢɣ ɚɧɚɥɿɡ ɦɨɠɥɢɜɢɯ ɡɚɝɪɨɡ ɫɩɢɪɚ-
єɬɶɫɹ ɧɚ ɞɨɫɜɿɞ ɞɨɫɥɿɞɧɢɰɶɤɢɯ ɝɪɭɩ ɤɨɦɩɚɧɿʀ. Ɂɚ ɪɟɡɭɥɶɬɚɬɚɦɢ ɚɧɚɥɿɡɭ ɡɚɦɨɜɧɢɤɭ 
ɧɚɞɚєɬɶɫɹ ɡɜɿɬ ɩɪɨ ɨɰɿɧɤɭ ɪɢɡɢɤɭ (CTAP Risk Assessment Report), ɳɨ ɦɿɫɬɢɬɶ ɪɟɤɨɦɟɧ-
ɞɚɰɿʀ ɳɨɞɨ ɭɫɭɧɟɧɧɹ ɜɪɚɡɥɢɜɨɫɬɟɣ ɦɟɪɟɠɿ, ɜɢɹɜɥɟɧɢɯ ɜ ɩɪɨɰɟɫɿ ɩɟɪɟɜɿɪɤɢ. Ɂɜɿɬ ɦɿɫɬɢɬɶ 
ɿɧɮɨɪɦɚɰɿɸ ɩɪɨ ɦɟɪɟɠɟɜɿ ɨɩɟɪɚɰɿʀ, ɞɨɞɚɬɤɢ ɜɿɞɞɚɥɟɧɨɝɨ ɞɨɫɬɭɩɭ, ɜɢɹɜɥɟɧɿ ɲɤɿɞɥɢɜɿ 
ɩɪɨɝɪɚɦɢ ɬɚ ɮɚɣɥɢ, ɡɚɛɥɨɤɨɜɚɧɢɯ ɚɬɚɤɚɯ, ɡɚɮɿɤɫɨɜɚɧɢɯ ɡɜɟɪɧɟɧɧɹɯ ɞɨ ɲɤɿɞɥɢɜɢɦ ɿ ɮɿ-
ɲɢɧɝɨɜɢɯ ɜɟɛ-ɫɚɣɬɿɜ, ɚ ɬɚɤɨɠ ɜɢɤɨɪɢɫɬɚɧɧɿ ɦɟɪɟɠɟɜɢɯ ɩɪɨɬɨɤɨɥɿɜ ɿ ɯɦɚɪɧɢɯ ɫɟɪɜɿɫɿɜ 
(SaaS ɿ IaaS) ɜ ɝɪɚɮɿɱɧɨɦɭ ɜɢɝɥɹɞɿ. 
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Ɂɜɿɬ ɪɨɡɛɢɬɢɣ ɧɚ ɤɿɥɶɤɚ ɪɨɡɞɿɥɿɜ. ȼɫɬɭɩɧɚ ɱɚɫɬɢɧɚ ɦɿɫɬɢɬɶ ɿɧɮɨɪɦɚɰɿɸ ɩɪɨ ɞɚɬɭ ɿ ɦɿ-
ɫɰɟ ɩɪɨɜɟɞɟɧɧɹ ɞɨɫɥɿɞɠɟɧɶ, ʀɯ ɬɪɢɜɚɥɨɫɬɿ, ɚ ɬɚɤɨɠ ɨɩɢɫ ɡɚɫɨɛɿɜ ɡɚɯɢɫɬɭ ɿɧɮɨɪɦɚɰɿʀ, ɳɨ 
ɡɚɫɬɨɫɨɜɭɸɬɶɫɹ ɦɿɠɦɟɪɟɠɟɜɢɦ ɟɤɪɚɧɨɦ. Ⱦɚɥɿ ɣɞɟ ɩɟɪɟɥɿɤ ɪɟɤɨɦɟɧɞɨɜɚɧɢɯ ɞɿɣ, ɳɨ ɞɨ-
ɡɜɨɥɹɸɬɶ ɩɿɞɜɢɳɢɬɢ ɛɟɡɩɟɤɭ ɤɨɧɤɪɟɬɧɨʀ ɦɟɪɟɠɿ, ɧɚɩɪɢɤɥɚɞ ɞɿʀ, ɫɩɪɹɦɨɜɚɧɿ ɧɚ ɩɨɫɢɥɟɧɧɹ 
ɤɨɧɬɪɨɥɸ ɡɚ ɧɟɞɨɜɿɪɟɧɢɦɢ ɞɨɞɚɬɤɚɦɢ, ɫɩɨɠɢɜɚɧɧɹɦ ɧɢɦɢ ɪɟɫɭɪɫɿɜ ɦɟɪɟɠɿ, ɬɚ ɡɚɩɨɛɿ-
ɝɚɧɧɹ ɨɛɯɨɞɭ ɩɨɥɿɬɢɤ ɛɟɡɩɟɤɢ. ȼɚɠɥɢɜɢɦ ɦɨɦɟɧɬɨɦ є ɨɩɢɫ ɡɚɫɨɛɿɜ ɡɚɯɢɫɬɭ ɿɧɮɨɪɦɚɰɿʀ, 
ɳɨ ɞɨɡɜɨɥɹɸɬɶ ɡɚɛɟɡɩɟɱɢɬɢ ɛɟɡɩɟɤɭ ɦɟɪɟɠɿ ɜɿɞ ɤɿɛɟɪɡɚɝɪɨɡ ɬɚ ɤɨɦɩɥɟɤɫɧɢɯ ɚɬɚɤ. Ɋɨɡɝɥɹ-
ɧɟɦɨ ɞɟɬɚɥɶɧɿɲɟ ɨɫɧɨɜɧɿ ɪɨɡɞɿɥɢ, ɧɚɜɟɞɟɧɿ ɜ ɡɜɿɬɿ CTAP: 

 ɪɨɡɞɿɥ «Ȼɟɡɩɟɤɚ ɬɚ ɡɚɩɨɛɿɝɚɧɧɹ ɡɚɝɪɨɡɚɦ» ɦɿɫɬɢɬɶ ɿɧɮɨɪɦɚɰɿɸ ɩɪɨ ɜɢɹɜɥɟɧɿ 
ɜɪɚɡɥɢɜɨɫɬɿ ɞɨɞɚɬɤɿɜ, ɹɤɿ ɦɨɠɧɚ ɜɢɤɨɪɢɫɬɨɜɭɜɚɬɢ ɞɥɹ ɩɪɨɜɟɞɟɧɧɹ ɤɿɛɟɪɚɬɚɤɢ, ɚ ɬɚɤɨɠ 
ɨɰɿɧɤɭ ɪɨɛɨɬɢ ɛɪɚɧɞɦɚɭɟɪɚ ɿ ɣɦɨɜɿɪɧɿɫɬɶ ɩɨɪɭɲɟɧɧɹ ɩɪɚɜɢɥ ɛɟɡɩɟɤɢ; 

 ɪɨɡɞɿɥ «Ⱥɤɬɢɜɧɿɫɬɶ ɤɨɪɢɫɬɭɜɚɱɿɜ» ɨɩɢɫɭє ɮɭɧɤɰɿɨɧɭɸɱɿ ɞɨɞɚɬɤɢ ɤɨɪɢɫɬɭɜɚɱɿɜ ɦɟ-
ɪɟɠɿ, ɫɨɰɿɚɥɶɧɿ ɦɟɪɟɠɿ, P2P, ɨɛɦɿɧ ɦɢɬɬєɜɢɦɢ ɩɨɜɿɞɨɦɥɟɧɧɹɦɢ; 

 ɪɨɡɞɿɥ «ɉɪɨɞɭɤɬɢɜɧɿɫɬɶ ɿ ɜɢɤɨɪɢɫɬɚɧɧɹ ɦɟɪɟɠɿ» ɧɚɜɨɞɢɬɶ ɿɧɮɨɪɦɚɰɿɸ ɩɪɨ ɬɟ, ɹɤ 
ɧɟɨɛɯɿɞɧɨ ɨɩɬɢɦɿɡɭɜɚɬɢ ɡɚɫɨɛɢ ɛɟɡɩɟɤɢ ɞɥɹ ɨɩɬɢɦɚɥɶɧɨʀ ɪɨɛɨɬɢ ɜ ɦɟɪɟɠɿ ɧɚ ɩɿɞɫɬɚɜɿ ɩɪɨ-
ɩɭɫɤɧɨʀ ɡɞɚɬɧɨɫɬɿ ɦɟɪɟɠɿ, ɩɿɤɨɜɢɯ ɧɚɜɚɧɬɚɠɟɧɶ, ɜɢɦɨɝɢ ɞɨ ɨɛɫɹɝɭ ɬɪɚɮɿɤɭ, ɬɟɫɬɚɯ ɦɨɧɿɬɨ-
ɪɢɧɝɭ ɬɚ ɩɪɨɞɭɤɬɢɜɧɨɫɬɿ; 

Ɂɚɝɚɥɨɦ, CTAP - ɰɟ ɟɮɟɤɬɢɜɧɢɣ, ɲɜɢɞɤɢɣ, ɬɚ ɛɟɡɤɨɲɬɨɜɧɢɣ ɫɩɨɫɿɛ ɨɰɿɧɢɬɢ ɪɿɜɟɧɶ 
ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ ɤɨɪɩɨɪɚɬɢɜɧɨʀ ɦɟɪɟɠɿ ɨɪɝɚɧɿɡɚɰɿʀ ɡɚ ɞɨɩɨɦɨɝɨɸ ɩɪɨɝɪɚɦɧɨ-
ɚɩɚɪɚɬɧɨɝɨ ɤɨɦɩɥɟɤɫɭ ɤɨɦɩɚɧɿʀ Fortinet. Ɍɚɤɢɣ ɡɨɜɧɿɲɧɿɣ ɚɭɞɢɬ ɞɨɡɜɨɥɹє ɜɢɡɧɚɱɢɬɢ, 
ɧɚɫɤɿɥɶɤɢ ɟɮɟɤɬɢɜɧɢɦ є ɩɨɬɨɱɧɢɣ ɡɚɯɢɫɬ ɤɨɪɩɨɪɚɬɢɜɧɨʀ ɦɟɪɟɠɿ ɿ ɹɤɿ ɡɚɝɪɨɡɢ ɡɚɥɢɲɚ-
ɸɬɶɫɹ ɧɟɩɨɦɿɱɟɧɢɦɢ. ɉɨɫɬɚɱɚɥɶɧɢɤ ɩɨɫɥɭɝɢ ɝɚɪɚɧɬɭє, ɳɨ ɩɪɢ ɪɟɚɥɿɡɚɰɿʀ ɪɟɤɨɦɟɧɞɨɜɚɧɢɯ 
ɜ ɡɜɿɬɿ CTAP ɡɚɯɨɞɿɜ ɿɧɮɨɪɦɚɰɿɣɧɚ ɛɟɡɩɟɤɚ ɨɪɝɚɧɿɡɚɰɿʀ ɧɚ ɪɿɜɧɿ ɦɟɪɟɠɿ ɛɭɞɟ ɜɿɞɩɨɜɿɞɚɬɢ 
ɤɪɚɳɢɦ ɫɜɿɬɨɜɢɦ ɩɪɚɤɬɢɤɚɦ. Ɇɚɸɱɢ ɦɨɠɥɢɜɿɫɬɶ ɩɪɨɜɟɫɬɢ ɝɥɢɛɨɤɢɣ ɚɧɚɥɿɡ ɿɫɧɭɸɱɢɯ ɚɛɨ 
ɦɨɠɥɢɜɢɯ ɡɚɝɪɨɡ, ɤɥɿєɧɬɢ ɨɬɪɢɦɭɸɬɶ ɱɿɬɤɭ ɨɰɿɧɤɭ ɪɢɡɢɤɿɜ ɞɥɹ ʀɯ ɤɨɧɤɪɟɬɧɨʀ ɦɟɪɟɠɟɜɨʀ 
ɿɧɮɪɚɫɬɪɭɤɬɭɪɢ ɬɚ ɞɿɡɧɚɸɬɶɫɹ, ɹɤɿ ɞɿʀ ɩɨɬɪɿɛɧɨ ɡɪɨɛɢɬɢ ɜ ɩɟɪɲɭ ɱɟɪɝɭ, ɳɨɛ ɡɧɢɡɢɬɢ ɪɢ-
ɡɢɤɢ ɣ ɡɚɯɢɫɬɢɬɢ ɤɪɢɬɢɱɧɨ ɜɚɠɥɢɜɿ ɚɤɬɢɜɢ. 

Ɉɫɨɛɥɢɜɨ ɜɚɠɥɢɜɢɦ є ɜɧɭɬɪɿɲɧɿɣ ɚɭɞɢɬ ȱȻ ɩɿɞɩɪɢєɦɫɬɜɚ, ɬɚɤ ɹɤ ɭ ɛɭɞɶ-ɹɤɨʀ ɤɨɦɩɚɧɿʀ 
є ɤɨɦɟɪɰɿɣɧɚ ɬɚєɦɧɢɰɹ - ɿɧɮɨɪɦɚɰɿɹ, ɹɤɚ, ɩɨɬɪɚɩɥɹɸɱɢ ɜ ɱɭɠɿ ɪɭɤɢ, ɩɨɡɛɚɜɥɹє ɤɨɦɩɚɧɿɸ 
ɩɟɪɟɜɚɝɢ ɧɚ ɪɢɧɤɭ ɚɛɨ ɜ ɫɜɨєɦɭ ɫɟɝɦɟɧɬɿ. Є ɤɿɥɶɤɚ ɨɫɧɨɜɧɢɯ ɜɢɞɿɜ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɚɤɬɢɜɿɜ, 
ɹɤɿ ɫɥɿɞ ɡɚɯɢɳɚɬɢ: ɰɟ ɜɥɚɫɧɟ ɿɧɮɨɪɦɚɰɿɹ, ɿɧɮɪɚɫɬɪɭɤɬɭɪɚ, ɩɟɪɫɨɧɚɥ, ɿɦɿɞɠ ɬɚ ɪɟɩɭɬɚɰɿɹ 
ɤɨɦɩɚɧɿʀ. ȼɿɞɩɨɜɿɞɧɨ, ɜɧɭɬɪɿɲɧɿ ɡɚɝɪɨɡɢ ȱȻ - ɰɟ ɦɨɠɥɢɜɿ ɞɿʀ ɫɩɿɜɪɨɛɿɬɧɢɤɿɜ ɡ ɿɧɮɨɪɦɚɰɿɣ-
ɧɢɦɢ ɚɤɬɢɜɚɦɢ, ɭɦɢɫɧɿ ɚɛɨ ɧɿ, ɹɤɿ ɦɨɠɭɬɶ ɦɚɬɢ ɧɟɝɚɬɢɜɧɿ ɧɚɫɥɿɞɤɢ ɞɥɹ ɤɨɦɩɚɧɿʀ. Ⱦɨ ɬɚɤɢɯ 
ɞɿɣ ɜɿɞɧɨɫɹɬɶɫɹ, ɧɚɩɪɢɤɥɚɞ, ɩɟɪɟɞɚɱɚ ɿɧɮɨɪɦɚɰɿʀ ɬɢɦ, ɜɿɞ ɤɨɝɨ ɯɨɬɿɥɨɫɹ ɛ ʀʀ ɩɪɢɯɨɜɚɬɢ, - 
ɡɥɨɜɦɢɫɧɢɤɚɦ ɚɛɨ ɤɨɧɤɭɪɟɧɬɚɦ, ɲɚɯɪɚɣɫɶɤɿ ɞɿʀ ɡ ɝɪɨɲɢɦɚ ɤɨɦɩɚɧɿʀ, ɚɛɨ ɪɟɚɥɿɡɚɰɿɹ ɬɨ-
ɜɚɪɭ ɜ ɫɜɨɸ ɤɨɪɢɫɬɶ. 

Ⱦɥɹ ɪɟɚɥɿɡɚɰɿʀ ɜɧɭɬɧɿɲɧɶɨɝɨ ɚɭɞɢɬɭ ɿɫɧɭɸɬɶ ɫɢɫɬɟɦɢ ɦɨɧɿɬɨɪɢɧɝɭ ɞɿɣ ɤɨɪɢɫɬɭɜɚɱɿɜ, 
ɧɚɩɪɢɤɥɚɞ StaffCop Enterprise - ɰɟ ɩɪɨɝɪɚɦɚ, ɹɤɚ ɞɨɡɜɨɥɹє ɤɨɧɬɪɨɥɸɜɚɬɢ ɿɧɮɨɪɦɚɰɿɣɧɢɣ 
ɨɛɦɿɧ ɬɚ ɫɬɚɧ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɪɟɫɭɪɫɿɜ [4]. Ɂ ʀʀ ɞɨɩɨɦɨɝɨɸ ɦɨɠɧɚ ɫɚɦɨɫɬɿɣɧɨ ɩɪɨɜɟɫɬɢ 
ɚɭɞɢɬ ɜɧɭɬɪɿɲɧɶɨʀ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ, ɨɬɪɢɦɚɬɢ ɫɬɚɬɢɫɬɢɤɭ ɜɪɚɡɥɢɜɨɫɬɟɣ, ɚ ɬɚɤɨɠ 
ɩɨɜɧɭ ɿɧɮɨɪɦɚɰɿɸ ɩɪɨ ɿɧɰɢɞɟɧɬɢ. ɋɢɫɬɟɦɚ ɞɨɡɜɨɥɹє ɨɬɪɢɦɚɬɢ ɧɚɣɪɿɡɧɨɦɚɧɿ ɞɚɧɿ ɬɚ ɩɪɟɞ-
ɫɬɚɜɢɬɢ ʀɯ ɭ ɜɢɝɥɹɞɿ, ɡɪɭɱɧɨɦɭ ɞɥɹ ɚɧɚɥɿɡɭ. StaffCop Enterprise ɦɚє ɤɥɿєɧɬ-ɫɟɪɜɟɪɧɭ ɚɪɯɿ-
ɬɟɤɬɭɪɭ, ɬɨɛɬɨ ɫɤɥɚɞɚєɬɶɫɹ ɡ ɫɟɪɜɟɪɧɨʀ ɱɚɫɬɢɧɢ, ɹɤɚ ɪɨɡɦɿɳɭєɬɶɫɹ ɭ ɤɥɿєɧɬɚ, ɬɚ ɩɪɨɝɪɚɦ-
ɚɝɟɧɬɿɜ, ɹɤɿ ɜɫɬɚɧɨɜɥɸɸɬɶɫɹ ɧɚ ɤɨɦɩ’ɸɬɟɪɚɯ ɤɨɪɢɫɬɭɜɚɱɿɜ ɿ ɡɛɢɪɚɸɬɶ ɿɧɮɨɪɦɚɰɿɸ ɩɪɨ 
ʀɯɧɿ ɞɿʀ. ȱɧɮɨɪɦɚɰɿɹ ɨɛɪɨɛɥɹєɬɶɫɹ ɜ ɫɟɪɜɟɪɧɿɣ ɱɚɫɬɢɧɿ. ɉɨɜɧɨɬɚ ɡɛɨɪɭ ɞɚɧɢɯ ɩɪɨ ɬɨɣ ɱɢ 
ɿɧɲɢɣ ɤɨɪɢɫɬɭɜɚɱɚ ɡɚɥɟɠɢɬɶ ɜɿɞ ɧɚɥɚɲɬɭɜɚɧɶ. 

ɉɿɞ ɧɟɨɛɯɿɞɧɿɫɬɶ ɧɚɥɚɲɬɭɜɚɧɧɹ ɫɢɫɬɟɦɢ, ɤɨɦɩɚɧɿɹ-ɪɨɡɪɨɛɧɢɤ ɩɪɨɩɨɧɭє ɤɥɿєɧɬɚɦ ɬɟɫɬ, 
ɹɤɢɣ ɦɨɠɧɚ ɡɚɩɨɜɧɢɬɢ ɩɢɫɶɦɨɜɨ ɚɛɨ ɜɿɞɩɨɜɿɫɬɢ ɧɚ ɩɢɬɚɧɧɹ ɭɫɧɨ. ɐɟ ɞɨɩɨɦɨɠɟ ɚɞɚɩɬɭɜɚɬɢ 
ɫɢɫɬɟɦɭ ɩɿɞ ɫɩɟɰɢɮɿɤɭ ɨɪɝɚɧɿɡɚɰɿʀ ɣ ɧɟɨɛɯɿɞɧɿ ɡɚɜɞɚɧɧɹ. ɉɿɫɥɹ ɪɨɡɝɨɪɬɚɧɧɹ ɩɪɨɝɪɚɦɢ ɬɚ ɩɪɨ-
ɜɟɞɟɧɧɹ ɧɚɥɚɲɬɭɜɚɧɶ ɫɢɫɬɟɦɚ ɩɨɱɢɧɚє ɡɛɢɪɚɬɢ ɿɧɮɨɪɦɚɰɿɸ. ɋɢɝɧɚɥɢ ɩɪɨ ɿɧɰɢɞɟɧɬɢ ɧɚɞɯɨ-
ɞɹɬɶ ɧɚ ɤɨɦɩ’ɸɬɟɪ ɜɿɞɩɨɜɿɞɚɥɶɧɨɝɨ ɫɩɿɜɪɨɛɿɬɧɢɤɚ ɚɛɨ ɤɟɪɿɜɧɢɤɚ ɧɟɝɚɣɧɨ, ɿɧɲɚ ɿɧɮɨɪɦɚɰɿɹ 
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ɮɨɪɦɭєɬɶɫɹ ɜ ɡɜɿɬɢ. ɉɪɢ ɧɟɨɛɯɿɞɧɨɫɬɿ ɦɨɠɧɚ ɫɮɨɪɦɭɜɚɬɢ ɡɜɿɬ ɛɭɞɶ-ɹɤɨʀ ɫɬɪɭɤɬɭɪɢ, ɜɢɤɨɪɢ-
ɫɬɨɜɭɸɱɢ ɡɿɛɪɚɧɭ ɿɧɮɨɪɦɚɰɿɸ. ȱɧɮɨɪɦɚɰɿɹ ɜ StaffCop Enterprise ɫɬɪɭɤɬɭɪɭєɬɶɫɹ ɡɚ ɬɪɶɨɦɚ 
ɨɫɧɨɜɧɢɦɢ ɧɚɩɪɹɦɤɚɦɢ: ȱȻ, ɨɛɥɿɤ ɪɨɛɨɱɨɝɨ ɱɚɫɭ ɬɚ ɚɞɦɿɧɿɫɬɪɭɜɚɧɧɹ ɪɨɛɨɱɢɯ ɦɿɫɰɶ. 

Ɏɭɧɤɰɿʀ ɦɨɧɿɬɨɪɢɧɝɭ ɬɚ ɛɥɨɤɭɜɚɧɶ StaffCop Enterprise ɪɟɚɥɿɡɭɸɬɶ ɩɪɟɜɟɧɬɢɜɧɭ ɮɭɧɤ-
ɰɿɸ ɡɚɯɢɫɬɭ ɿɧɮɨɪɦɚɰɿʀ, ɪɟɚɥɿɡɨɜɭɸɱɢ ɧɚɫɬɭɩɧɿ ɦɨɠɥɢɜɨɫɬɿ: 

 ɤɨɧɬɪɨɥɶ ɩɪɢɫɭɬɧɨɫɬɿ ɧɚ ɪɨɛɨɱɨɦɭ ɦɿɫɰɿ; 
 ɥɨɝɭɜɚɧɧɹ ɜɯɨɞɭ ɿ ɜɢɯɨɞɭ ɡ ɫɢɫɬɟɦɢ; 
 ɨɛɥɿɤ ɪɨɛɨɱɨɝɨ ɱɚɫɭ; 
 ɪɟєɫɬɪɚɰɿɹ ɜɫɿɯ ɨɩɟɪɚɰɿɣ ɡ ɮɚɣɥɚɦɢ; 
 ɫɬɜɨɪɟɧɧɹ ɬɿɧɶɨɜɢɯ ɤɨɩɿɣ ɮɚɣɥɿɜ, ɳɨ ɩɟɪɟɞɚɸɬɶɫɹ ɡɚ ɦɟɠɿ ɤɨɦɩɚɧɿʀ; 
 ɜɿɞɫɬɟɠɟɧɧɹ ɡɚɜɚɧɬɚɠɟɧɧɹ ɮɚɣɥɿɜ ɜ ɯɦɚɪɧɿ ɫɯɨɜɢɳɚ; 
 ɦɨɧɿɬɨɪɢɧɝ ɤɨɦɭɧɿɤɚɰɿɣ ɫɩɿɜɪɨɛɿɬɧɢɤɿɜ; 
 ɦɨɧɿɬɨɪɢɧɝ ɟɥɟɤɬɪɨɧɧɨʀ ɩɨɲɬɢ ɩɨ ɩɪɨɬɨɤɨɥɚɦ POP3, IMAP, SMTP; 
 ɩɟɪɟɯɨɩɥɟɧɧɹ ɥɢɫɬɿɜ ɿ ɜɤɥɚɞɟɧɶ ɱɟɪɟɡ ɜɟɛ-ɫɟɪɜɿɫɢ ɟɥɟɤɬɪɨɧɧɨʀ ɩɨɲɬɢ; 
 ɪɟєɫɬɪɚɰɿɹ ɥɢɫɬɭɜɚɧɧɹ ɜ ɿɧɬɟɪɧɟɬ-ɦɟɫɟɧɞɠɟɪɚɯ Skype, ICQ, Jabber; 
 ɪɟєɫɬɪɚɰɿɹ ɮɚɤɬɿɜ ɞɡɜɿɧɤɿɜ, ʀɯ ɬɪɢɜɚɥɨɫɬɿ ɿ ɚɪɯɿɜɚɰɿɹ SMS ɜ SIP-ɬɟɥɟɮɨɧɿʀ; 
 ɪɟєɫɬɪɚɰɿɹ ɩɿɞɤɥɸɱɟɧɶ ɬɚ ɛɥɨɤɭɜɚɧɧɹ USB-ɩɪɢɫɬɪɨʀɜ ɿɡ ɤɚɬɟɝɨɪɢɡɚɰɿєɸ ɡɚ ɤɥɚɫɚɦɢ 

ɩɪɢɫɬɪɨʀɜ; 
 ɨɛɦɟɠɟɧɧɹ ɡɚɩɢɫɭ ɧɚ USB ɪɟɠɢɦɨɦ «ɬɿɥɶɤɢ ɱɢɬɚɧɧɹ»; 
 ɦɨɧɿɬɨɪɢɧɝ ɬɚ ɛɥɨɤɭɜɚɧɧɹ ɦɟɪɟɠɟɜɨʀ ɚɤɬɢɜɧɨɫɬɿ; 
 ɮɚɤɬɢ ɜɿɞɜɿɞɭɜɚɧɧɹ ɜɟɛ-ɫɚɣɬɿɜ ɬɚ ɱɚɫ, ɩɪɨɜɟɞɟɧɢɣ ɧɚ ɧɢɯ; 
 ɪɟєɫɬɪɚɰɿɹ ɡɚɩɢɬɿɜ ɞɨ ɩɨɩɭɥɹɪɧɢɯ ɩɨɲɭɤɨɜɢɯ ɫɢɫɬɟɦ; 
 ɪɟєɫɬɪɚɰɿɹ ɜɫɿɯ ɦɟɪɟɠɟɜɢɯ ɩɿɞɤɥɸɱɟɧɶ (ɩɪɨɝɪɚɦɚ, ip-ɚɞɪɟɫɚ, ɩɨɪɬ); 
 ɮɚɤɬɢ ɜɫɬɚɧɨɜɥɟɧɧɹ ɬɚ ɜɢɞɚɥɟɧɧɹ ɞɨɞɚɬɤɿɜ; 
 ɛɥɨɤɭɜɚɧɧɹ ɡɚɩɭɫɤɭ ɞɨɞɚɬɤɿɜ ɩɨ ɫɩɢɫɤɚɦ ɞɨɫɬɭɩɭ; 
 ɚɭɞɿɨɜɿɡɭɚɥɶɧɢɣ ɦɨɧɿɬɨɪɢɧɝ ɫɩɿɜɪɨɛɿɬɧɢɤɿɜ ɬɚ ʀɯɧɿɯ ɤɨɦɩ’ɸɬɟɪɿɜ; 
 ɞɟɬɟɤɬɨɪ ɚɧɨɦɚɥɿɣ ɩɨɜɟɞɿɧɤɢ ɤɨɪɢɫɬɭɜɚɱɿɜ, ɫɢɫɬɟɦɚ ɫɩɨɜɿɳɟɧɧɹ ɩɪɨ ɿɧɰɢɞɟɧɬɢ ɬɚ 

ɿɧɲɿ ɦɨɠɥɢɜɨɫɬɿ [5]. 
ɋɢɫɬɟɦɚ StaffCop Enterprise ɛɭɥɚ ɪɨɡɪɨɛɥɟɧɚ ɡ ɭɪɚɯɭɜɚɧɧɹɦ ɡɚɩɢɬɿɜ ɜɧɭɬɪɿɲɧɛɨɝɨ ɚɭɞɢɬɭ 

ȱȻ, ɬɚ ɩɨɜɧɿɫɬɸ ɜɿɞɩɨɜɿɞɚє ɮɭɧɤɰɿɨɧɚɥɶɧɢɦ ɜɢɦɨɝɚɦ ɩɨ ɜɢɹɜɥɟɧɧɸ, ɚɧɚɥɿɡɭ ɿ ɪɨɡɫɥɿɞɭɜɚɧɧɹ 
ɿɧɰɢɞɟɧɬɿɜ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ. Ɉɫɨɛɥɢɜɿɫɬɸ ɫɢɫɬɟɦɢ є ɤɨɧɬɪɨɥɶ ɡ ɤɨɦɚɧɞɧɨɝɨ ɪɹɞɤɚ 
GNU / Linux, ɳɨ ɞɨɡɜɨɥɹє ɪɟєɫɬɪɭɜɚɬɢ ɜɫɿ ɞɿʀ ɚɞɦɿɧɿɫɬɪɚɬɨɪɿɜ ɧɚ ɪɨɛɨɱɢɯ ɫɬɚɧɰɿɹɯ ɿ ɫɟɪɜɟɪɚɯ 
ɡ ɜɫɬɚɧɨɜɥɟɧɢɦ ɚɝɟɧɬɨɦ StaffCop. Ɍɚɤɚ ɮɭɧɤɰɿɹ ɪɨɡɲɢɪɸє ɫɩɢɫɨɤ ɫɩɿɜɪɨɛɿɬɧɢɤɿɜ, ɹɤɿ ɦɨɠɭɬɶ 
ɩɟɪɟɛɭɜɚɬɢ ɩɿɞ ɧɚɝɥɹɞɨɦ. ɉɟɪɟɜɚɝɨɸ ɬɚɤɨɠ є ɦɨɠɥɢɜɿɫɬɶ ɩɟɪɟɝɥɹɞɭ ɤɚɪɬɤɢ ɫɩɿɜɪɨɛɿɬɧɢɤɚ, 
ɹɤɚ ɤɨɧɫɨɥɿɞɭє ɜɫɸ ɿɧɮɨɪɦɚɰɿɸ ɩɨ ɩɟɜɧɨɦɭ ɤɨɪɢɫɬɭɜɚɱɟɜɿ ɜ ɨɞɧɨɦɭ ɦɿɫɰɿ. 

Ɉɤɪɟɦɢɦ ɜɢɩɚɞɤɨɦ ɚɭɞɢɬɭ ȱȻ є ɬɟɫɬɭɜɚɧɧɹ ɧɚ ɩɪɨɧɢɤɧɟɧɧɹ, ɚɛɨ ɩɟɧɬɟɫɬɢɧɝ. ɉɟɧɬɟɫɬɢɧɝ 
ɞɨɡɜɨɥɹє ɜ ɞɨɫɢɬɶ ɤɨɪɨɬɤɿ ɬɟɪɦɿɧɢ ɨɛ’єɤɬɢɜɧɨ ɨɰɿɧɢɬɢ ɪɟɚɥɶɧɢɣ ɪɿɜɟɧɶ ɡɚɯɢɳɟɧɨɫɬɿ ɿɧɮɨɪ-
ɦɚɰɿɣɧɢɯ ɚɤɬɢɜɿɜ ɨɪɝɚɧɿɡɚɰɿʀ ɜ ɭɦɨɜɚɯ ɫɭɱɚɫɧɨɝɨ ɫɬɚɧɭ ɫɩɨɫɨɛɿɜ ɧɟɫɚɧɤɰɿɨɧɨɜɚɧɨɝɨ ɞɨɫɬɭɩɭ 
ɞɨ ɿɧɮɨɪɦɚɰɿʀ. Ƚɨɥɨɜɧɨɸ ɦɟɬɨɸ ɬɟɫɬɭɜɚɧɧɹ ɧɚ ɩɪɨɧɢɤɧɟɧɧɹ є ɜɢɹɜɥɟɧɧɹ ɜɪɚɡɥɢɜɨɫɬɟɣ, ɹɤɿ 
ɦɨɠɭɬɶ ɛɭɬɢ ɭɫɩɿɲɧɨ ɜɢɤɨɪɢɫɬɚɧɿ ɡɥɨɜɦɢɫɧɢɤɨɦ. Ɉɰɿɧɤɚ ɡɚɯɢɳɟɧɨɫɬɿ ɡɚɛɟɡɩɟɱɭєɬɶɫɹ ɲɥɹ-
ɯɨɦ ɦɨɞɟɥɸɜɚɧɧɹ ɚɬɚɤ ɩɨɬɟɧɰɿɣɧɢɯ ɡɥɨɜɦɢɫɧɢɤɿɜ ɚ ɬɚɤɨɠ ɩɨɲɭɤɨɦ ɜɪɚɡɥɢɜɨɫɬɟɣ ɫɢɫɬɟɦɢ 
ɡɚɯɢɫɬɭ ɡ ʀɯ ɩɨɞɚɥɶɲɨɸ ɟɤɫɩɥɭɚɬɚɰɿєɸ. ɍ ɩɨɪɿɜɧɹɧɧɿ ɡ ɬɪɚɞɢɰɿɣɧɢɦ ɚɭɞɢɬɨɦ ȱȻ, ɨɫɧɨɜɧɨɸ 
ɜɿɞɦɿɧɧɨɸ ɪɢɫɨɸ ɬɟɫɬɭ ɧɚ ɩɪɨɧɢɤɧɟɧɧɹ є: ɦɟɧɲɚ ɝɥɢɛɢɧɚ ɨɯɨɩɥɟɧɧɹ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɿɧɮɪɚ-
ɫɬɪɭɤɬɭɪɢ ɨɪɝɚɧɿɡɚɰɿʀ; ɜɟɥɢɤɚ ɞɟɬɚɥɿɡɚɰɿɹ ɡɧɚɣɞɟɧɢɯ ɜɪɚɡɥɢɜɨɫɬɟɣ; ɛɿɥɶɲ ɬɨɱɧɚ ɨɰɿɧɤɚ ɪɢɡɢ-
ɤɿɜ ȱȻ, ɡɚɫɧɨɜɚɧɚ ɧɚ ɪɟɡɭɥɶɬɚɬɚɯ ɪɟɚɥɿɡɚɰɿʀ ɡɧɚɣɞɟɧɢɯ ɜɪɚɡɥɢɜɨɫɬɟɣ; ɜɟɥɢɤɚ ɜɿɪɨɝɿɞɧɿɫɬɶ ɪɟ-
ɡɭɥɶɬɚɬɿɜ ɚɭɞɢɬɭ ɜ ɩɨɪɿɜɧɹɧɧɿ ɡ ɤɥɚɫɢɱɧɢɦɢ ɦɟɬɨɞɚɦɢ ɚɭɞɢɬɭ, ɬɚɤɢɦɢ ɹɤ ɡɚɩɨɜɧɟɧɧɹ ɚɧɤɟɬ 
ɚɛɨ ɨɩɢɬɭɜɚɧɧɹ ɫɩɿɜɪɨɛɿɬɧɢɤɿɜ. 

Ɍɟɫɬɭɜɚɧɧɹ ɧɚ ɩɪɨɧɢɤɧɟɧɧɹ ɞɨɡɜɨɥɹє ɡɞɿɣɫɧɢɬɢ ɨɰɿɧɤɭ ɛɿɥɶɲɨʀ ɤɿɥɶɤɨɫɬɿ ɩɪɨɰɟɫɿɜ ȱȻ, 
ɧɿɠ ɿɧɫɬɪɭɦɟɧɬɚɥɶɧɢɣ ɚɭɞɢɬ, ɬɚ ɦɨɠɟ ɛɭɬɢ ɪɟɚɥɿɡɨɜɚɧɨ ɡ ɞɨɩɨɦɨɝɨɸ ɪɿɡɧɨɦɚɧɿɬɧɢɯ ɩɪɨ-
ɝɪɚɦ, ɰɿɥɢɯ ɫɢɫɬɟɦ ɚɛɨ ɫɩɟɰɿɚɥɿɡɨɜɚɧɢɯ ɞɢɫɬɪɢɛɭɬɢɜɿɜ Ɉɋ (ɧɚɩɪɢɤɥɚɞ, Kali Linux). 
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ȼɢɫɧɨɜɤɢ ɜɿɞɩɨɜɿɞɧɨ ɞɨ ɫɬɚɬɬɿ. Ɉɬɠɟ, ɨɫɧɨɜɧɚ ɦɟɬɚ ɚɭɞɢɬɭ ȱȻ ɩɨɥɹɝɚє ɜ ɨɬɪɢɦɚɧɧɿ 
ɧɚɣɛɿɥɶɲ ɩɨɜɧɨʀ ɬɚ ɨɛ’єɤɬɢɜɧɨʀ ɨɰɿɧɤɢ ɡɚɯɢɳɟɧɨɫɬɿ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɫɢɫɬɟɦɢ, ɥɨɤɚɥɿɡɭɜɚɧɧɿ 
ɧɚɹɜɧɢɯ ɩɪɨɛɥɟɦ ɬɚ ɪɨɡɪɨɛɰɿ ɟɮɟɤɬɢɜɧɨʀ ɩɪɨɝɪɚɦɢ ɩɨɛɭɞɨɜɢ ɫɢɫɬɟɦɢ ɡɚɛɟɡɩɟɱɟɧɧɹ ȱȻ ɨɪ-
ɝɚɧɿɡɚɰɿʀ. Ⱦɨ ɨɫɧɨɜɧɢɯ ɡɚɞɚɱ ɚɭɞɢɬɭ, ɜɢɪɿɲɟɧɧɹ ɹɤɢɯ ɦɨɠɧɚ ɚɜɬɨɦɚɬɢɡɭɜɚɬɢ ɡ ɞɨɩɨɦɨɝɨɸ 
ɩɪɨɝɪɚɦɧɢɯ ɞɨɞɚɬɤɿɜ, ɜɿɞɧɨɫɹɬɫɹ ɫɚɦɟ ɡɚɞɚɱɿ ɪɟɚɥɿɡɚɰɿʀ ɤɨɦɩɨɧɟɧɬɿɜ ɫɢɫɬɟɦɢ ɭɩɪɚɜɥɿɧɧɹ 
ȱȻ. Ɍɚɤɨɠ ɭ ɦɟɠɚɯ ɚɭɞɢɬɭ ȱȻ ɚɛɨ ɨɤɪɟɦɢɦ ɩɪɨєɤɬɨɦ ɦɨɠɟ ɛɭɬɢ ɩɪɨɜɟɞɟɧɨ ɬɟɫɬɭɜɚɧɧɹ ɧɚ 
ɩɪɨɧɢɤɧɟɧɧɹ, ɚɛɨ ɩɟɧɬɟɫɬɢɧɝ, ɳɨ ɞɨɡɜɨɥɹє ɩɟɪɟɜɿɪɢɬɢ ɡɞɚɬɧɿɫɬɶ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɫɢɫɬɟɦɢ 
ɤɨɦɩɚɧɿʀ ɩɪɨɬɢɫɬɨɹɬɢ ɫɩɪɨɛɚɦ ɩɪɨɧɢɤɧɟɧɧɹ ɜ ɦɟɪɟɠɭ ɣ ɧɟɩɪɚɜɨɦɿɪɧɨɝɨ ɜɩɥɢɜɭ ɧɚ ɿɧɮɨɪ-
ɦɚɰɿɣɧɿ ɪɟɫɭɪɫɢ. Ȼɟɪɭɱɢ ɞɨ ɭɜɚɝɢ ɰɿɥɿ ɨɩɢɫɚɧɢɯ ɡɚɜɞɚɧɶ, ɦɨɠɧɚ ɜɢɞɢɥɿɬɢ ɬɚɤɭ ɤɥɚɫɢɮɿɤɚ-
ɰɿɸ ɨɛ’єɤɬɿɜ ɞɨɫɥɿɞɠɟɧɧɹ ɡ ɜɿɞɩɨɜɿɞɧɢɦɢ ɩɪɢɤɥɚɞɚɦɢ: 

 ɤɨɦɩɥɟɤɫɧɿ ɩɪɨɝɪɚɦɢ ɨɰɿɧɤɢ ɤɿɛɟɪɡɚɝɪɨɡ ɜ ɪɚɦɤɚɯ ɦɟɪɟɠɿ, ɹɤɿ ɧɚɞɚɸɬɶ ɡɜɿɬ ɩɪɨ ɫɬɚɧ 
ɤɨɪɩɨɪɚɬɢɜɧɨʀ ɦɟɪɟɠɿ, ɹɤɢɣ ɨɯɨɩɥɸє ɤɥɸɱɨɜɿ ɡɚɝɪɨɡɢ ȱȻ ɬɚ ɜɤɥɸɱɚє ɞɚɧɿ ɩɪɨ ɩɪɨɞɭɤɬɢ-
ɜɧɿɫɬɶ ɿ ɟɮɟɤɬɢɜɧɿɫɬɶ. ɉɨɞɿɛɧɿ ɫɢɫɬɟɦɢ ɞɨɡɜɨɥɹɸɬɶ ɜɢɡɧɚɱɢɬɢ ɩɨɬɟɧɰɿɣɧɨ ɜɪɚɡɥɢɜɿ ɦɿɫɰɹ 
ɿ ɫɤɨɪɢɝɭɜɚɬɢ ɩɨɥɿɬɢɤɭ ɛɟɡɩɟɤɢ ɨɪɝɚɧɿɡɚɰɿʀ ɞɨ ɧɚɫɬɚɧɧɹ ɿɧɰɢɞɟɧɬɿɜ ɛɟɡɩɟɤɢ (Fortinet 

Cyber Threat Assessment Program); 

 ɤɨɦɩɥɟɤɫɧɿ ɫɢɫɬɟɦɢ ɦɨɧɿɬɨɪɢɧɝɭ ɞɿɣ ɤɨɪɢɫɬɭɜɚɱɿɜ, ɹɤɿ ɞɨɡɜɨɥɹɸɬɶ ɩɪɨɜɟɫɬɢ ɜɧɭɬ-
ɪɿɲɧɿɣ ɚɭɞɢɬ ȱȻ, ɳɨ ɞɨɡɜɨɥɹє ɜɢɡɧɚɱɢɬɢ ɫɥɚɛɤɿ ɦɿɫɰɹ ɫɢɫɬɟɦɢ ɡɚɯɢɫɬɭ ɿɧɮɨɪɦɚɰɿʀ ɬɚ ɨɰɿ-
ɧɢɬɢ ɤɚɪɬɢɧɭ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɩɨɬɨɤɿɜ ɧɚ ɩɿɞɩɪɢєɦɫɬɜɿ (StaffCop Enterprice); 

 ɩɪɨɝɪɚɦɢ ɡɚɛɟɡɩɟɱɟɧɧɹ ɬɟɫɬɭɜɚɧɧɹ ɧɚ ɩɪɨɧɢɤɧɟɧɧɹ ɧɚ ɪɿɡɧɢɯ ɣɨɝɨ ɟɬɚɩɚɯ, ɬɚ ɦɟɪɟ-
ɠɟɜɿ ɫɤɚɧɟɪɢ ɛɟɡɩɟɤɢ, ɡɨɤɪɟɦɚ ɫɢɫɬɟɦɢ ɜɢɹɜɥɟɧɧɹ ɧɟɫɚɧɤɰɿɨɧɨɜɚɧɨɝɨ ɞɨɫɬɭɩɭ (Network 

Intrusion Detection System), ɹɤɿ ɜɢɤɨɪɢɫɬɨɜɭɸɬɶɫɹ ɞɥɹ ɮɿɤɫɚɰɿʀ ɲɤɿɞɥɢɜɨɝɨ ɬɪɚɮɿɤɭ 
(NMap, XSpider, Snort, Wireshark); 

 ɡɚɫɨɛɢ ɪɨɡɪɨɛɤɢ ɬɚ ɜɩɪɨɜɚɞɠɟɧɧɹ ɩɨɥɿɬɢɤ ɛɟɡɩɟɤɢ, ɹɤɿ ɞɨɡɜɨɥɹɸɬɶ ɩɪɨɜɨɞɢɬɢ ɪɨɡ-
ɪɨɛɤɭ ɩɨɥɿɬɢɤ ɧɚ ɨɫɧɨɜɿ ɝɨɬɨɜɢɯ ɲɚɛɥɨɧɿɜ, ɨɪɝɚɧɿɡɨɜɭɜɚɬɢ ɩɪɨɰɟɫɢ ɨɛɝɨɜɨɪɟɧɧɹ, ɪɨɡɩɨ-
ɜɫɸɞɠɟɧɧɹ ɬɚ ɩɭɛɥɿɤɚɰɿʀ ɩɨɥɿɬɢɤ ɛɟɡɩɟɤɢ, ɚ ɬɚɤɨɠ ɤɨɧɬɪɨɥɸɜɚɬɢ ɿɧɮɨɪɦɨɜɚɧɿɫɬɶ ɫɩɿɜɪɨ-
ɛɿɬɧɢɤɿɜ ɨɪɝɚɧɿɡɚɰɿʀ ɜ ɩɢɬɚɧɧɹɯ ȱȻ (RUSecure Security Online Support Evaluation); 

 ɩɪɨɝɪɚɦɧɿ ɡɚɫɨɛɢ ɞɥɹ ɚɧɚɥɿɡɭ ɪɢɡɢɤɿɜ ȱȻ, ɹɤɿ ɞɨɡɜɨɥɹɸɬɶ ɡɞɿɣɫɧɸɜɚɬɢ ɹɤ ɤɿɥɶɤɿɫɧɢɣ, 
ɬɚɤ ɿ ɹɤɿɫɧɢɣ ɚɧɚɥɿɡ ɪɢɡɢɤɿɜ, ɚ ɬɚɤɨɠ ɦɿɫɬɹɬɶ ɡɚɫɨɛɢ ɝɟɧɟɪɚɰɿʀ ɡɜɿɬɿɜ ɿ ɮɨɪɦɭɜɚɧɧɹ ɩɥɚɧɿɜ 
ɨɛɪɨɛɤɢ ɪɢɡɢɤɿɜ (RA2, MSAT, vsRisk). 
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ANALYSIS OF INFORMATION SECURITY AUDIT SUPPORT SYSTEMS 

Urgency of the research. In order to ensure the required level of information security at the enterprise it is necessary to regularly 

conduct security audits of information systems, so the analysis of this process is an urgent task in the field of cybersecurity. 

Target setting. Currently, there is no dedicated classification, as well as analysis of the parameters of such systems with 

their subsequent comparison. That is, there is no systematization of data on IS audit support systems, which should allow 

specialists to make a simpler and more balanced choice of tool for a comprehensive audit, or audit of the information system 

at a separate stage. 

Actual scientific researches and issues analysis. Work of many scientists is devoted to the study and systematization of 

information on the audit and management of information security incidents in Ukraine, but the issues of various types of infor-

mation security audit support systems have received insufficient attention from Ukrainian scientists. 

Uninvestigated parts of general matters defining. Despite numerous studies in the field of information security, the clas-

sification of research objects during the audit of the enterprise IS has not been proposed yet, and the audit process itself has 

not been sufficiently analyzed. 

The research objective. An urgent solution to these problems is the use of various software solutions that greatly facilitate 

a systematic audit of information security at most of its stages, thus saving enterprise resources. 

The statement of basic materials. The most complete analysis deserves comprehensive programs and systems that cover the 

widest range of opportunities to support IS audit. More specialized applications deserve research, depending on the tools and 

feasibility of the IS audit. Taking into account the objectives of the described tasks, the following classification of research objects 

can be highlighted with relevant examples: comprehensive cyber threat assessment programs within the network, which provide 

a report on the state of the corporate network, covering key IS threats and including performance and efficiency data. Such systems 

allow you to identify potential vulnerabilities and adjust the organization's security policy before security incidents (Fortinet Cyber 

Threat Assessment Program); comprehensive systems for monitoring user actions, which allow for internal audit of IS, which 

allows to identify weaknesses in the information security system and assess the picture of information flows in the enterprise 

(StaffCop Enterprice); intrusion testing programs and network security scanners, including the Network Intrusion Detection Sys-

tem, which are used to detect malicious traffic (NMap, XSpider, Snort, Wireshark); security policy development and implementa-

tion tools that allow policy development based on ready-made templates, organize processes of discussion, dissemination and 

publication of security policies, as well as control the awareness of employees of the organization in matters of IS (RUSecure 

Security Online Support Evaluation); software for IS risk analysis, which allows for both quantitative and qualitative risk analysis, 

as well as means for generating reports and forming risk treatment plans (RA2, MSAT, vsRisk). 

Conclusions. The main purpose of IS audit is to obtain the most complete and objective assessment of the security of the 

information system, localization of existing problems and development of an effective program for building an IS security 

system of the organization. The main tasks of the audit, the solution of which can be automated with the help of software 

applications, are the tasks of implementing the components of the IS management system. Penetration testing or pentesting can 

also be performed as part of an IS audit or a separate project, which allows to check the ability of the company's information 

system to resist attempts to penetrate the network and improper influence on information resources. 

Keywords: information security; information security audit; SMIB; IS incident management; pentesting; risk analysis; 

information protection. 
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