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ANALYSIS OF INFORMATION SECURITY AUDIT SUPPORT SYSTEMS 

Urgency of the research. In order to ensure the required level of information security at the enterprise it is necessary to regularly 

conduct security audits of information systems, so the analysis of this process is an urgent task in the field of cybersecurity. 

Target setting. Currently, there is no dedicated classification, as well as analysis of the parameters of such systems with 

their subsequent comparison. That is, there is no systematization of data on IS audit support systems, which should allow 

specialists to make a simpler and more balanced choice of tool for a comprehensive audit, or audit of the information system 

at a separate stage. 

Actual scientific researches and issues analysis. Work of many scientists is devoted to the study and systematization of 

information on the audit and management of information security incidents in Ukraine, but the issues of various types of infor-

mation security audit support systems have received insufficient attention from Ukrainian scientists. 

Uninvestigated parts of general matters defining. Despite numerous studies in the field of information security, the clas-

sification of research objects during the audit of the enterprise IS has not been proposed yet, and the audit process itself has 

not been sufficiently analyzed. 

The research objective. An urgent solution to these problems is the use of various software solutions that greatly facilitate 

a systematic audit of information security at most of its stages, thus saving enterprise resources. 

The statement of basic materials. The most complete analysis deserves comprehensive programs and systems that cover the 

widest range of opportunities to support IS audit. More specialized applications deserve research, depending on the tools and 

feasibility of the IS audit. Taking into account the objectives of the described tasks, the following classification of research objects 

can be highlighted with relevant examples: comprehensive cyber threat assessment programs within the network, which provide 

a report on the state of the corporate network, covering key IS threats and including performance and efficiency data. Such systems 

allow you to identify potential vulnerabilities and adjust the organization's security policy before security incidents (Fortinet Cyber 

Threat Assessment Program); comprehensive systems for monitoring user actions, which allow for internal audit of IS, which 

allows to identify weaknesses in the information security system and assess the picture of information flows in the enterprise 

(StaffCop Enterprice); intrusion testing programs and network security scanners, including the Network Intrusion Detection Sys-

tem, which are used to detect malicious traffic (NMap, XSpider, Snort, Wireshark); security policy development and implementa-

tion tools that allow policy development based on ready-made templates, organize processes of discussion, dissemination and 

publication of security policies, as well as control the awareness of employees of the organization in matters of IS (RUSecure 

Security Online Support Evaluation); software for IS risk analysis, which allows for both quantitative and qualitative risk analysis, 

as well as means for generating reports and forming risk treatment plans (RA2, MSAT, vsRisk). 

Conclusions. The main purpose of IS audit is to obtain the most complete and objective assessment of the security of the 

information system, localization of existing problems and development of an effective program for building an IS security 

system of the organization. The main tasks of the audit, the solution of which can be automated with the help of software 

applications, are the tasks of implementing the components of the IS management system. Penetration testing or pentesting can 

also be performed as part of an IS audit or a separate project, which allows to check the ability of the company's information 

system to resist attempts to penetrate the network and improper influence on information resources. 

Keywords: information security; information security audit; SMIB; IS incident management; pentesting; risk analysis; 

information protection. 
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