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Ɇɢɯɚɣɥɨ ɒɟɥɟɫɬ, ɘɥɿɹ Ɍɤɚɱ, ɋɟɪɝɿɣ ɋɟɦɟɧɞɹɣ, Ɇɚɪɢɧɚ ɋɢɧɟɧɤɨ, Ʌɟɫɹ ɑɟɪɧɢɲ 

ȾɈɋɅȱȾɀȿɇɇə ɋɌȱɃɄɈɋɌȱ ȺɅȽɈɊɂɌɆɍ ȺȼɌȿɇɌɂɎȱɄɈȼȺɇɈȽɈ 
ɒɂɎɊɍȼȺɇɇə ɇȺ ȻȺɁȱ SPONGE-ɎɍɇɄɐȱȲ 

Ⱥɤɬɭɚɥɶɧɿɫɬɶ ɬɟɦɢ ɞɨɫɥɿɞɠɟɧɶ. Ⱥɜɬɟɧɬɢɮɿɤɨɜɚɧɟ ɲɢɮɪɭɜɚɧɧɹ ɩɪɢɡɧɚɱɟɧɨ ɞɥɹ ɡɚɛɟɡɩɟɱɟɧɧɹ ɤɨɧɮɿɞɟɧɰɿɣɧɨ-
ɫɬɿ, ɤɨɧɬɪɨɥɸ ɰɿɥɿɫɧɨɫɬɿ ɬɚ ɞɨɫɬɨɜɿɪɧɨɫɬɿ ɞɚɧɢɯ. Ⱥɥɶɬɟɪɧɚɬɢɜɧɢɦ ɩɿɞɯɨɞɨɦ ɞɨ ɩɨɛɭɞɨɜɢ ɫɩɟɰɿɚɥɶɧɢɯ ɚɥɝɨɪɢɬɦɿɜ 
ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ є ɜɢɤɨɪɢɫɬɚɧɧɹ ɤɨɧɫɬɪɭɤɰɿɣ ɬɢɩɭ sponge. Ʉɨɧɫɬɪɭɤɰɿʀ sponge є ɜɿɞɧɨɫɧɨ ɧɨɜɢɦɢ 
ɤɪɢɩɬɨɝɪɚɮɿɱɧɢɦɢ ɩɪɢɦɿɬɢɜɚɦɢ. Ⱦɨɫɥɿɞɠɟɧɧɹ ɬɚ ɨɰɿɧɸɜɚɧɧɹ ɧɨɜɢɯ ɪɿɲɟɧɶ ɭ ɫɮɟɪɿ ɤɪɢɩɬɨɝɪɚɮɿʀ, ɡɨɤɪɟɦɚ ɚɥɝɨɪɢɬ-
ɦɿɜ ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ ɧɚ ɛɚɡɿ sponge-ɮɭɧɤɰɿɣ, ɡɚɜɠɞɢ є ɚɤɬɭɚɥɶɧɢɦɢ ɭ ɡɜ’ɹɡɤɭ ɡ ɦɨɠɥɢɜɢɦ ʀɯ ɡɚɫɬɨɫɭ-
ɜɚɧɧɹɦ ɞɥɹ ɡɚɞɚɱ ɛɟɡɩɟɤɢ ɫɭɱɚɫɧɨɝɨ ɤɿɛɟɪɩɪɨɫɬɨɪɭ. 

ɉɨɫɬɚɧɨɜɤɚ ɩɪɨɛɥɟɦɢ. ɉɟɪɟɞ ɩɪɚɤɬɢɱɧɢɦ ɜɩɪɨɜɚɞɠɟɧɿ ɧɨɜɨɝɨ ɦɟɬɨɞɭ ɚɛɨ ɡɚɫɨɛɭ ɤɪɢɩɬɨɝɪɚɮɿɱɧɨɝɨ ɡɚɯɢɫɬɭ ɿɧɮɨɪ-
ɦɚɰɿʀ ɧɟɨɛɯɿɞɧɨ ɩɪɨɜɟɞɟɧɧɹ ɣɨɝɨ ɪɟɬɟɥɶɧɨɝɨ ɞɨɫɥɿɞɠɟɧɧɹ, ɧɚɫɚɦɩɟɪɟɞ ɳɨɞɨ ɣɨɝɨ ɫɬɿɣɤɨɫɬɿ ɞɨ ɚɬɚɤ ɬɚ ɲɜɢɞɤɨɞɿʀ. 

Ⱥɧɚɥɿɡ ɨɫɬɚɧɧɿɯ ɞɨɫɥɿɞɠɟɧɶ ɿ ɩɭɛɥɿɤɚɰɿɣ. ȼɢɜɱɟɧɧɹ ɩɢɬɚɧɶ ɚɜɬɟɧɬɢɱɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ ɬɚ sponge-ɮɭɧɤɰɿɣ ɡɞɟ-
ɛɿɥɶɲɨɝɨ ɜɢɜɱɚɜɫɹ ɡɚɤɨɪɞɨɧɧɢɦɢ ɜɱɟɧɢɦɢ, ɡɨɤɪɟɦɚ, M. Ȼɟɥɥɚɪ, ɑ. ɇɚɦɩɪɟɦɩɪɟ, ȼ. Ƚɥɿɝɨɪ, ɉ. Ⱦɨɧɟɫɤɭ, Ƚ. Ȼɟɪɬɨɧɿ, 
Ⱦɠ. Ⱦɚєɦɟɧ, M. ɉɿɬɟɪɫ, ȼɚɧ Ⱥɲɱɟ Ƚ., Ɇ. Ȼɨɪɨɜɫɶɤɢɣ, ɋ. Ⱥɝɿєɜɢɱ, ȼ. Ɇɚɪɱɭɤ, Ⱥ. Ɇɚɫɥɨɜ, ȼ. ɋɟɦɟɧɨɜ. Ⱦɨɫɥɿɞɠɟɧɶ ɜɿɬ-
ɱɢɡɧɹɧɢɯ ɭɱɟɧɢɯ ɡ ɰɢɯ ɩɢɬɚɧɶ ɧɟɦɚє.  

ȼɢɞɿɥɟɧɧɹ ɧɟɞɨɫɥɿɞɠɟɧɢɯ ɱɚɫɬɢɧ ɡɚɝɚɥɶɧɨʀ ɩɪɨɛɥɟɦɢ. ɇɢɧɿ ɜ ɪɨɛɨɬɚɯ ɜɿɬɱɢɡɧɹɧɢɯ ɬɚ ɡɚɤɨɪɞɨɧɧɢɯ ɧɚɭɤɨɜɰɿɜ ɳɟ ɧɟ 
ɞɨɫɥɿɞɠɭɜɚɥɨɫɶ ɩɢɬɚɧɧɹ ɫɬɿɣɤɨɫɬɿ ɞɨ ɚɬɚɤ ɚɥɝɨɪɢɬɦɭ ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ, ɧɚ ɛɚɡɿ sponge-ɮɭɧɤɰɿʀ Bash-f. 

ɉɨɫɬɚɧɨɜɤɚ ɡɚɜɞɚɧɧɹ. Ⱦɨɫɥɿɞɢɬɢ ɫɬɿɣɤɿɫɬɶ ɡɚɩɪɨɩɨɧɨɜɚɧɨɝɨ ɚɥɝɨɪɢɬɦɭ ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ, ɚ 
ɫɚɦɟ, ɨɬɪɢɦɚɬɢ ɨɰɿɧɤɢ ɫɬɿɣɤɨɫɬɿ ɤɪɢɩɬɨɚɥɝɨɪɢɬɦɭ ɞɨ ɚɬɚɤ, ɫɩɪɹɦɨɜɚɧɢɯ ɧɚ ɪɨɡɲɢɮɪɭɜɚɧɧɹ ɲɢɮɪɬɟɤɫɬɭ (ɜɿɞɧɨɜ-
ɥɟɧɧɹ ɤɥɸɱɚ ɲɢɮɪɭɜɚɧɧɹ), ɬɚ ɚɬɚɤ, ɫɩɪɹɦɨɜɚɧɢɯ ɧɚ ɩɨɪɭɲɟɧɧɹ ɰɿɥɿɫɧɨɫɬɿ (ɩɿɞɪɨɛɤɢ ɿɦɿɬɨɜɫɬɚɜɤɢ).  

ȼɢɤɥɚɞ ɨɫɧɨɜɧɨɝɨ ɦɚɬɟɪɿɚɥɭ.  ȼɢɤɨɪɢɫɬɚɧɧɹ ɿɬɟɪɚɰɿɣɧɢɯ ɤɨɧɫɬɪɭɤɰɿɣ ɬɢɩɭ sponge є ɚɥɶɬɟɪɧɚɬɢɜɧɢɦ ɩɿɞɯɨɞɨɦ 
ɭ ɩɨɛɭɞɨɜɿ ɚɥɝɨɪɢɬɦɿɜ ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ. Ɉɫɧɨɜɧɢɦɢ ɩɚɪɚɦɟɬɪɚɦɢ, ɡɚ ɹɤɢɦɢ ɨɰɿɧɸɸɬɶ ɚɥɝɨɪɢɬɦ ɲɢ-
ɮɪɭɜɚɧɧɹ, ɡɚɡɜɢɱɚɣ, є ɣɨɝɨ ɫɬɿɣɤɿɫɬɶ ɞɨ ɚɬɚɤ, ɫɩɪɹɦɨɜɚɧɢɯ ɧɚ ɪɨɡɲɢɮɪɭɜɚɧɧɹ ɲɢɮɪɬɟɤɫɬɭ (ɜɿɞɧɨɜɥɟɧɧɹ ɤɥɸɱɚ ɲɢɮ-
ɪɭɜɚɧɧɹ), ɬɚ ɲɜɢɞɤɨɞɿɹ ɩɪɨɰɟɫɭ ɲɢɮɪɭɜɚɧɧɹ. ɍ ɜɢɩɚɞɤɭ ɡ ɚɥɝɨɪɢɬɦɨɦ ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ, ɞɨɞɚєɬɶɫɹ 
ɳɟ ɨɰɿɧɸɜɚɧɧɹ ɣɨɝɨ ɫɬɿɣɤɨɫɬɿ ɳɨɞɨ ɚɬɚɤ, ɫɩɪɹɦɨɜɚɧɢɯ ɧɚ ɩɨɪɭɲɟɧɧɹ ɰɿɥɿɫɧɨɫɬɿ (ɩɿɞɪɨɛɤɢ ɿɦɿɬɨɜɫɬɚɜɤɢ). Ɂɞɟɛɿɥɶ-
ɲɨɝɨ ɨɰɿɧɸɸɬɶ ɫɬɿɣɤɿɫɬɶ ɚɥɝɨɪɢɬɦɭ ɹɤ ɞɨ ɜɿɞɨɦɢɯ ɚɬɚɤ ɡɚɝɚɥɶɧɨɝɨ ɩɪɢɡɧɚɱɟɧɧɹ, ɧɚɩɪɢɤɥɚɞ, tradeoff-ɚɬɚɤɢ, ɬɚɤ ɿ ɞɨ 
ɛɚɡɨɜɢɯ ɚɬɚɤ, ɳɨ ɪɨɡɪɨɛɥɹɸɬɶɫɹ ɫɩɟɰɿɚɥɶɧɨ ɩɿɞ ɚɥɝɨɪɢɬɦ.  

ȼɢɜɱɟɧɚ ɫɬɿɣɤɿɫɬɶ ɚɥɝɨɪɢɬɦɭ ɳɨɞɨ ɪɿɡɧɢɯ ɜɢɞɿɜ tradeoff-ɚɬɚɤ. ɇɟɡɜɚɠɚɸɱɢ ɧɚ ɬɟ, ɳɨ ɨɛɱɢɫɥɸɜɚɥɶɧɚ ɫɤɥɚɞɧɿɫɬɶ 
tradeoff-ɚɬɚɤ ɦɟɧɲɟ, ɧɿɠ ɚɬɚɤɢ «ɛɪɭɬɚɥɶɧɨʀ ɫɢɥɢ», ɧɟɨɛɯɿɞɧɿ ɨɛ’єɦɢ ɩɚɦ’ɹɬɿ ɬɚ ɤɿɥɶɤɿɫɬɶ ɩɪɟɮɿɤɫɿɜ ɞɥɹ ɩɪɨɜɟɞɟɧɧɹ 
ɭɫɩɿɲɧɨʀ ɚɬɚɤɢ є ɞɨɫɬɚɬɧɶɨ ɜɟɥɢɤɢɦɢ. Ɍɨɦɭ ɣɨɝɨ ɡɚɫɬɨɫɭɜɚɧɧɹ ɧɚ ɩɪɚɤɬɢɰɿ є ɦɚɥɨɣɦɨɜɿɪɧɢɦ. 

ɋɬɿɣɤɿɫɬɶ ɚɥɝɨɪɢɬɦɭ ɛɭɥɚ ɪɨɡɝɥɹɧɭɬɚ ɜɿɞɩɨɜɿɞɧɨ ɞɨ ɧɚɫɬɭɩɧɢɯ ɛɚɡɨɜɢɯ ɚɬɚɤ: ɩɨɲɭɤ ɲɥɹɯɿɜ; ɡɧɚɯɨɞɠɟɧɧɹ ɰɢɤɥɿɜ; 
ɜɿɞɧɨɜɥɟɧɧɹ ɫɬɚɧɭ; ɜɧɭɬɪɿɲɧɹ ɤɨɥɿɡɿɹ. Ƀɦɨɜɿɪɧɿɫɬɶ ɭɫɩɿɯɭ ɛɚɡɨɜɢɯ ɚɬɚɤ ɡɚɞɚɸɬɶ ɨɰɿɧɤɢ ɡɜɟɪɯɭ ɧɚ ɫɬɿɣɤɿɫɬɶ sponge-

ɮɭɧɤɰɿʀ, ɦɿɧɿɦɚɥɶɧɟ ɱɢɫɥɨ ɡɜɟɪɧɟɧɶ ɞɨ F ɞɥɹ ɭɫɩɿɲɧɨʀ ɚɬɚɤɢ ɫɬɚɧɨɜɢɬɶ Ɉ(ʹ+ଶ). 

Ⱦɥɹ ɪɟɠɢɦɿɜ ɚɥɝɨɪɢɬɦɭ, ɳɨ ɡɚɥɟɠɢɬɶ ɜɿɞ ɤɥɸɱɚ, ɪɨɡɝɥɹɞɚɸɬɶɫɹ ɚɬɚɤɢ ‘ɩɪɨɝɧɨɡɭɜɚɧɧɹ ɝɚɦɢ’ ɬɚ ‘ɩɿɞɪɨɛɤɚ ɿɦɿ-
ɬɨɜɫɬɚɜɤɢ’. Ɉɱɿɤɭɜɚɧɟ ɱɢɫɥɨ ɡɜɟɪɧɟɧɶ ɞɨ F ɫɤɥɚɥɚ Ɉ(ʹ/ଶሻ, ɚ ɩɪɢ l≤c ɚɬɚɤɢ ɜɡɚɝɚɥɿ ɧɟ ɧɟɫɭɬɶ ɡɚɝɪɨɡɢ. 

ȼɢɫɧɨɜɤɢ ɜɿɞɩɨɜɿɞɧɨ ɞɨ ɫɬɚɬɬɿ. Ɉɬɪɢɦɚɧɿ ɪɟɡɭɥɶɬɚɬɢ ɳɨɞɨ ɫɬɿɣɤɨɫɬɿ ɚɥɝɨɪɢɬɦɭ ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢɮɪɭ-
ɜɚɧɧɹ ɹɤ ɞɨ ɭɧɿɜɟɪɫɚɥɶɧɨʀ tradeoff-ɚɬɚɤɢ, ɬɚɤ ɣ ɞɨ ɛɚɡɨɜɢɯ ɚɬɚɤ ɞɥɹ ɤɨɧɫɬɪɭɤɰɿɣ sponge ɩɿɞɬɜɟɪɞɠɭɸɬɶ, ɳɨ ɜɿɧ є 
ɫɬɿɣɤɢɦ. ȼɪɚɯɨɜɭɸɱɢ ɨɬɪɢɦɚɧɿ ɪɚɧɿɲɟ ɨɰɿɧɤɢ ɲɜɢɞɤɨɞɿʀ ɪɟɚɥɿɡɚɰɿʀ ɰɶɨɝɨ ɚɥɝɨɪɢɬɦɭ, ɦɨɠɧɚ ɫɬɜɟɪɞɠɭɜɚɬɢ, ɳɨ ɞɚɧɢɣ 
ɤɥɚɫ ɚɥɝɨɪɢɬɦɿɜ ɛɚɡɿ sponge-ɮɭɧɤɰɿʀ Bash-f ɦɨɠɟ ɛɭɬɢ ɩɟɪɫɩɟɤɬɢɜɧɢɦ ɞɥɹ ɜɢɤɨɪɢɫɬɚɧɧɹ ɩɪɢ ɫɬɜɨɪɟɧɿ ɡɚɯɢɳɟɧɨɝɨ 
ɤɿɛɟɪɩɪɨɫɬɨɪɭ.  

Ʉɥɸɱɨɜɿ ɫɥɨɜɚ: ɚɜɬɟɧɬɢɮɿɤɚɰɿɣɧɟ ɲɢɮɪɭɜɚɧɧɹ; sponge-ɮɭɧɤɰɿɹ; ɨɰɿɧɤɚ ɫɬɿɣɤɨɫɬɿ ɤɪɢɩɬɨɚɥɝɨɪɢɬɦɭ; tradeoff-
ɚɬɚɤɚ; ɛɚɡɨɜɿ ɚɬɚɤɢ ɧɚ ɤɨɧɫɬɪɭɤɰɿʀ sponge. 

Ɍɚɛɥ.: 2. Ȼɿɛɥ.: 10. 

Ⱥɤɬɭɚɥɶɧɿɫɬɶ ɬɟɦɢ ɞɨɫɥɿɞɠɟɧɧɹ. Ⱥɜɬɟɧɬɢɮɿɤɨɜɚɧɟ ɲɢɮɪɭɜɚɧɧɹ (ɰɟ ɤɨɥɢ ɩɪɨɜɨ-
ɞɢɬɶɫɹ ɨɞɧɨɱɚɫɧɟ ɜɢɤɨɧɚɧɧɹ ɮɭɧɤɰɿɣ ɲɢɮɪɭɜɚɧɧɹ ɬɚ ɿɦɿɬɨɡɚɯɢɫɬɭ) ɩɪɢɡɧɚɱɟɧɨ ɞɥɹ ɡɚɛɟɡ-
ɩɟɱɟɧɧɹ ɤɨɧɮɿɞɟɧɰɿɣɧɨɫɬɿ, ɤɨɧɬɪɨɥɸ ɰɿɥɿɫɧɨɫɬɿ ɬɚ ɞɨɫɬɨɜɿɪɧɨɫɬɿ ɞɚɧɢɯ [1-2]. ɋɬɨɪɨɧɢ, ɹɤɿ 
ɦɚɸɬɶ ɡɚɝɚɥɶɧɿ ɤɥɸɱɿ, ɦɨɠɭɬɶ ɨɪɝɚɧɿɡɭɜɚɬɢ ɧɟ ɬɿɥɶɤɢ ɲɢɮɪɨɜɚɧɢɣ ɨɛɦɿɧ ɩɨɜɿɞɨɦɥɟɧɧɹɦɢ, 
ɚɥɟ ɿ ɡɞɿɣɫɧɸɜɚɬɢ ɤɨɧɬɪɨɥɶ ɰɿɥɿɫɧɨɫɬɿ ɲɥɹɯɨɦ ɞɨɞɚɜɚɧɧɹ ɿɦɿɬɨɜɫɬɚɜɨɤ ɞɨ ɩɨɜɿɞɨɦɥɟɧɧɹ, 
ɳɨ ɞɨɡɜɨɥɹє ɩɟɪɟɤɨɧɭɜɚɬɢɫɹ ɜ ɩɪɢɣɨɦɿ ɞɨɫɬɨɜɿɪɧɨɝɨ ɩɨɜɿɞɨɦɥɟɧɧɹ. Ⱥɜɬɟɧɬɢɮɿɤɨɜɚɧɟ ɲɢ-
ɮɪɭɜɚɧɧɹ ɡɚɛɟɡɩɟɱɭє ɩɟɜɧɭ ɮɭɧɤɰɿɨɧɚɥɶɧɭ ɝɧɭɱɤɿɫɬɶ: ɤɥɸɱɿ ɦɨɠɭɬɶ ɨɧɨɜɥɸɜɚɬɢɫɹ ɜ ɩɪɨ-
ɰɟɫɿ ɨɛɪɨɛɤɢ ɞɚɧɢɯ; є ɦɨɠɥɢɜɿɫɬɶ ɲɢɮɪɭɜɚɬɢ ɬɿɥɶɤɢ ɨɤɪɟɦɿ ɱɚɫɬɢɧɢ ɩɨɜɿɞɨɦɥɟɧɧɹ ɚɛɨ ɱɟ-
ɪɟɞɭɜɚɬɢ ɲɢɮɪɨɜɚɧɿ ɬɚ ɜɿɞɤɪɢɬɿ ɩɨɜɿɞɨɦɥɟɧɧɹ; ɿɦɿɬɨɜɫɬɚɜɤɢ ɦɨɠɭɬɶ ɛɭɬɢ ɜɿɞɫɭɬɧɿ ɚɛɨ, 
ɧɚɜɩɚɤɢ, ɬɪɚɩɥɹɬɢɫɹ ɤɿɥɶɤɚ ɪɚɡɿɜ. ɉɟɪɟɜɚɠɧɨ ɚɥɝɨɪɢɬɦɢ ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ 
ɛɭɞɭɸɬɶ ɧɚ ɛɚɡɿ ɛɥɨɱɧɢɯ ɤɪɢɩɬɨɫɢɫɬɟɦ: ɞɟɹɤɿ ɡ ɧɢɯ ɫɢɦɭɥɸɸɬɶ ɤɥɚɫɢɱɧɢɣ ɩɿɞɯɿɞ, ɜɢɤɥɸ-
ɱɚɸɱɢ ɜɢɤɨɪɢɫɬɚɧɧɹ ɞɜɨɯ ɤɥɸɱɿɜ, ɿɧɲɿ – є ɨɪɢɝɿɧɚɥɶɧɢɦɢ ɤɨɧɫɬɪɭɤɰɿɹɦɢ. 

 ɒɟɥɟɫɬ Ɇ. Є., Ɍɤɚɱ ɘ. Ɇ., ɋɟɦɟɧɞɹɣ ɋ. Ɇ., ɋɢɧɟɧɤɨ Ɇ. Ⱥ., ɑɟɪɧɢɲ Ʌ. Ƚ., 2020 
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Ⱥɥɶɬɟɪɧɚɬɢɜɧɢɦ ɩɿɞɯɨɞɨɦ ɞɨ ɩɨɛɭɞɨɜɢ ɚɥɝɨɪɢɬɦɿɜ ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ є 
ɜɢɤɨɪɢɫɬɚɧɧɹ ɤɨɧɫɬɪɭɤɰɿɣ ɬɢɩɭ sponge [3-4]. Ʉɨɧɫɬɪɭɤɰɿʀ sponge є ɜɿɞɧɨɫɧɨ ɧɨɜɢɦɢ ɤɪɢɩɬɨ-
ɝɪɚɮɿɱɧɢɦɢ ɩɪɢɦɿɬɢɜɚɦɢ, ɹɤɿ ɦɨɠɭɬɶ ɛɭɬɢ ɜɢɤɨɪɢɫɬɚɧɿ ɞɥɹ ɩɨɛɭɞɨɜɢ ɪɿɡɧɨɦɚɧɿɬɧɢɯ ɤɪɢɩ-
ɬɨɝɪɚɮɿɱɧɢɯ ɚɥɝɨɪɢɬɦɿɜ. Sponge-ɮɭɧɤɰɿʀ ɧɚɥɟɠɚɬɶ ɞɨ LRX-ɤɥɚɫɭ ɤɪɢɩɬɨɝɪɚɮɿɱɧɢɯ ɩɟɪɟɬɜɨ-
ɪɟɧɶ ɿ ɦɨɠɭɬɶ ɟɮɟɤɬɢɜɧɨ ɡɚ ɲɜɢɞɤɿɫɬɸ ɪɟɚɥɿɡɭɜɚɬɢɫɹ ɧɚ ɩɪɨɝɪɚɦɨɜɚɧɢɯ ɥɨɝɿɱɧɢɯ 
ɿɧɬɟɝɪɚɥɶɧɢɯ ɫɯɟɦɚɯ, ɬɨɦɭ ɳɨ ɜ ɧɢɯ ɡɚɞɿɹɧɿ ɬɿɥɶɤɢ ɥɨɝɿɱɧɿ ɨɩɟɪɚɰɿʀ (L), ɰɢɤɥɿɱɧɿ ɡɪɭɲɟɧɧɹ 
(R) ɬɚ XOR (ɏ), ɳɨ є ɰɿɤɚɜɢɦ ɩɪɢ ɫɭɱɚɫɧɢɯ ɲɜɢɞɤɨɫɬɹɯ ɬɟɥɟɤɨɦɭɧɿɤɚɰɿɣ.  

ɍ ɪɨɛɨɬɿ [5] ɛɿɥɨɪɭɫɶɤɢɦɢ ɜɱɟɧɢɦɢ ɡɚɩɪɨɩɨɧɨɜɚɧɨ ɰɿɤɚɜɭ sponge-ɮɭɧɤɰɿɸ Bash-f. Ⱦɨ-
ɫɥɿɞɠɟɧɧɹ ɬɚ ɨɰɿɧɸɜɚɧɧɹ ɧɨɜɢɯ ɪɿɲɟɧɶ ɭ ɫɮɟɪɿ ɤɪɢɩɬɨɝɪɚɮɿʀ, ɡɨɤɪɟɦɚ ɚɥɝɨɪɢɬɦɿɜ ɚɜɬɟɧ-
ɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ ɧɚ ɛɚɡɿ sponge-ɮɭɧɤɰɿɣ, ɡɚɜɠɞɢ є ɚɤɬɭɚɥɶɧɢɦɢ ɭ ɡɜ’ɹɡɤɭ ɡ ɦɨ-
ɠɥɢɜɢɦ ʀɯ ɡɚɫɬɨɫɭɜɚɧɧɹɦ ɞɥɹ ɡɚɞɚɱ ɛɟɡɩɟɤɢ ɫɭɱɚɫɧɨɝɨ ɤɿɛɟɪɩɪɨɫɬɨɪɭ. 

ɉɨɫɬɚɧɨɜɤɚ ɩɪɨɛɥɟɦɢ. Ɇɟɬɨɞɢ ɬɚ ɡɚɫɨɛɢ ɤɪɢɩɬɨɝɪɚɮɿɱɧɨɝɨ ɡɚɯɢɫɬɭ ɿɧɮɨɪɦɚɰɿʀ ɩɨɫɿ-
ɞɚɸɬɶ ɜɚɠɥɢɜɟ ɦɿɫɰɟ ɜ ɫɢɫɬɟɦɿ ɡɚɛɟɡɩɟɱɟɧɧɹ ɛɟɡɩɟɤɢ ɤɿɛɟɪɩɪɨɫɬɨɪɭ. Ⱦɨ ɫɭɱɚɫɧɢɯ ɡɚɫɨɛɿɜ 
ɤɪɢɩɬɨɡɚɯɢɫɬɭ ɜɢɫɭɜɚɸɬɶ ɩɟɜɧɿ ɜɢɦɨɝɢ, ɩɟɪɟɞɭɫɿɦ ɨɛʉɪɭɧɬɨɜɚɧɭ ɫɬɿɣɤɿɫɬɶ ɬɚ ɲɜɢɞɤɨɞɿɸ, 
ɹɤɚ ɜɿɞɩɨɜɿɞɚє ɫɭɱɚɫɧɢɦ ɜɢɦɨɝɚɦ. ɍɫɿ ɧɨɜɿ ɪɿɲɟɧɧɹ ɭ ɫɮɟɪɿ ɤɪɢɩɬɨɝɪɚɮɿʀ, ɳɨ ɩɪɨɩɨɧɭ-
ɸɬɶɫɹ ɞɥɹ ɩɪɚɤɬɢɱɧɨɝɨ ɜɢɤɨɪɢɫɬɚɧɧɹ, ɩɨɜɢɧɧɿ ɩɪɨɣɬɢ ɜɿɞɩɨɜɿɞɧɿ ɞɨɫɥɿɞɠɟɧɧɹ. 

Ⱥɧɚɥɿɡ ɨɫɬɚɧɧɿɯ ɞɨɫɥɿɞɠɟɧɶ ɬɚ ɩɭɛɥɿɤɚɰɿɣ. Ɂɧɚɱɧɢɣ ɜɧɟɫɨɤ ɿɡ ɪɨɡɪɨɛɤɢ ɬɟɨɪɿʀ ɚɜɬɟɧ-
ɬɢɱɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ ɜɧɟɫɥɢ ɿɧɨɡɟɦɧɿ ɜɱɟɧɿ M. Ȼɟɥɥɚɪ, ɑ. ɇɚɦɩɪɟɦɩɪɟ, ȼ. Ƚɥɿɝɨɪ, ɉ. Ⱦɨ-
ɧɟɫɤɭ. ɉɢɬɚɧɧɹɦɢ ɳɨɞɨ sponge-ɮɭɧɤɰɿɣ ɳɿɥɶɧɨ ɡɚɣɦɚɸɬɶɫɹ ɡɚɤɨɪɞɨɧɧɿ ɜɱɟɧɿ Ƚ. Ȼɟɪɬɨɧɿ, 
Ⱦɠ. Ⱦɚєɦɟɧ, M. ɉɿɬɟɪɫ, ȼɚɧ Ⱥɲɱɟ Ƚ., Ɇ. Ȼɨɪɨɜɫɶɤɢɣ, ɋ. Ⱥɝɿєɜɢɱ, ȼ. Ɇɚɪɱɭɤ, Ⱥ. Ɇɚɫɥɨɜ, 

ȼ. ɋɟɦɟɧɨɜ. Ⱦɨɫɥɿɞɠɟɧɶ ɜɿɬɱɢɡɧɹɧɢɯ ɭɱɟɧɢɯ ɿɡ ɞɚɧɢɯ ɩɢɬɚɧɶ ɧɟɦɚє. ɍ ɪɨɛɨɬɚɯ Ⱦɠ. ɏɨɧɝɚ, 

ɉ. ɋɚɪɤɚɪɚ, Ɉ. Ⱦɭɧɤɟɥɦɚɧɚ, ɇ. Ʉɟɥɥɟɪɚ, Ⱥ. Ȼɿɪɸɤɨɜɚ, Ⱥ. ɒɚɦɿɪɚ, ɋ. Ȼɚɛɛɟɞɠɚ ɞɨɫɢɬɶ ɩɨ-
ɜɧɨ ɜɿɞɨɛɪɚɠɟɧɨ ɿɧɮɨɪɦɚɰɿɸ ɳɨɞɨ ɭɧɿɜɟɪɫɚɥɶɧɢɯ ɚɬɚɤ ɧɚ ɤɪɢɩɬɨɚɥɝɨɪɢɬɦɢ.  

ȼɢɞɿɥɟɧɧɹ ɧɟɞɨɫɥɿɞɠɟɧɢɯ ɱɚɫɬɢɧ ɡɚɝɚɥɶɧɨʀ ɩɪɨɛɥɟɦɢ. ɇɚ ɞɚɧɢɣ ɱɚɫ ɭ ɪɨɛɨɬɚɯ ɜɿ-
ɬɱɢɡɧɹɧɢɯ ɬɚ ɡɚɪɭɛɿɠɧɢɯ ɜɱɟɧɢɯ ɧɟ ɞɨɫɥɿɞɠɭɜɚɥɨɫɶ ɩɢɬɚɧɧɹ ɫɬɿɣɤɨɫɬɿ ɞɨ ɫɬɚɧɞɚɪɬɧɢɯ 
ɚɬɚɤ ɚɥɝɨɪɢɬɦɭ ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ, ɧɚ ɛɚɡɿ sponge-ɮɭɧɤɰɿʀ Bash-f. 

Ɇɟɬɚ ɫɬɚɬɬɿ. Ɇɟɬɨɸ ɫɬɚɬɬɿ є ɞɨɫɥɿɞɠɟɧɧɹ ɫɬɿɣɤɨɫɬɿ ɚɥɝɨɪɢɬɦɭ ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢ-
ɮɪɭɜɚɧɧɹ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ sponge-ɮɭɧɤɰɿʀ Bash-f, ɚ ɫɚɦɟ, ɨɬɪɢɦɚɧɧɹ ɨɰɿɧɤɢ ɫɬɿɣɤɨɫɬɿ ɤɪɢ-
ɩɬɨɚɥɝɨɪɢɬɦɭ ɞɨ ɚɬɚɤ, ɫɩɪɹɦɨɜɚɧɢɯ ɧɚ ɪɨɡɲɢɮɪɭɜɚɧɧɹ ɲɢɮɪɬɟɤɫɬɭ (ɜɿɞɧɨɜɥɟɧɧɹ ɤɥɸɱɚ 
ɲɢɮɪɭɜɚɧɧɹ), ɬɚ ɚɬɚɤ, ɫɩɪɹɦɨɜɚɧɢɯ ɧɚ ɩɨɪɭɲɟɧɧɹ ɰɿɥɿɫɧɨɫɬɿ (ɩɿɞɪɨɛɤɢ ɿɦɿɬɨɜɫɬɚɜɤɢ). 

ȼɢɤɥɚɞ ɨɫɧɨɜɧɨɝɨ ɦɚɬɟɪɿɚɥɭ. ȼɢɤɨɪɢɫɬɚɧɧɹ ɿɬɟɪɚɰɿɣɧɢɯ ɤɨɧɫɬɪɭɤɰɿɣ ɬɢɩɭ sponge є 
ɚɥɶɬɟɪɧɚɬɢɜɧɢɦ ɩɿɞɯɨɞɨɦ ɭ ɩɨɛɭɞɨɜɿ ɚɥɝɨɪɢɬɦɿɜ ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ. 
ȼ ʀɯ ɨɫɧɨɜɿ ɥɟɠɢɬɶ sponge-ɮɭɧɤɰɿɹ, ɹɤɚ ɜɢɡɧɚɱɚє ɫɤɥɚɞɧɟ ɛɿєɤɬɢɜɧɟ ɩɟɪɟɬɜɨɪɟɧɧɹ ɧɚɞ 
ɜɧɭɬɪɿɲɧɿɦ ɫɬɚɧɨɦ S∈{Ͳ,ͳ} ɤɨɧɫɬɪɭɤɰɿʀ. ɍ ɫɬɚɧɿ S ɜɢɞɿɥɹɸɬɶ ɞɜɿ ɱɚɫɬɢɧɢ ܵ∈{Ͳ,ͳ} та ܵ∈{Ͳ,ͳ}, ɬɚɤɿ ɳɨ b=r+c ɬɚ S=ܵ||ܵ. ɉɿɞɫɬɚɧ ܵ ɦɨɠɟ ɜɢɞɚɜɚɬɢɫɹ ɧɚɡɨɜɧɿ ɹɤ 
ɱɚɫɬɢɧɚ ɜɢɯɨɞɭ ɤɨɧɫɬɪɭɤɰɿʀ, ɚ ɩɿɞɫɬɚɧ ܵ  ɬɪɢɦɚєɬɶɫɹ ɜ ɫɟɤɪɟɬɿ ɿ ɧɚɡɨɜɧɿ ɧɟ ɜɢɞɚєɬɶɫɹ. Ɋɿɡɧɿ 
ɡɧɚɱɟɧɧɹ r  ɬɚ c ɜɢɡɧɚɱɚɸɬɶ ɤɨɦɩɪɨɦɿɫ ɦɿɠ ɲɜɢɞɤɿɫɬɸ ɨɛɪɨɛɤɢ ɞɚɧɢɯ ɿ ɫɬɿɣɤɿɫɬɸ sponge-

ɤɨɧɫɬɪɭɤɰɿʀ: ɡɛɿɥɶɲɟɧɧɹ r ɡ ɨɞɧɨɱɚɫɧɢɦ ɡɦɟɧɲɟɧɧɹɦ ɫ ɩɪɢɡɜɨɞɢɬɶ ɞɨ ɡɛɿɥɶɲɟɧɧɹ ɲɜɢɞ-
ɤɨɫɬɿ ɬɚ ɡɧɢɠɟɧɧɹ ɫɬɿɣɤɨɫɬɿ.  

ɍ ɪɨɛɨɬɿ [3] ɞɥɹ sponge-ɚɥɝɨɪɢɬɦɿɜ ɜ ɩɪɢɩɭɳɟɧɧɿ, ɳɨ ɤɥɸɱ K ɡɛɟɪɿɝɚєɬɶɫɹ ɜ ɬɚєɦɧɢɰɿ 
ɬɚ ɨɛɢɪɚєɬɶɫɹ ɜɢɩɚɞɤɨɜɨ ɬɚ ɣɦɨɜɿɪɧɨ ɡ ɦɧɨɠɢɧɢ {Ͳ,ͳ}|𝐾|, ɜɢɡɧɚɱɟɧɿ ɬɚɤɿ ɜɢɦɨɝɢ ɛɟɡɩɟɤɢ 
(ɞɟ A – ɜɿɞɤɪɢɬɿ ɞɚɧɿ/ɡɚɝɨɥɨɜɨɤ, C – ɲɢɮɪɬɟɤɫɬ, M – ɜɿɞɤɪɢɬɢɣ ɬɟɤɫɬ, T – ɿɦɿɬɨɜɫɬɚɜɤɚ): 

1. ɇɟɦɨɠɥɢɜɿɫɬɶ ɜɿɞɧɨɜɥɟɧɧɹ ɤɥɸɱɚ. Ƀɦɨɜɿɪɧɿɫɬɶ ɧɚɯɨɞɠɟɧɧɹ ɧɚɩɚɞɧɢɤɨɦ ɤɥɸɱɚ ɜ 

ɛɭɞɶ-ɹɤɿɣ ɚɬɚɰɿ, ɜ ɹɤɿɣ ɜɿɧ ɦɨɠɟ ɩɟɪɟɜɿɪɢɬɢ n ɤɥɸɱɿɜ, ɧɟ ɩɟɪɟɜɢɳɭє n· ʹ|𝐾|.  
2. ɇɟɦɨɠɥɢɜɿɫɬɶ ɩɿɞɪɨɛɤɢ ɿɦɿɬɨɜɫɬɚɜɤɢ. Ɂɚ ɭɦɨɜɢ ɧɟɦɨɠɥɢɜɨɫɬɿ ɜɿɞɧɨɜɥɟɧɧɹ ɤɥɸɱɚ 

ɣɦɨɜɿɪɧɿɫɬɶ ɭɫɩɿɲɧɨɝɨ ɜɢɡɧɚɱɟɧɧɹ ɧɚɩɚɞɧɢɤɨɦ ɿɦɿɬɨɜɫɬɚɜɤɢ ɞɥɹ ɛɭɞɶ-ɹɤɨʀ ɩɚɪɢ (A,M) 

ɞɨɪɿɜɧɸє ʹ−|ʡ|, ɧɚɜɿɬɶ ɤɨɥɢ ɧɚɩɚɞɧɢɤɭ ɜɿɞɨɦɢɣ ɲɢɮɪɬɟɤɫɬ ɋ, ɹɤɢɣ ɜɿɞɩɨɜɿɞɚє (A,M), ɬɚ 
ɜɢɯɨɞɢ (ܥ , ܶ) ɞɥɹ ɚɞɚɩɬɢɜɧɨ ɨɛɢɪɚєɦɢɯ ʀɦ ɜɯɨɞɿɜ (ܣ , ,ܣ) ), ɞɟܯ ,ܣ)≠(ܯ  .(ܯ
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3.  ɇɟɦɨɠɥɢɜɿɫɬɶ ɜɿɞɧɨɜɥɟɧɧɹ ɜɿɞɤɪɢɬɨɝɨ ɬɟɤɫɬɭ. Ⱦɥɹ ɧɚɩɚɞɧɢɤɚ ɧɚɣɛɿɥɶɲ ɟɮɟɤɬɢ-
ɜɧɢɦ ɦɟɬɨɞɨɦ ɨɬɪɢɦɚɬɢ ɛɭɞɶ-ɹɤɨʀ ɿɧɮɨɪɦɚɰɿʀ ɩɪɨ ܯ (ɡɚ ɜɢɧɹɬɤɨɦ ɿɧɮɨɪɦɚɰɿʀ ɳɨɞɨ ɞɨɜ-
ɠɢɧɢ) ɩɨ ɜɢɯɨɞɭ (ܥ, ܶ), ɜɿɞɩɨɜɿɞɧɨɦɭ ɜɯɨɞɭ (A,M), ɞɟ A ɨɛɢɪɚєɬɶɫɹ ɧɚɩɚɞɧɢɤɨɦ, ɚ M – 

ɧɟɜɿɞɨɦɨ, є ɜɿɞɧɨɜɥɟɧɧɹ ɤɥɸɱɚ, ɧɚɜɿɬɶ ɹɤɳɨ ɧɚɩɚɞɧɢɤɭ ɜɿɞɨɦɿ ɜɢɯɨɞɢ (ܥ, ܶ) ɞɥɹ ɚɞɚɩɬɢ-
ɜɧɨ ɨɛɢɪɚєɦɢɯ ʀɦ ɜɯɨɞɿɜ (ܣ,  .ܣ≠ܣ ), ɞɟܯ

ȼɿɞɡɧɚɱɢɦɨ, ɳɨ ɜɢɦɨɝɢ ɳɨɞɨ ɧɟɦɨɠɥɢɜɨɫɬɿ ɜɿɞɧɨɜɥɟɧɧɹ ɜɿɞɤɪɢɬɨɝɨ ɬɟɤɫɬɭ ɛɚɡɭєɬɶɫɹ 
ɧɚ ɬɨɦɭ, ɳɨ ɞɥɹ ɮɿɤɫɨɜɚɧɨɝɨ ɤɥɸɱɚ ɧɟ ɩɨɜɢɧɧɨ ɛɭɬɢ ɞɜɨɯ ɜɯɨɞɿɜ (A',M') ɬɚ (A'',M''), ɞɟ 
A'=A'' ɬɚ M'≠M''. ɍɧɿɤɚɥɶɧɿɫɬɶ ɜɿɞɤɪɢɬɢɯ ɞɚɧɢɯ ɞɥɹ ɬɨɝɨ ɠ ɫɚɦɨɝɨ ɤɥɸɱɚ є ɤɪɢɬɢɱɧɢɦ ɡ 
ɩɨɝɥɹɞɭ ɤɪɢɩɬɨɝɪɚɮɿɱɧɨʀ ɫɬɿɣɤɨɫɬɿ.  

Ɉɰɿɧɤɭ ɫɬɿɣɤɨɫɬɿ ɛɭɞɟɦɨ ɩɪɨɜɨɞɢɬɢ ɜ ɩɪɢɩɭɳɟɧɿ, ɳɨ ɛɚɡɨɜɟ ɩɟɪɟɬɜɨɪɟɧɧɹ F sponge-

ɮɭɧɤɰɿʀ Bash-f ɧɟ ɜɿɞɪɿɡɧɹєɬɶɫɹ ɜɿɞ ɜɢɩɚɞɤɨɜɨɝɨ. 
Ɉɫɧɨɜɧɢɦɢ ɩɚɪɚɦɟɬɪɚɦɢ, ɡɚ ɹɤɢɦɢ ɨɰɿɧɸɸɬɶ ɚɥɝɨɪɢɬɦ ɲɢɮɪɭɜɚɧɧɹ, ɡɚɡɜɢɱɚɣ, є ɣɨɝɨ 

ɫɬɿɣɤɿɫɬɶ ɞɨ ɚɬɚɤ, ɧɚɩɪɚɜɥɟɧɢɯ ɧɚ ɪɨɡɲɢɮɪɭɜɚɧɧɹ ɲɢɮɪɬɟɤɫɬɭ (ɜɿɞɧɨɜɥɟɧɧɹ ɤɥɸɱɚ ɲɢ-
ɮɪɭɜɚɧɧɹ), ɬɚ ɲɜɢɞɤɨɞɿɹ ɩɪɨɰɟɫɭ ɲɢɮɪɭɜɚɧɧɹ. ɍ ɜɢɩɚɞɤɭ ɡ ɚɥɝɨɪɢɬɦɨɦ ɚɜɬɟɧɬɢɮɿɤɨɜɚ-
ɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ ɞɨɞɚєɬɶɫɹ ɳɟ ɨɰɿɧɸɜɚɧɧɹ ɣɨɝɨ ɫɬɿɣɤɨɫɬɿ ɳɨɞɨ ɚɬɚɤ, ɧɚɩɪɚɜɥɟɧɢɣ ɧɚ 
ɩɨɪɭɲɟɧɧɹ ɰɿɥɿɫɧɨɫɬɿ (ɩɿɞɪɨɛɤɢ ɿɦɿɬɨɜɫɬɚɜɤɢ). 

Ɂɞɟɛɿɥɶɲɨɝɨ ɨɰɿɧɸɸɬɶ ɫɬɿɣɤɿɫɬɶ ɚɥɝɨɪɢɬɦɭ ɹɤ ɞɨ ɜɿɞɨɦɢɯ ɚɬɚɤ ɡɚɝɚɥɶɧɨɝɨ ɩɪɢɡɧɚ-
ɱɟɧɧɹ (ɧɚɩɪɢɤɥɚɞ, ɩɨɜɧɢɣ ɩɟɪɟɛɿɪ ɤɥɸɱɨɜɨɝɨ ɩɪɨɫɬɨɪɭ ɚɛɨ tradeoff-ɚɬɚɤɢ [6-8]), ɬɚɤ ɿ ɞɨ 
ɛɚɡɨɜɢɯ ɚɬɚɤ, ɳɨ ɪɨɡɪɨɛɥɹɸɬɶɫɹ ɫɩɟɰɿɚɥɶɧɨ ɩɿɞ ɚɥɝɨɪɢɬɦ.  

ɍɦɨɜɢ ɚɬɚɤɢ ɳɨɞɨ ɪɨɡɲɢɮɪɭɜɚɧɧɹ (ɜɿɞɧɨɜɥɟɧɧɹ ɤɥɸɱɭ ɲɢɮɪɭɜɚɧɧɹ) ɩɨɥɹɝɚɸɬɶ ɭ 
ɬɨɦɭ, ɳɨ ɧɚɩɚɞɧɢɤ ɩɨɜɢɧɟɧ ɜɿɞɪɿɡɧɢɬɢ ɜɢɩɚɞɤɨɜɭ ɜɯɿɞɧɭ ɩɨɫɥɿɞɨɜɧɿɫɬɶ ɜɿɞ ɡɚɲɢɮɪɨɜɚ-
ɧɨɝɨ ɧɚ ɫɟɤɪɟɬɧɨɦɭ ɤɥɸɱɿ ɬɟɤɫɬɭ, ɩɪɢ ɰɶɨɦɭ ɧɚɩɚɞɧɢɤ ɦɨɠɟ ɡɜɟɪɬɚɬɢɫɶ ɹɤ ɞɨ ɨɪɚɤɭɥɭ 
ɪɨɡɲɢɮɪɭɜɚɧɧɹ (ɧɚ ɜɯɿɞ ɨɪɚɤɭɥɚ ɡɚɛɨɪɨɧɟɧɨ ɩɨɞɚɜɚɬɢ ɜɯɿɞɧɭ ɩɨɫɥɿɞɨɜɧɿɫɬɶ, ɹɤɭ ɩɨɬɪɿ-
ɛɧɨ ɜɿɞɪɿɡɧɢɬɢ), ɬɚɤ ɿ ɞɨ sponge-ɮɭɧɤɰɿʀ.  

ɍɦɨɜɢ ɚɬɚɤɢ ɳɨɞɨ ɩɨɪɭɲɟɧɧɹ ɰɿɥɿɫɧɨɫɬɿ (ɩɿɞɪɨɛɤɢ ɿɦɿɬɨɜɫɬɚɜɤɢ) ɫɤɥɚɞɚɸɬɶɫɹ ɭ ɬɨɦɭ, 
ɳɨ ɧɚɩɚɞɧɢɤ ɩɨɜɢɧɟɧ ɩɿɞɪɨɛɢɬɢ ɿɦɿɬɨɜɫɬɚɜɤɭ ɡɚɞɚɧɨɝɨ ɜɯɿɞɧɨɝɨ ɩɨɜɿɞɨɦɥɟɧɧɸ, ɩɪɢ 
ɰɶɨɦɭ ɜɿɧ ɦɨɠɟ ɡɜɟɪɬɚɬɢɫɹ ɞɨ ɨɪɚɤɭɥɭ ɜɢɪɨɛɤɢ ɿɦɿɬɨɜɫɬɚɜɤɢ (ɩɨɬɪɿɛɧɨ ɩɨɞɚɜɚɬɢ ɧɚ ɜɯɿɞ 
ɜɢɯɿɞɧɟ ɩɨɜɿɞɨɦɥɟɧɧɹ) ɚɛɨ ɞɨ sponge-ɮɭɧɤɰɿʀ. 

Ⱦɥɹ ɨɰɿɧɸɜɚɧɧɹ ɫɬɿɣɤɨɫɬɿ ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ ɬɪɟɛɚ ɞɨɜɟɫɬɢ, ɳɨ ɧɚɩɚɞ-
ɧɢɤ ɧɟ ɦɚє ɫɭɬɬєɜɢɯ ɩɟɪɟɜɚɝ ɜ ɭɦɨɜɚɯ ɩɪɨɜɟɞɟɧɧɹ ɩɟɜɧɨʀ ɚɬɚɤɢ.  

ɍ ɜɢɩɚɞɤɭ, ɤɨɥɢ ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɟ ɲɢɮɪɭɜɚɧɧɹ ɜɢɤɨɪɢɫɬɨɜɭєɬɶɫɹ ɞɥɹ ɡɚɲɢɮɪɭɜɚɧɧɹ 
ɜɿɞɨɦɨɝɨ ɜɿɞɤɪɢɬɨɝɨ ɬɟɤɫɬɭ, ɬɨ ɜɨɧɨ ɦɨɠɟ ɪɨɡɝɥɹɞɚɬɢɫɹ ɹɤ ɩɨɬɨɱɧɢɣ ɚɥɝɨɪɢɬɦ, ɹɤɢɣ 
ɮɨɪɦɭє ɝɚɦɭ ɩɨ ɛɥɨɤɚɯ.  

Ɍradeoff-ɚɬɚɤɚ ɜɿɞɧɨɫɢɬɶɫɹ ɞɨ ɟɮɟɤɬɢɜɧɢɯ ɭɧɿɜɟɪɫɚɥɶɧɢɯ ɚɬɚɤ ɧɚ ɚɥɝɨɪɢɬɦɢ ɩɨɬɨɱɧɨɝɨ 
ɲɢɮɪɭɜɚɧɧɹ [9]. ɐɹ ɚɬɚɤɚ ɜɢɤɨɪɢɫɬɨɜɭєɬɶɫɹ ɞɥɹ ɨɛɟɪɧɟɧɧɹ ɨɞɧɨɫɬɨɪɨɧɧɶɨʀ ɮɭɧɤɰɿʀ, ɬɨɛɬɨ 
ɞɥɹ ɜɢɡɧɚɱɚɧɧɹ ɧɟɜɿɞɨɦɨɝɨ ɩɪɨɨɛɪɚɡɭ ɩɨ ɜɿɞɨɦɨɦɭ ɨɛɪɚɡɭ. Ɍɚɤɿ ɨɞɧɨɫɬɨɪɨɧɧɿ ɮɭɧɤɰɿʀ ɜɿ-
ɞɨɛɪɚɠɚɸɬɶ ɜɧɭɬɪɿɲɧɿɣ ɫɬɚɧ ɱɢ ɤɥɸɱ ɬɚ ɫɿɧɯɪɨɩɨɫɢɥɤɭ ɚɥɝɨɪɢɬɦɭ ɭ ɜɢɯɿɞɧɭ ɩɨɫɥɿɞɨɜ-
ɧɿɫɬɶ, ɹɤɚ ɧɚɡɢɜɚєɬɶɫɹ ɩɪɟɮɿɤɫɨɦ [6]. Ⱦɨɜɠɢɧɚ ɩɨɬɪɿɛɧɨɝɨ ɩɪɟɮɿɤɫɭ ɡɚɥɟɠɢɬɶ ɜɿɞ ɤɥɚɫɭ 
ɚɬɚɤɢ. əɤɳɨ ɚɬɚɤɚ ɧɚɩɪɚɜɥɟɧɚ ɧɚ ɜɿɞɧɨɜɥɟɧɧɹ ɜɧɭɬɪɿɲɧɶɨɝɨ ɫɬɚɧɭ, ɬɨ ɞɨɜɠɢɧɚ ɩɪɟɮɿɤɫɭ 
ɩɨɜɢɧɧɚ ɞɨɪɿɜɧɸɜɚɬɢ ɫɭɦɿ ɞɨɜɠɢɧ ɤɥɸɱɚ ɬɚ ɫɿɧɯɪɨɩɨɫɢɥɤɢ. ɉɪɟɮɿɤɫɢ, ɳɨ ɜɢɤɨɪɢɫɬɨɜɭ-
ɸɬɶɫɹ ɜ ɚɬɚɰɿ, ɦɨɠɭɬɶ ɜɿɞɩɨɜɿɞɚɬɢ ɬɨɦɭ ɫɚɦɨɦɭ ɤɥɸɱɭ ɱɢ ɪɿɡɧɢɦ ɤɥɸɱɚɦ. 

Ⱥɬɚɤɚ ɫɤɥɚɞɚєɬɶɫɹ ɡ ɞɜɨɯ ɟɬɚɩɿɜ [7]: 
1) ɟɬɚɩ ɩɨɩɟɪɟɞɧɿɯ ɨɛɱɢɫɥɟɧɶ, ɧɚ ɹɤɨɦɭ ɭ ɜɿɞɩɨɜɿɞɧɨɫɬɿ ɞɨ ɚɥɝɨɪɢɬɦɭ ɫɬɜɨɪɸɸɬɶɫɹ 

ɩɟɜɧɿ ɬɚɛɥɢɰɿ; 
2) ɟɬɚɩ ɪɟɚɥɶɧɨɝɨ ɱɚɫɭ (ɟɬɚɩ ɩɨɲɭɤɭ ɪɿɲɟɧɧɹ), ɧɚ ɹɤɨɦɭ ɜɿɞɫɬɟɠɭɸɬɶɫɹ ɜɢɯɿɞɧɿ ɩɪɟɮɿ-

ɤɫɢ ɬɚ ɜɿɞɧɨɜɥɸє ɜɧɭɬɪɿɲɧɿɣ ɫɬɚɧ ɱɢ ɤɥɸɱ ɩɨ ɬɚɛɥɢɰɹɯ, ɳɨ ɫɬɜɨɪɟɧɿ ɧɚ ɩɟɪɲɨɦɭ ɟɬɚɩɿ. 
Ɍradeoff-ɚɬɚɤɚ ɯɚɪɚɤɬɟɪɢɡɭєɬɶɫɹ ɧɚɫɬɭɩɧɢɦɢ ɩɚɪɚɦɟɬɪɚɦɢ [8]: 
– N – ɩɨɬɭɠɧɿɫɬɶ ɦɧɨɠɢɧɢ ɜɧɭɬɪɿɲɧɿɯ ɫɬɚɧɿɜ ɬɚ ɤɥɸɱɿɜ (ɩɨɬɭɠɧɿɫɬɶ ɩɪɨɫɬɨɪɭ ɩɨɲɭɤɭ); 
– P – ɨɛɱɢɫɥɸɜɚɥɶɧɚ ɫɤɥɚɞɧɿɫɬɶ ɟɬɚɩɭ ɩɨɩɟɪɟɞɧɿɯ ɨɛɱɢɫɥɟɧɶ; 
– M – ɪɨɡɦɿɪ ɩɚɦ’ɹɬɿ, ɧɟɨɛɯɿɞɧɢɣ ɞɥɹ ɡɛɟɪɿɝɚɧɧɹ ɩɨɩɟɪɟɞɧɶɨ ɨɛɱɢɫɥɟɧɢɯ ɬɚɛɥɢɰɶ; 
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– Ɍ – ɨɛɱɢɫɥɸɜɚɥɶɧɚ ɫɤɥɚɞɧɿɫɬɶ ɟɬɚɩɭ ɪɟɚɥɶɧɨɝɨ ɱɚɫɭ; 
– D – ɤɿɥɶɤɿɫɬɶ ɩɪɟɮɿɤɫɿɜ, ɧɟɨɛɯɿɞɧɢɯ ɞɥɹ ɩɪɨɜɟɞɟɧɧɹ ɚɬɚɤɢ; 
– π – ɿɦɨɜɿɪɧɿɫɬɶ ɭɫɩɿɯɭ ɚɬɚɤɢ. 
Ⱦɥɹ ɬɨɝɨ, ɳɨɛ ɚɬɚɤɚ ɛɭɥɚ ɭɫɩɿɲɧɨɸ, ɩɚɪɚɦɟɬɪɢ ɩɨɜɢɧɧɿ ɜɿɞɩɨɜɿɞɚɬɢ ɜɢɡɧɚɱɟɧɨɦɭ ɪɿ-

ɜɧɹɧɧɸ ɤɨɦɩɪɨɦɿɫɭ, ɹɤɟ ɡɚɥɟɠɢɬɶ ɜɿɞ ɤɥɚɫɭ ɚɬɚɤɢ. Ɂɚɡɜɢɱɚɣ ɪɨɡɝɥɹɞɚɸɬɶ ɪɿɲɟɧɧɹ ɞɥɹ 
ɪɿɜɧɹɧɧɹ ɤɨɦɩɪɨɦɿɫɭ ɡ ɣɦɨɜɿɪɧɿɫɬɸ ɭɫɩɿɯɭ ɚɬɚɤɢ π = 0,63.  

ɉɪɨɜɟɞɟɦɨ ɚɧɚɥɿɡ ɫɬɿɣɤɨɫɬɿ ɚɥɝɨɪɢɬɦɭ ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ ɞɨ ɧɚɣɛɿɥɶɲ 
ɟɮɟɤɬɢɜɧɢɯ tradeoff-ɚɬɚɤ.  

Ɇɟɬɨɸ ɚɬɚɤɢ є ɜɢɡɧɚɱɟɧɧɹ ɬɚєɦɧɨɝɨ ɤɥɸɱɚ Ʉ∈{Ͳ,ͳ}, ɞɟ l∈{128,256} – ɪɿɜɟɧɶ ɫɬɿɣɤɨ-
ɫɬɿ. Ȼɭɞɟɦ ɪɚɯɭɜɚɬɢ, ɳɨ ɩɪɨɜɨɞɢɬɶɫɹ ɚɬɚɤɚ ɧɚ ɚɥɝɨɪɢɬɦ ɲɢɮɪɭɜɚɧɧɹ ɩɪɢ ɜɿɞɨɦɨɦɭ ɜɿɞɤ-
ɪɢɬɨɦɭ ɬɟɤɫɬɿ (ɬɨɛɬɨ ɩɪɢ ɜɿɞɨɦɿɣ ɝɚɦɿ). ɍ ɬɚɤɨɦɭ ɜɢɩɚɞɤɭ ɧɚɩɚɞɧɢɤɭ ɛɭɞɟ ɧɟɜɿɞɨɦɚ 
ɬɿɥɶɤɢ ɱɚɫɬɢɧɚ S[1571-2l…)∈ {Ͳ,ͳ}ଶ−଼ ɜɧɭɬɪɿɲɧɶɨɝɨ ɫɬɚɧɭ S∈{Ͳ,ͳ}ଵହଷ. ɍ ɜɢɩɚɞɤɭ ɭɫɩɿ-
ɲɧɨɝɨ ɜɿɞɧɨɜɥɟɧɿ ɡɧɚɱɟɧɧɹ ɜɧɭɬɪɿɲɧɶɨɝɨ ɫɬɚɧɭ S ɭ ɞɟɹɤɢɣ ɦɨɦɟɧɬ ɱɚɫɭ t, ɥɟɝɤɨ ɦɨɠɧɚ 
ɨɬɪɢɦɚɬɢ ɡɧɚɱɟɧɧɹ ɜɧɭɬɪɿɲɧɶɨɝɨ ɫɬɚɧɭ, ɹɤɢɣ ɦɚɜ ɦɿɫɰɟ ɨɞɪɚɡɭ ɠ ɩɿɫɥɹ ɡɚɝɪɭɡɤɢ ɤɥɸɱɚ 
ɬɚ ɫɿɧɯɪɨɩɨɫɢɥɤɢ, ɚ ɬɚɤɨɠ ɛɟɡɩɨɫɟɪɟɞɧɶɨ ɫɚɦ ɤɥɸɱ. 

ɍ ɪɨɛɨɬɿ [9] ɪɨɡɝɥɹɧɭɬɨ BG-ɚɬɚɤɭ, ɨɫɧɨɜɚɧɭ ɧɚ ɩɚɪɚɞɨɤɫɿ ɞɧɿɜ ɧɚɪɨɞɠɟɧɧɹ ɬɚ ɧɚɩɪɚɜ-
ɥɟɧɭ ɧɚ ɜɿɞɧɨɜɥɟɧɧɹ ɩɨɱɚɬɤɨɜɨɝɨ ɫɬɚɧɭ. Ɋɿɜɧɹɧɧɹ ɤɨɦɩɪɨɦɿɫɭ BG-ɚɬɚɤɢ ɦɚє ɜɢɞ: ɌM=N, 

ɞɟ M=D, P=M=N/D, N – ɩɨɬɭɠɧɿɫɬɶ ɦɧɨɠɢɧɢ ɫɬɚɧɿɜ. Ɉɞɧɢɦ ɡ ɦɨɠɥɢɜɢɯ ɪɿɲɟɧɶ ɪɿɜɧɹɧɧɹ 
є Ɍ=M=D=P=ܰଵ/ଶ. 

ɍ ɪɨɛɨɬɿ [10] ɡɚɩɪɨɩɨɧɨɜɚɧɚ ɦɨɞɢɮɿɤɚɰɿɹ ɤɥɚɫɢɱɧɨʀ tradeoff-ɚɬɚɤɢ (ɩɨɡɧɚɱɢɦɨ ʀʀ ɹɤ 
BS-ɚɬɚɤɚ). Ⱦɚɧɚ ɚɬɚɤɚ ɧɚɩɪɚɜɥɟɧɚ ɧɚ ɜɿɞɧɨɜɥɟɧɧɹ ɩɨɱɚɬɤɨɜɨɝɨ ɫɬɚɧɭ ɚɥɝɨɪɢɬɦɭ. Ɋɿɜɧɹɧɧɹ 
ɤɨɦɩɪɨɦɿɫɭ BS-ɚɬɚɤɢ ɦɚє ɜɢɞ: ܶ · ଶܯ · ଶܦ = ܰଶ, ɞɟ P=ܰ/ܦ, ͳ  ଶܦ  ܶ, ܰ – ɩɨɬɭɠɧɿɫɬɶ 
ɦɧɨɠɢɧɢ ɤɥɸɱɿɜ. Ɉɞɧɢɦ ɡ ɦɨɠɥɢɜɢɯ ɪɿɲɟɧɶ ɞɥɹ ɞɚɧɨɝɨ ɪɿɜɧɹɧɧɹ є  

Ɍ=M=ܰଵ/ଶ, D=ܰଵ/ସ, P=ܰଷ/ସ. 

Ⱥɬɚɤɢ BG ɬɚ BS ɧɚɩɪɚɜɥɟɧɿ ɧɚ ɜɿɞɧɨɜɥɟɧɧɹ ɜɧɭɬɪɿɲɧɶɨɝɨ ɫɬɚɧɭ. ɍ ɜɢɩɚɞɤɭ, ɤɨɥɢ ɫɭɦɚ 
ɞɨɜɠɢɧ ɤɥɸɱɚ ɬɚ ɫɿɧɯɪɨɩɨɫɢɥɤɢ ɦɟɧɲɟ ɧɿɠ ɪɨɡɦɿɪ ɜɧɭɬɪɿɲɧɶɨɝɨ ɫɬɚɧɭ, ɡɚɫɬɨɫɨɜɭɸɬɶɫɹ 
ɛɿɥɶɲ ɟɮɟɤɬɢɜɧɿ ɦɨɞɢɮɿɤɚɰɿʀ ɬɚɤɢɯ ɚɬɚɤ. ɇɚɩɪɢɤɥɚɞ, ɭ ɪɨɛɨɬɿ [6] ɡɚɩɪɨɩɨɧɨɜɚɧɨ ɦɨɞɢɮɿ-
ɤɚɰɿʀ ɚɬɚɤ BG ɬɚ BS, ɳɨ ɧɚɩɪɚɜɥɟɧɿ ɧɚ ɜɿɞɧɨɜɥɟɧɧɹ ɤɥɸɱɚ ɩɨ ɩɪɟɮɿɤɫɚɦ, ɨɬɪɢɦɚɧɢɯ ɧɚ 
ɨɞɧɨɦɭ ɤɥɸɱɿ, ɧɨ ɧɚ ɪɿɡɧɢɯ ɫɿɧɯɪɨɩɨɫɢɥɤɚɯ (ɞɚɧɿ ɚɬɚɤɢ ɩɨɡɧɚɱɢɦɨ ɱɟɪɟɡ HBG ɢ HBS, 

ɜɿɞɩɨɜɿɞɧɨ). ɉɪɢ ɞɨɜɠɢɧɢ ɤɥɸɱɚ k, ɞɨɜɠɢɧɿ ɫɿɧɯɪɨɩɨɫɢɥɤɢ Ȟ ɬɚ ɩɨɬɭɠɧɨɫɬɿ ɦɧɨɠɢɧɢ 
ɤɥɸɱɿɜ N ɪɿɲɟɧɧɹɦɢ ɞɥɹ ɞɚɧɢɯ ɦɨɞɢɮɿɤɚɰɿɣ є: 

– (P, D, M, T) = (ܰଵ/ଶ, ܰଵ/ଶ, ܰଵ/ଶ, ܰଵ/ଶ), ɞɟ ܲ = ʹሺ+𝜈ሻ/ଶ < ʹ ɞɥɹ  k >Ȟ; 

– (P, D, M, T) = (ܰଶ/ଷ, ܰଵ/ଷ, ܰଵ/ଷ, ܰଶ/ଷ), ɞɟ ܲ = ʹሺ+𝜈ሻ/ଷ < ʹ ɞɥɹ k>2Ȟ;  

– (P, D, M, T) = (ܰଷ/ସ, ܰଵ/ସ, ܰଵ/ଶ, ܰଵ/ଶ), ɞɟ ܲ = ʹሺ+𝜈ሻ/ସ < ʹ ɞɥɹ k>3Ȟ. 

ɉɟɪɲɿ ɞɜɚ ɪɿɲɟɧɧɹ ɜɿɞɩɨɜɿɞɚɸɬɶ HBG-ɚɬɚɰɿ, ɚ ɬɪɟɬє – BS-ɚɬɚɰɿ. 
ɍ ɪɨɛɨɬɿ [7] ɨɩɢɫɚɧɚ ɦɨɞɢɮɿɤɚɰɿɹ BS-ɚɬɚɤɢ (ɧɚɡɜɟɦɨ ʀʀ DK-ɚɬɚɤɚ), ɹɤɚ ɫɩɪɹɦɨɜɚɧɚ 

ɧɚ ɜɿɞɧɨɜɥɟɧɧɹ ɤɥɸɱɚ ɩɨ ɩɪɟɮɿɤɫɚɯ, ɨɬɪɢɦɚɧɢɯ ɧɚ ɪɿɡɧɢɯ ɤɥɸɱɚɯ ɬɚ ɨɞɧɚɤɨɜɿɣ ɫɿɧɯɪɨɩɨ-
ɫɢɥɰɿ. Ɋɿɜɧɹɧɧɹ ɤɨɦɩɪɨɦɿɫɭ ɞɥɹ ɬɚɤɨɝɨ ɜɢɞɭ ɚɬɚɤɢ є  ܶ · ଶܯ · ଶܦ = ܰଶ, 

ɞɟ ͳ  ଶܦ  ܶ, P=N/D, N - ɩɨɬɭɠɧɿɫɬɶ ɦɧɨɠɢɧɢ ɤɥɸɱɿɜ. Ɉɞɧɢɦɢ ɡ ɦɨɠɥɢɜɢɯ ɪɿɲɟɧɶ 
ɞɥɹ ɰɶɨɝɨ ɪɿɜɧɹɧɧɹ є: 

– (P, D, M, T) = (ܰଶ/ଷ, ܰଵ/ଷ, ܰଵ/ଷ, ܰଶ/ଷ); 

– (P, D, M, T) = (ܰଷ/ସ, ܰଵ/ସ, ܰଵ/ଶ, ܰଵ/ଶ). 

ɍ ɬɚɛɥ. 1-2 ɧɚɜɟɞɟɧɨ ɯɚɪɚɤɬɟɪɢɫɬɢɤɢ ɞɟɹɤɢɯ tradeoff-ɚɬɚɤ ɜɿɞɧɨɫɧɨ ɞɨɫɥɿɞɠɭɜɚɧɨɝɨ ɚɥɝɨ-
ɪɢɬɦɭ ɞɥɹ ɪɿɜɧɹ ɫɬɿɣɤɨɫɬɿ l = 128 ɬɚ l = 256. Ⱦɥɹ HBG-ɚɬɚɤɢ ɞɨɜɠɢɧɚ ɫɿɧɯɪɨɩɨɫɢɥɤɢ Ȟ = l/2.   
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Ɍɚɛɥɢɰɹ 1 

ɏɚɪɚɤɬɟɪɢɫɬɢɤɢ tradeoff-ɚɬɚɤ ɞɥɹ ɪɿɜɧɹ ɫɬɿɣɤɨɫɬɿ l=128. 

Ⱥɬɚɤɚ N T M D P 

BG ʹଶସ଼ ʹଵଶସ ʹଵଶସ ʹଵଶସ ʹଵଶସ 

BS ʹଶସ଼ ʹଵଶସ ʹଵଶସ ʹଶ ʹଵ଼ 

HBG ʹଵଽଶ ʹଽ ʹଽ ʹଽ ʹଽ 

DK ૡ ૡ. .ૠ .ૠ ૡ. 

Ɍɚɛɥɢɰɹ 2 

ɏɚɪɚɤɬɟɪɢɫɬɢɤɢ tradeoff-ɚɬɚɤ ɞɥɹ ɪɿɜɧɹ ɫɬɿɣɤɨɫɬɿ l=256. 

Ⱥɬɚɤɚ N T M D P 

BG ʹହସ ʹଶହଶ ʹଶହଶ ʹଶହଶ ʹଶହଶ 

BS ʹହସ ʹଶହଶ ʹଶହଶ ʹଵଶ ʹଷ଼ 

HBG ʹଷ଼ସ ʹଵଽଶ ʹଵଽଶ ʹଵଽଶ ʹଵଽଶ 

DK  ૠ.ૠ ૡ. ૡ. ૠ.ૠ 

Ɂ ɧɚɜɟɞɟɧɢɯ ɞɚɧɢɯ ɜɢɞɧɨ, ɳɨ ɧɚɣɤɪɚɳɿ ɯɚɪɚɤɬɟɪɢɫɬɢɤɢ ɦɚє DK-ɚɬɚɤɚ. ɇɟɡɜɚɠɚɸɱɢ 
ɧɚ ɬɟ, ɳɨ ɨɛɱɢɫɥɸɜɚɥɶɧɚ ɫɤɥɚɞɧɿɫɬɶ DK-ɚɬɚɤɢ ɦɟɧɲɟ, ɧɿɠ ɚɬɚɤɢ «ɛɪɭɬɚɥɶɧɨʀ ɫɢɥɢ», ɧɟ-
ɨɛɯɿɞɧɿ ɨɛ’єɦɢ ɩɚɦ’ɹɬɿ ɬɚ ɤɿɥɶɤɿɫɬɶ ɩɪɟɮɿɤɫɿɜ ɞɥɹ ɩɪɨɜɟɞɟɧɧɹ ɭɫɩɿɲɧɨʀ ɚɬɚɤɢ є ɞɨɫɬɚɬɧɶɨ 
ɜɟɥɢɤɢɦɢ. Ɍɨɦɭ ɣɨɝɨ ɡɚɫɬɨɫɭɜɚɧɧɹ ɧɚ ɩɪɚɤɬɢɰɿ є ɦɚɥɨɣɦɨɜɿɪɧɢɦ.  

Ɍɟɩɟɪ ɪɨɡɝɥɹɧɟɦɨ ɫɬɿɣɤɿɫɬɶ ɚɥɝɨɪɢɬɦɭ ɩɨ ɜɿɞɧɨɲɟɧɧɸ ɞɨ ɛɚɡɨɜɢɯ ɚɬɚɤ.  
ɍ ɪɨɛɨɬɿ [3] ɞɨɫɥɿɞɠɟɧɨ ɫɬɿɣɤɿɫɬɶ sponge-ɮɭɧɤɰɿʀ ɳɨɞɨ ɛɚɡɨɜɢɯ ɚɬɚɤ, ɜ ɹɤɢɯ ɚɩɪɿɨɪɿ 

ɧɟɦɚє ɧɿɹɤɢɯ ɩɪɢɩɭɳɟɧɶ ɳɨɞɨ ɦɨɠɥɢɜɢɯ ɚɬɚɤɚɯ ɧɚ ɮɭɧɤɰɿɸ F.  

ɍ ɞɨɫɥɿɞɠɟɧɿ ɩɟɪɟɞɛɚɱɚɥɨɫɶ, ɳɨ ɧɚɩɚɞɧɢɤ ɦɨɠɟ ɜɢɤɨɧɚɬɢ ɧɟ ɛɿɥɶɲɟ, ɧɿɠ ȕ ɡɜɟɪɧɟɧɶ 
ɞɨ F (ɭ ɬ.ɱ. ɞɨ ࡲ−ଵ, ɹɤɳɨ F є ɛɿєɤɰɿєɸ). ɋɬɿɣɤɿɫɬɶ ɚɥɝɨɪɢɬɦɭ ɛɭɥɚ ɪɨɡɝɥɹɧɭɬɚ ɜɿɞɩɨɜɿɞɧɨ 
ɞɨ ɬɚɤɢɯ ɛɚɡɨɜɢɯ ɚɬɚɤ: 

− ɉɨɲɭɤ ɲɥɹɯɿɜ. ɇɟɨɛɯɿɞɧɨ ɡɧɚɣɬɢ ɬɚɤɢɣ ɪɹɞɨɤ, ɹɤɢɣ ɩɿɫɥɹ ɮɚɡɢ ‘ɜɛɢɪɚɧɧɹ’ ɚɥɝɨɪɢ-
ɬɦɭ ɨɬɪɢɦɭє ɡɚɞɚɧɢɣ ɜɧɭɬɪɿɲɧɿɣ ɫɬɚɧ. Ƀɦɨɜɿɪɧɿɫɬɶ ɭɫɩɿɯɭ ɚɬɚɤɢ ɫɬɚɧɨɜɢɥɚ ߚଶ/ʹ+ଶ, 

ɹɤɳɨ F – ɛɿєɤɰɿɹ. 
− Ɂɧɚɯɨɞɠɟɧɧɹ ɰɢɤɥɿɜ. ɉɪɨɜɨɞɢɬɶɫɹ ɩɨɲɭɤ ɰɢɤɥɿɜ ɭ ɜɢɯɿɞɧɢɯ ɩɨɫɥɿɞɨɜɧɨɫɬɹɯ ɩɪɢ ɤɨ-

ɪɟɤɬɧɢɯ ɜɯɿɞɧɢɯ ɞɚɧɢɯ. Ƀɦɨɜɿɪɧɿɫɬɶ ɭɫɩɿɯɭ ɚɬɚɤɢ ɫɤɥɚɞɚɥɚ ߚଶ/ʹ++ଵ, ɹɤɳɨ F – ɧɟ ɛɿєɤɰɿɹ. 
− ȼɿɞɧɨɜɥɟɧɧɹ ɫɬɚɧɭ. Ⱦɥɹ ɡɚɞɚɧɨɝɨ ɪɹɞɤɚ Z ɩɪɨɜɨɞɢɬɶɫɹ ɜɿɞɧɨɜɥɟɧɧɹ ɜɿɞɩɨɜɿɞɧɨɝɨ 

ɫɬɚɧɭ S. Ƀɦɨɜɿɪɧɿɫɬɶ ɭɫɩɿɲɧɨʀ ɚɬɚɤɢ ɫɤɥɚɥɚ ߚ/ʹ. 

− Ɂɜ’ɹɡɭɜɚɧɧɹ ɜɢɯɨɞɭ. Ⱦɥɹ ɡɚɞɚɧɨɝɨ ɪɹɞɤɚ Z ɩɪɨɜɨɞɢɬɶɫɹ ɩɨɲɭɤ ɬɚɤɨɝɨ ɫɬɚɧɭ S, ɹɤɢɣ 
ɜɢɞɚє ɜɿɞɩɨɜɿɞɧɢɣ ɜɢɯɿɞ. ɉɪɢ ɰɶɨɦɭ ɧɟ ɝɚɪɚɧɬɭєɬɶɫɹ, ɳɨ ɬɚɤɢɣ ɫɬɚɧ ɿɫɧɭє. Ƀɦɨɜɿɪɧɿɫɬɶ 
ɭɫɩɿɲɧɨʀ ɚɬɚɤɢ ɫɤɥɚɥɚ ߚ/ʹ||−. 

− ȼɧɭɬɪɿɲɧɹ ɤɨɥɿɡɿɹ. ɉɪɨɜɨɞɢɬɶɫɹ ɩɨɲɭɤ ɬɚɤɢɯ ɞɜɨɯ ɪɹɞɤɿɜ, ɳɨ ɜ ɪɟɡɭɥɶɬɚɬɿ ɡɚɜɟɪ-
ɲɟɧɧɹ ɟɬɚɩɭ «ɜɛɢɪɚɧɧɹ» ɨɬɪɢɦɭєɬɶɫɹ ɨɞɧɚɤɨɜɢɣ ɜɧɭɬɪɿɲɧɿɣ ɫɬɚɧ (ɡɨɜɧɿɲɧɿ ɫɬɚɧɢ ɦɨ-
ɠɭɬɶ ɜɿɞɪɿɡɧɹɬɢɫɹ). Ƀɦɨɜɿɪɧɿɫɬɶ ɭɫɩɿɯɭ ɚɬɚɤɢ ɫɤɥɚɥɚ ߚଶ/ʹ+ଵ. 

ȼɪɚɡɥɢɜɿɫɬɶ sponge-ɮɭɧɤɰɿʀ ɞɨ ɬɚɤɢɯ ɚɬɚɤ ɨɛɭɦɨɜɥɟɧɚ ɬɢɦ, ɳɨ ɫɬɚɧ ɤɿɧɰɟɜɢɣ, ɬɨɦɭ 
ɚɬɚɤɢ ɧɟ ɫɩɪɨɦɨɠɧɿ ɞɨ ɜɢɩɚɞɤɨɜɨɝɨ ɨɪɚɤɭɥɭ. Ƀɦɨɜɿɪɧɿɫɬɶ ɭɫɩɿɯɭ ɛɚɡɨɜɢɯ ɚɬɚɤ ɡɚɞɚɸɬɶ 
ɨɰɿɧɤɢ ɡɜɟɪɯɭ ɧɚ ɫɬɿɣɤɿɫɬɶ sponge-ɮɭɧɤɰɿʀ. Ɇɿɧɿɦɚɥɶɧɟ ɱɢɫɥɨ ȕ ɡɜɟɪɧɟɧɶ ɞɨ F ɞɥɹ ɨɞɧɿєʀ 
ɭɫɩɿɲɧɨʀ ɚɬɚɤɢ ɫɬɚɧɨɜɢɬɶ Ɉ(ʹ+ଶ). 

Ⱦɥɹ ɪɟɠɢɦɿɜ, ɳɨ ɡɚɥɟɠɢɬɶ ɜɿɞ ɤɥɸɱɚ, ɪɨɡɝɥɹɞɚɸɬɶɫɹ ɧɚɫɬɭɩɧɿ ɚɬɚɤɢ.  
− ɉɪɨɝɧɨɡɭɜɚɧɧɹ ɝɚɦɢ. ɉɿɫɥɹ ɡɚɜɟɪɲɟɧɧɹ ɭɫɩɿɲɧɨʀ ɚɬɚɤɢ ɩɨ ɜɿɞɧɨɜɥɟɧɧɸ ɩɨɬɨɱɧɨɝɨ 

ɫɬɚɧɭ ɩɨ ɜɿɞɨɦɿɣ ɱɚɫɬɢɧɿ ɜɢɯɿɞɧɨʀ ɝɚɦɢ ɩɪɨɝɧɨɡɭєɬɶɫɹ ɿɧɲɚ ɱɚɫɬɢɧɚ ɝɚɦɢ. Ɉɱɿɤɭɜɚɧɟ ɱɢ-
ɫɥɨ ɡɜɟɪɧɟɧɶ ɞɨ F ɫɤɥɚɥɚ ʹ/ଶ, ɚ ɩɪɢ l≤c ɚɬɚɤɚ ɜɡɚɝɚɥɿ ɧɟ ɧɟɫɟ ɡɚɝɪɨɡɢ. 

− ɉɿɞɪɨɛɤɚ ɿɦɿɬɨɜɫɬɚɜɤɢ. ɉɿɫɥɹ ɭɫɩɿɲɧɨɝɨ ɩɪɨɜɟɞɟɧɧɹ ɚɬɚɤɢ ɩɨ ɜɿɞɧɨɜɥɟɧɧɸ ɩɨ-
ɬɨɱɧɨɝɨ ɫɬɚɧɭ ɦɨɠɟ ɛɭɬɢ ɩɪɨɜɟɞɟɧɚ ɩɿɞɪɨɛɤɚ ɿɦɿɬɨɜɫɬɚɜɤɢ ɞɥɹ ɧɨɜɨɝɨ ɩɨɜɿɞɨɦɥɟɧɧɹ ɩɪɢ 
ɫɩɨɫɬɟɪɟɠɟɧɧɿ ɧɚɛɨɪɿɜ ɩɚɪ «ɩɨɜɿɞɨɦɥɟɧɧɹ+ɿɦɿɬɨɜɫɬɚɜɤɚ» – «ɿɦɿɬɨɜɫɬɚɜɤɚ». Ɉɱɿɤɭɜɚɧɟ 
ɱɢɫɥɨ ɡɜɟɪɧɟɧɶ ɞɨ F ɫɬɚɧɨɜɢɥɚ ʹ+−/(m+1), ɞɟ m – ɱɢɫɥɨ ɫɩɨɫɬɟɪɟɠɧɢɯ ɩɨɜɿɞɨɦɥɟɧɶ, ɚ 
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n – ɞɨɜɠɢɧɚ ɿɦɿɬɨɜɫɬɚɜɤɢ. ɉɪɢ l≤c-݈݃ଶሺ݉ሻ ɚɬɚɤɚ ɧɟ ɫɬɚɧɨɜɢɬɶ ɡɚɝɪɨɡɢ. ɉɪɢ m=ʹ/ଶ ɨɬɪɢ-
ɦɚɧɨ ɨɰɿɧɤɭ c≥2l. ȱɧɲɢɣ ɫɩɨɫɿɛ ɩɿɞɪɨɛɤɢ ɿɦɿɬɨɜɫɬɚɜɤɢ ɩɨɥɹɝɚє ɜ ɩɨɲɭɤɭ ɜɧɭɬɪɿɲɧɶɨʀ ɤɨ-
ɥɿɡɿʀ ɤɥɸɱɨɜɨʀ sponge-ɮɭɧɤɰɿʀ. Ɉɱɿɤɭɜɚɧɟ ɱɢɫɥɨ ɫɩɨɫɬɟɪɟɠɧɢɯ ɛɥɨɤɿɜ ɫɬɚɧɨɜɢɬɶ ʹ/ଶ. ɉɿ-
ɫɥɹ ɜɢɡɧɚɱɟɧɧɹ ɜɧɭɬɪɿɲɧɶɨʀ ɤɨɥɿɡɿʀ ɿɦɿɬɨɜɫɬɚɜɤɢ ɦɨɠɭɬɶ ɛɭɬɢ ɥɟɝɤɨ ɩɨɞɪɨɛɥɟɧɿ. 

ȼɢɫɧɨɜɤɢ ɜɿɞɩɨɜɿɞɧɨ ɞɨ ɫɬɚɬɬɿ. Ɉɬɪɢɦɚɧɿ ɪɟɡɭɥɶɬɚɬɢ ɳɨɞɨ ɫɬɿɣɤɨɫɬɿ ɞɨɫɥɿɞɠɭɜɚ-
ɧɨɝɨ ɚɥɝɨɪɢɬɦɭ ɚɜɬɟɧɬɢɮɿɤɨɜɚɧɨɝɨ ɲɢɮɪɭɜɚɧɧɹ ɹɤ ɞɨ ɭɧɿɜɟɪɫɚɥɶɧɨʀ tradeoff-ɚɬɚɤɢ, ɬɚɤ ɣ 
ɞɨ ɛɚɡɨɜɢɯ ɚɬɚɤ ɞɥɹ ɤɨɧɫɬɪɭɤɰɿɣ sponge ɩɿɞɬɜɟɪɞɠɭɸɬɶ, ɳɨ ɜɿɧ є ɫɬɿɣɤɢɦ. ȼɪɚɯɨɜɭɸɱɢ 
ɨɬɪɢɦɚɧɿ ɪɚɧɿɲɟ ɨɰɿɧɤɢ ɲɜɢɞɤɨɞɿʀ ɪɟɚɥɿɡɚɰɿʀ ɰɶɨɝɨ ɚɥɝɨɪɢɬɦɭ [10], ɦɨɠɧɚ ɫɬɜɟɪɞɠɭɜɚɬɢ, 
ɳɨ ɰɟɣ ɤɥɚɫ ɚɥɝɨɪɢɬɦɿɜ ɛɚɡɿ sponge-ɮɭɧɤɰɿʀ F ɦɨɠɟ ɛɭɬɢ ɩɟɪɫɩɟɤɬɢɜɧɢɦ ɞɥɹ ɜɢɤɨɪɢɫ-
ɬɚɧɧɹ ɩɪɢ ɫɬɜɨɪɟɧɿ ɡɚɯɢɳɟɧɨɝɨ ɤɿɛɟɪɩɪɨɫɬɨɪɭ.  
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Mikhailo Shelest, Yuliia Tkach, Sergiy Semendyay, Marina Sinenko, Lesya Chernish 

STUDY OF THE STRENGTH OF AN AUTHENTIFIED ENCRYPTION ALGORITHM 

BASED ON SPONGE FUNCTION 

Urgency of the research. In recent years, the direction of "cryptography of substitutions" has been formed in theoretical 

cryptography, which studies fixed substitutions of large dimensions as crypto-primitives. So-called sponge functions can be 

used in the implementation of this class of primitives. 

Target setting. One of the approaches to building authenticated encryption algorithms is to use sponge functions. In some 

countries (for example, in the Republic of Belarus and Malaysia) the development of national standards for cryptographic protec-

tion of information using authenticated encryption algorithms based on the sponge function Bash-f is being completed. In this 

regard, there is some interest in the study of this algorithm, especially to assess its resistance to attacks and evaluate its speed. 

Actual scientific researches and issues analysis. In modern research, a significant place is occupied by the problems of 

cryptographic protection of information. In the works of scientists widely various issues regarding the protection of infor-

mation, including cryptographic are described, but the question of the stability of the algorithm of authenticated encryption 

based on the sponge function remains unexplored. 

Uninvestigated parts of general matters defining. At present, the work of domestic and foreign scientists has not studied 

the issue of resistance to standard attacks of the algorithm of authenticated encryption, based on the proposed by Belarusian 

scientists sponge-function Bash-f. 

The research objective. Investigate the resistance to standard attacks of the authenticated encryption algorithm, based on 

the sponge function Bash-f proposed by Belarusian scientists. 

The statement of basic materials. The use of iterative constructions such as sponge is an alternative approach in the 

construction of authenticated encryption algorithms. The main parameters by which the encryption algorithm is evaluated are 

usually its resistance to attacks aimed at decrypting the ciphertext (recovery of the encryption key), and the speed of the en-

cryption process. In the case of the authenticated encryption algorithm, an assessment of its resistance to attacks is added, 

aimed at violating the integrity (forgery of imitations). As a rule, the stability of the algorithm is evaluated both to known 

general-purpose attacks, such as tradeoff-attacks, and to basic attacks developed specifically for the algorithm. 

The stability of the algorithm for different types of tradeoff-attacks is studied. Although the computational complexity of 

tradeoff attacks is less than brute force attacks, the amount of memory required and the number of prefixes for a successful 

attack is large enough. Therefore, its application in practice is unlikely. 

The stability of the algorithm was considered in accordance with the following basic attacks: search for ways; finding 

cycles; recovery; internal collision. The probability of success of basic attacks is determined by estimates from above on the 

stability of the sponge function, the minimum number of calls to F for a successful attack is Ɉ(ʹ+ଶ). 

For key-dependent algorithm modes, ‘gamma prediction’ and ‘fake imitation’ attacks are considered. The expected num-
ber of appeals to F was Ɉ(ʹ/ଶሻ, and at l≤c attacks do not pose a threat at all. 

Conclusions. The results obtained on the resilience of the investigated algorithm of authenticated encryption to both 

universal tradeoff-attack and basic attacks for sponge constructs confirm that it is stable. Given the previously obtained esti-

mates of the speed of implementation of this algorithm, it can be argued that this class of algorithms based on the sponge 

function F may be promising for use in creating a secure cyberspace. 

Keywords: authentication encryption; sponge-function; cryptographic algorithm stability assessment; tradeoff-attack; 

basic attacks on sponge constructs. 
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