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ȼɨɥɨɞɢɦɢɪ Ȼɚɡɢɥɟɜɢɱ, Ɇɚɪɢɧɚ Ɇɚɥɶɰɟɜɚ, Ɍɚɪɚɫ ɉɟɬɪɟɧɤɨ, Ʌɟɫɹ ɑɟɪɧɢɲ 

ɁȺɏɂɓȿɇȺ ɋɂɋɌȿɆȺ ɊɈɁɍɆɇɈȽɈ ȻɍȾɂɇɄɍ  
Ɂ ȼɂɄɈɊɂɋɌȺɇɇəɆ INTERNET OF THINGS 

Ⱥɤɬɭɚɥɶɧɿɫɬɶ ɬɟɦɢ ɞɨɫɥɿɞɠɟɧɧɹ. ɋɶɨɝɨɞɧɿ Internet of Things (ȱɧɬɟɪɧɟɬ ɪɟɱɟɣ, IoT) ɳɿɥɶɧɨ ɭɜɿɣɲɨɜ ɭ ɠɢɬɬɹ 
ɦɿɥɶɹɪɞɿɜ ɥɸɞɟɣ ɩɨ ɜɫɶɨɦɭ ɫɜɿɬɭ. IoT ɜɢɤɨɪɢɫɬɨɜɭєɬɶɫɹ ɜ ɛɚɝɚɬɶɨɯ ɫɮɟɪɚɯ ɥɸɞɫɶɤɨʀ ɞɿɹɥɶɧɨɫɬɿ – ɩɪɨɦɢɫɥɨɜɨɫɬɿ, ɩɨ-
ɛɭɬɿ, ɦɟɞɢɰɢɧɿ, ɨɫɜɿɬɿ, ɭɩɪɚɜɥɿɧɧɿ ɦɿɫɬɚɦɢ ɬɚ ɿɧ. Ɉɞɧɚɤ ɡɪɨɫɬɚɧɧɹ ɤɿɥɶɤɨɫɬɿ ɩɿɞɤɥɸɱɟɧɢɯ ɩɪɢɫɬɪɨʀɜ ɜɟɞɟ ɞɨ ɡɛɿɥɶ-
ɲɟɧɧɹ ɪɢɡɢɤɿɜ ɛɟɡɩɟɤɢ - ɜɿɞ ɡɚɩɨɞɿɹɧɧɹ ɮɿɡɢɱɧɨʀ ɲɤɨɞɢ ɥɸɞɢɧɿ ɡɚ ɞɨɩɨɦɨɝɨɸ ɰɢɯ ɩɪɢɫɬɪɨʀɜ ɞɨ ɩɨɲɤɨɞɠɟɧɧɹ ɧɚɞɫɤɥɚ-
ɞɧɨɝɨ ɬɟɯɧɨɥɨɝɿɱɧɨɝɨ ɨɛɥɚɞɧɚɧɧɹ. ɋɚɦɟ ɬɨɦɭ ɩɢɬɚɧɧɹ ɡɚɛɟɡɩɟɱɟɧɧɹ ɡɚɯɢɫɬɭ ɫɢɫɬɟɦ IoT є ɚɤɬɭɚɥɶɧɢɦɢ.  

ɉɨɫɬɚɧɨɜɤɚ ɩɪɨɛɥɟɦɢ. Ʉɨɦɩɥɟɤɫɧɢɣ ɡɚɯɢɫɬ ɫɢɫɬɟɦ IoT ɦɨɠɥɢɜɢɣ ɥɢɲɟ ɩɪɢ ɡɚɛɟɡɩɟɱɟɧɧɿ ɧɚɞɿɣɧɨɝɨ ɦɟɪɟɠɟɜɨɝɨ, 
ɩɪɨɝɪɚɦɧɨɝɨ ɬɚ ɬɟɯɧɿɱɧɨɝɨ ɡɚɯɢɫɬɭ ɩɪɢɫɬɪɨʀɜ, ɨɛɥɚɞɧɚɧɧɹ ɬɚ ɤɨɦɭɧɿɤɚɰɿɣ ɡ ɹɤɢɯ ɫɤɥɚɞɚɸɬɶɫɹ ɰɿ ɫɢɫɬɟɦɢ. ȼɪɚɯɨɜɭ-
ɸɱɢ ɬɟ, ɳɨ ɜɢɳɟɡɚɡɧɚɱɟɧɿ ɨɛ’єɤɬɢ ɬɚ ɦɟɬɨɞɢ ʀɯ ɡɚɯɢɫɬɭ ɦɨɠɧɚ ɨɛ’єɞɧɚɬɢ ɜ ɨɤɪɟɦɭ ɡɚɯɢɳɟɧɭ ɫɢɫɬɟɦɭ ɪɨɡɭɦɧɨɝɨ 
ɞɨɦɭ, ʀʀ ɪɨɡɪɨɛɤɚ є ɚɤɬɭɚɥɶɧɨɸ ɬɟɨɪɟɬɢɱɧɨɸ ɬɚ ɩɪɚɤɬɢɱɧɨɸ ɡɚɞɚɱɟɸ ɤɿɛɟɪɛɟɡɩɟɤɢ. 

Ⱥɧɚɥɿɡ ɞɨɫɥɿɞɠɟɧɶ ɿ ɩɭɛɥɿɤɚɰɿɣ. ɋɶɨɝɨɞɧɿ ɿɫɧɭє ɛɚɝɚɬɨ ɩɭɛɥɿɤɚɰɿɣ, ɜ ɹɤɢɯ ɚɧɚɥɿɡɭɸɬɶɫɹ ɩɪɨɛɥɟɦɢ ɛɟɡɩɟɤɢ IoT, ɬɚ 
ɩɪɨɩɨɧɭɸɬɶɫɹ ɲɥɹɯɢ ʀɯ ɜɢɪɿɲɟɧɧɹ, ɩɪɨɬɟ ɪɨɛɨɬɢ, ɜ ɹɤɢɯ ɛɭɥɚ ɛ ɪɨɡɪɨɛɥɟɧɚ ɨɤɪɟɦɚ ɡɚɯɢɳɟɧɚ ɫɢɫɬɟɦɚ IoT ɧɚ ɩɪɢɤɥɚɞɿ 
ɪɨɡɭɦɧɨɝɨ ɛɭɞɢɧɤɭ, ɜɿɞɫɭɬɧɿ. 

ȼɢɞɿɥɟɧɧɹ ɧɟɞɨɫɥɿɞɠɟɧɢɯ ɱɚɫɬɢɧ ɡɚɝɚɥɶɧɨʀ ɩɪɨɛɥɟɦɢ. Ⱥɧɚɥɿɡɭɸɱɢ ɛɚɝɚɬɨɪɿɜɧɟɜɭ ɚɪɯɿɬɟɤɬɭɪɭ IoT-ɫɢɫɬɟɦ ɿ 
ɨɫɨɛɥɢɜɨɫɬɿ ɯɦɚɪɧɢɯ ɩɥɚɬɮɨɪɦ ȱɧɬɟɪɧɟɬɭ ɪɟɱɟɣ, ɜɢɞɿɥɹɸɱɢ ɩɨɬɟɧɰɿɣɧɨ ɜɪɚɡɥɢɜɿ ɤɨɦɩɨɧɟɧɬɢ ɰɢɯ ɤɨɦɩɥɟɤɫɧɢɯ ɪɿɲɟɧɶ 
(ɫɢɫɬɟɦɚ ɭɩɪɚɜɥɿɧɧɹ ɞɨɫɬɭɩɨɦ ɞɨ IoT-ɩɪɢɫɬɪɨɸ ɿ ɯɦɚɪɧɨʀ ɩɥɚɬɮɨɪɦɢ;ɯɦɚɪɢ, ɦɨɛɿɥɶɧɿ ɞɨɞɚɬɤɢ ɬɚ ɜɟɛ-ɿɧɬɟɪɮɟɣɫɢ 
ɩɪɢɫɬɪɨʀɜ; ɨɧɨɜɥɟɧɧɹ ɩɪɨɝɪɚɦɧɨɝɨ ɡɚɛɟɡɩɟɱɟɧɧɹ; ɩɚɦ'ɹɬɶ ɩɪɢɫɬɪɨʀɜ; ɥɨɤɚɥɶɧɿ ɫɯɨɜɢɳɚ ɞɚɧɢɯ; ɚɩɚɪɚɬɧɿ ɬɚ ɩɪɨɝɪɚɦɧɿ 
ɿɧɬɟɪɮɟɣɫɢ ɩɪɢɫɬɪɨʀɜ; ɦɟɪɟɠɟɜɿ ɫɟɪɜɿɫɢ ɩɪɢɫɬɪɨʀɜ;ɟɤɨɫɢɫɬɟɦɚ ɤɨɦɭɧɿɤɚɰɿɣ, ɡɨɤɪɟɦɚ ɦɟɪɟɠɟɜɢɣ ɬɪɚɮɿɤ) ɦɨɠɧɚ 
ɫɬɜɟɪɞɠɭɜɚɬɢ ɳɨ ɩɨɛɭɞɨɜɚ ɡɚɯɢɳɟɧɨʀ ɫɢɫɬɟɦɢ ɪɨɡɭɦɧɨɝɨ ɞɨɦɭ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ IoT ɞɨɡɜɨɥɢɬɶ ɩɿɞɜɢɳɢɬɢ ɪɿɜɟɧɶ 
ɡɚɯɢɳɟɧɨɫɬɿ ɰɢɯ ɫɢɫɬɟɦ. . 

Ɇɟɬɨɸ ɫɬɚɬɬɿ – ɩɨɛɭɞɨɜɚ ɡɚɯɢɳɟɧɨʀ ɫɢɫɬɟɦɢ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ IoT ɧɚ ɩɪɢɤɥɚɞɿ ɪɨɡɭɦɧɨɝɨ ɛɭɞɢɧɤɭ. 
ȼɢɤɥɚɞ ɨɫɧɨɜɧɨɝɨ ɦɚɬɟɪɿɚɥɭ. ȼɢɡɧɚɱɟɧɨ ɨɫɧɨɜɧɿ ɩɨɧɹɬɬɹ IoT, ɞɨɫɥɿɞɠɟɧɨ ɨɫɧɨɜɧɿ ɫɮɟɪɢ ɜɢɤɨɪɢɫɬɚɧɧɹ IoT, ɪɨ-

ɡɪɨɛɥɟɧɨ ɡɚɯɢɳɟɧɭ ɫɢɫɬɟɦɭ ɪɨɡɭɦɧɨɝɨ ɛɭɞɢɧɤɭ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ IoT ɜ ɹɤɿɣ ɜɢɤɨɪɢɫɬɚɧɨ ɨɫɧɨɜɧɿ ɫɩɨɫɨɛɢ ɡɚɯɢɫɬɭ ɿɧ-
ɮɨɪɦɚɰɿʀ ɳɨ ɞɨɰɿɥɶɧɨ ɜɩɪɨɜɚɞɠɭɜɚɬɢ ɜ ɦɟɪɟɠɚɯ ɪɨɡɭɦɧɨɝɨ ɛɭɞɢɧɤɭ - VPN, ɛɪɚɧɞɦɚɭɟɪ, ACL ɬɚ ɩɚɪɨɥɿ ɞɥɹ ɧɚɞɿɣɧɨɝɨ 
ɡɚɯɢɫɬɭ. ɉɪɨɚɧɚɥɿɡɨɜɚɧɿ ɨɫɧɨɜɧɿ ɜɪɚɡɥɢɜɨɫɬɿ IoT ɬɚ ɲɥɹɯɢ ʀɯ ɭɫɭɧɟɧɧɹ. Ɋɨɡɝɥɹɧɭɬɿ ɪɿɡɧɿ ɚɪɯɿɬɟɤɬɭɪɢ ɫɢɫɬɟɦ ȱɨɌ. Ɂɚ-
ɩɪɨɩɨɧɨɜɚɧɨ ɚɥɝɨɪɢɬɦ ɧɚɥɚɝɨɞɠɟɧɧɹ ɡɚɯɢɳɟɧɨʀ ɫɢɫɬɟɦɢ ɪɨɡɭɦɧɨɝɨ ɛɭɞɢɧɤɭ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ IoT 

ȼɢɫɧɨɜɤɢ ɜɿɞɩɨɜɿɞɧɨ ɞɨ ɫɬɚɬɬɿ. ȼ ɪɨɛɨɬɿ ɛɭɥɨ ɪɨɡɪɨɛɥɟɧɨ ɡɚɯɢɳɟɧɭ ɫɢɫɬɟɦɭ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ Internet of Things 
ɧɚ ɩɪɢɤɥɚɞɿ ɪɨɡɭɦɧɨɝɨ ɛɭɞɢɧɤɭ. ȼɢɡɧɚɱɟɧɨ ɩɟɪɟɜɚɝɢ ɬɚ ɧɟɞɨɥɿɤɢ ɜɢɤɨɪɢɫɬɚɧɧɹ ȱɧɬɟɪɧɟɬ ɪɟɱɟɣ. Ⱦɨɫɥɿɞɠɟɧɨ, ɳɨ ɩɨɩɭ-
ɥɹɪɧɿɫɬɶ ȱɧɬɟɪɧɟɬ ɪɟɱɟɣ ɡɪɨɫɬɚє ɳɨɫɟɤɭɧɞɢ, ɬɨɦɭ ɧɟɨɛɯɿɞɧɨ ɛɿɥɶɲɟ ɭɜɚɝɢ ɩɪɢɞɿɥɹɬɢ ʀɯ ɡɚɯɢɫɬɭ. Ɉɫɧɨɜɧɢɦɢ ɭɪɚɡɥɢ-
ɜɨɫɬɹɦɢ IoT ɦɨɠɧɚ ɜɜɚɠɚɬɢ ɜɿɞɫɭɬɧɿɫɬɶ ɫɬɚɧɞɚɪɬɢɡɚɰɿʀ, ɲɢɮɪɭɜɚɧɧɹ ɬɪɚɮɿɤɭ, ɜɫɬɚɧɨɜɥɟɧɧɹ ɞɟɮɨɥɬɧɢɯ ɩɚɪɨɥɿɜ 
ɡɚ ɡɚɦɨɜɱɭɜɚɧɧɹɦ. Ȼɭɥɨ ɡɚɩɪɨɩɨɧɨɜɚɧɨ ɫɯɟɦɭ ɡɚɯɢɳɟɧɨʀ ɫɢɫɬɟɦɢ ɪɨɡɭɦɧɨɝɨ ɛɭɞɢɧɤɭ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ Internet of Things 
ɩɨɛɭɞɨɜɚɧɭ ɜ Cisco Packet Tracer ɬɚ ɩɨɤɪɨɤɨɜɢɣ ɚɥɝɨɪɢɬɦ ɧɚɥɚɝɨɞɠɟɧɧɹ ɫɢɫɬɟɦɢ ʀʀ ɡɚɯɢɫɬɭ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ ɮɚɟɪ-
ɜɨɥɭ ASA5505 ɞɥɹ ɮɿɥɶɬɪɚɰɿʀ ɜɯɿɞɧɨɝɨ ɬɪɚɮɿɤɭ. Ȼɭɥɨ ɫɬɜɨɪɟɧɨ ɫɤɥɚɞɧɿ ɩɚɪɨɥɿ ɞɥɹ ɨɛɥɿɤɨɜɢɯ ɡɚɩɢɫɿɜ ɩɪɢɫɬɪɨʀɜ IoT. 
ɉɪɨɬɨɤɨɥɢ ɛɟɡɞɪɨɬɨɜɨʀ ɩɟɪɟɞɚɱɿ WPA2/3-PSK ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ ɚɥɝɨɪɢɬɦɭ AES ɡɚɛɟɡɩɟɱɭє ɛɟɡɩɟɤɭ ɛɟɡɞɪɨɬɨɜɨʀ ɩɟɪɟ-
ɞɚɱɿ ɞɚɧɢɯ. ɇɚ ɞɨɦɚɲɧɶɨɦɭ ɤɨɧɬɪɨɥɟɪɿ ɜɫɬɚɧɨɜɥɟɧɨ ɭɧɿɤɚɥɶɧɢɣ SSID. ɋɬɜɨɪɟɧɭ ɫɢɫɬɟɦɭ ɦɨɠɧɚ ɜɩɪɨɜɚɞɠɭɜɚɬɢ ɬɚ 
ɛɟɡɩɟɱɧɨ ɜɢɤɨɪɢɫɬɨɜɭɜɚɬɢ ɜ ɛɭɞɢɧɤɚɯ ɬɚ ɨɮɿɫɚɯ. 

Ʉɥɸɱɨɜɿ ɫɥɨɜɚ: IoT; ɦɟɪɟɠɚ; ɪɨɡɭɦɧɢɣ ɛɭɞɢɧɨɤ; VPN; WPA2-PSK; ASA5505; ACL. 

Ɋɢɫ.: 10. Ɍɚɛɥ.: 1. Ȼɿɛɥ.: 12. 

Ⱥɤɬɭɚɥɶɧɿɫɬɶ ɬɟɦɢ ɞɨɫɥɿɞɠɟɧɧɹ. ɋɶɨɝɨɞɧɿ Internet of Things (ȱɧɬɟɪɧɟɬ ɪɟɱɟɣ, IoT) 
ɳɿɥɶɧɨ ɭɜɿɣɲɨɜ ɜ ɠɢɬɬɹ ɦɿɥɶɹɪɞɿɜ ɥɸɞɟɣ ɩɨ ɜɫɶɨɦɭ ɫɜɿɬɭ. IoT ɜɢɤɨɪɢɫɬɨɜɭєɬɶɫɹ ɜ ɛɚɝɚ-
ɬɶɨɯ ɫɮɟɪɚɯ ɥɸɞɫɶɤɨʀ ɞɿɹɥɶɧɨɫɬɿ – ɩɪɨɦɢɫɥɨɜɨɫɬɿ, ɩɨɛɭɬɿ, ɦɟɞɢɰɢɧɿ, ɨɫɜɿɬɿ, ɭɩɪɚɜɥɿɧɧɿ 
ɦɿɫɬɚɦɢ ɬɚ ɿɧ. Ɉɞɧɚɤ ɡɪɨɫɬɚɧɧɹ ɤɿɥɶɤɨɫɬɿ ɩɿɞɤɥɸɱɟɧɢɯ ɩɪɢɫɬɪɨʀɜ ɜɟɞɟ ɞɨ ɡɛɿɥɶɲɟɧɧɹ ɪɢ-
ɡɢɤɿɜ ɛɟɡɩɟɤɢ – ɜɿɞ ɡɚɩɨɞɿɹɧɧɹ ɮɿɡɢɱɧɨʀ ɲɤɨɞɢ ɥɸɞɢɧɿ ɡɚ ɞɨɩɨɦɨɝɨɸ ɰɢɯ ɩɪɢɫɬɪɨʀɜ ɞɨ 
ɩɨɲɤɨɞɠɟɧɧɹ ɧɚɞɫɤɥɚɞɧɨɝɨ ɬɟɯɧɨɥɨɝɿɱɧɨɝɨ ɨɛɥɚɞɧɚɧɧɹ. ɋɚɦɟ ɬɨɦɭ ɩɢɬɚɧɧɹ ɡɚɛɟɡɩɟ-
ɱɟɧɧɹ ɡɚɯɢɫɬɭ ɫɢɫɬɟɦ IoT є ɚɤɬɭɚɥɶɧɢɦɢ.  

ɉɨɫɬɚɧɨɜɤɚ ɩɪɨɛɥɟɦɢ. Ʉɨɦɩɥɟɤɫɧɢɣ ɡɚɯɢɫɬ ɫɢɫɬɟɦ IoT ɦɨɠɥɢɜɢɣ ɥɢɲɟ ɩɪɢ ɡɚɛɟɡ-
ɩɟɱɟɧɧɿ ɧɚɞɿɣɧɨɝɨ ɦɟɪɟɠɟɜɨɝɨ, ɩɪɨɝɪɚɦɧɨɝɨ ɬɚ ɬɟɯɧɿɱɧɨɝɨ ɡɚɯɢɫɬɭ ɩɪɢɫɬɪɨʀɜ, ɨɛɥɚɞ-
ɧɚɧɧɹ ɬɚ ɤɨɦɭɧɿɤɚɰɿɣ ɡ ɹɤɢɯ ɫɤɥɚɞɚɸɬɶɫɹ ɰɿ ɫɢɫɬɟɦɢ. ȼɪɚɯɨɜɭɸɱɢ ɬɟ, ɳɨ ɜɢɳɟɡɚɡɧɚɱɟɧɿ 
ɨɛ’єɤɬɢ ɬɚ ɦɟɬɨɞɢ ʀɯ ɡɚɯɢɫɬɭ ɦɨɠɧɚ ɨɛ’єɞɧɚɬɢ ɜ ɨɤɪɟɦɭ ɡɚɯɢɳɟɧɭ ɫɢɫɬɟɦɭ ɪɨɡɭɦɧɨɝɨ 
ɞɨɦɭ, ʀʀ ɪɨɡɪɨɛɤɚ є ɚɤɬɭɚɥɶɧɨɸ ɬɟɨɪɟɬɢɱɧɨɸ ɬɚ ɩɪɚɤɬɢɱɧɨɸ ɡɚɞɚɱɟɸ ɤɿɛɟɪɛɟɡɩɟɤɢ. 

Ⱥɧɚɥɿɡ ɞɨɫɥɿɞɠɟɧɶ ɿ ɩɭɛɥɿɤɚɰɿɣ. ɋɶɨɝɨɞɧɿ ɿɫɧɭє ɛɚɝɚɬɨ ɩɭɛɥɿɤɚɰɿɣ, ɜ ɹɤɢɯ ɚɧɚɥɿɡɭ-
ɸɬɶɫɹ ɩɪɨɛɥɟɦɢ ɛɟɡɩɟɤɢ IoT ɬɚ ɩɪɨɩɨɧɭɸɬɶɫɹ ɲɥɹɯɢ ʀɯ ɜɢɪɿɲɟɧɧɹ, ɩɪɨɬɟ ɪɨɛɿɬ, ɜ ɹɤɢɯ 
ɛɭɥɚ ɛ ɪɨɡɪɨɛɥɟɧɚ ɨɤɪɟɦɚ ɦɨɞɟɥɶ ɡɚɯɢɫɬɭ IoT ɧɚ ɩɪɢɤɥɚɞɿ ɪɨɡɭɦɧɨɝɨ ɛɭɞɢɧɤɭ, ɧɟɦɚє. 

 Ȼɚɡɢɥɟɜɢɱ ȼ. Ɇ., Ɇɚɥɶɰɟɜɚ Ɇ. ȼ., ɉɟɬɪɟɧɤɨ Ɍ. Ⱥ., ɑɟɪɧɢɲ Ʌ. Ƚ., 2020 
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ȼɢɞɿɥɟɧɧɹ ɧɟɞɨɫɥɿɞɠɟɧɢɯ ɱɚɫɬɢɧ ɡɚɝɚɥɶɧɨʀ ɩɪɨɛɥɟɦɢ. Ⱥɧɚɥɿɡɭɸɱɢ ɛɚɝɚɬɨɪɿɜɧɟɜɭ ɚɪ-
ɯɿɬɟɤɬɭɪɭ IoT-ɫɢɫɬɟɦ ɿ ɨɫɨɛɥɢɜɨɫɬɿ ɯɦɚɪɧɢɯ ɩɥɚɬɮɨɪɦ ȱɧɬɟɪɧɟɬɭ ɪɟɱɟɣ, ɜɢɞɿɥɹɸɱɢ ɩɨɬɟɧ-
ɰɿɣɧɨ ɜɪɚɡɥɢɜɿ ɤɨɦɩɨɧɟɧɬɢ ɰɢɯ ɤɨɦɩɥɟɤɫɧɢɯ ɪɿɲɟɧɶ (ɫɢɫɬɟɦɚ ɭɩɪɚɜɥɿɧɧɹ ɞɨɫɬɭɩɨɦ ɞɨ IoT-

ɩɪɢɫɬɪɨɸ ɿ ɯɦɚɪɧɨʀ ɩɥɚɬɮɨɪɦɢ;ɯɦɚɪɢ, ɦɨɛɿɥɶɧɿ ɞɨɞɚɬɤɢ ɬɚ ɜɟɛɿɧɬɟɪɮɟɣɫɢ ɩɪɢɫɬɪɨʀɜ; ɨɧɨɜ-
ɥɟɧɧɹ ɩɪɨɝɪɚɦɧɨɝɨ ɡɚɛɟɡɩɟɱɟɧɧɹ; ɩɚɦ'ɹɬɶ ɩɪɢɫɬɪɨʀɜ; ɥɨɤɚɥɶɧɿ ɫɯɨɜɢɳɚ ɞɚɧɢɯ; ɚɩɚɪɚɬɧɿ ɬɚ 
ɩɪɨɝɪɚɦɧɿ ɿɧɬɟɪɮɟɣɫɢ ɩɪɢɫɬɪɨʀɜ; ɦɟɪɟɠɟɜɿ ɫɟɪɜɿɫɢ ɩɪɢɫɬɪɨʀɜ;ɟɤɨɫɢɫɬɟɦɚ ɤɨɦɭɧɿɤɚɰɿɣ, ɡɨɤ-
ɪɧɦɚ ɦɟɪɟɠɟɜɢɣ ɬɪɚɮɿɤ) ɦɨɠɧɚ ɫɬɜɟɪɞɠɭɜɚɬɢ ɳɨ ɩɨɛɭɞɨɜɚ ɡɚɯɢɳɟɧɨʀ ɫɢɫɬɟɦɢ ɪɨɡɭɦɧɨɝɨ 
ɞɨɦɭ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ IoT ɞɨɡɜɨɥɢɬɶ ɩɿɞɜɢɳɢɬɢ ɪɿɜɟɧɶ ɡɚɯɢɳɟɧɨɫɬɿ ɰɢɯ ɫɢɫɬɟɦ. 

Ɇɟɬɨɸ ɫɬɚɬɬɿ є ɩɨɛɭɞɨɜɚ ɡɚɯɢɳɟɧɨʀ ɫɢɫɬɟɦɢ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ IoT ɧɚ ɩɪɢɤɥɚɞɿ ɪɨɡɭ-
ɦɧɨɝɨ ɛɭɞɢɧɤɭ. 

ȼɢɤɥɚɞ ɨɫɧɨɜɧɨɝɨ ɦɚɬɟɪɿɚɥɭ. ɋɶɨɝɨɞɧɿ ɞɨ IoT ɧɚɥɟɠɢɬɶ ɩɨɧɚɞ ɞɟɫɹɬɶ ɦɿɥɶɹɪɞɿɜ ɩɪɢ-
ɫɬɪɨʀɜ, ɳɨ ɦɚɸɬɶ ɩɿɞɤɥɸɱɟɧɧɹ ɞɨ ȱɧɬɟɪɧɟɬɭ. ȼɨɧɢ ɦɨɠɭɬɶ ɡɛɢɪɚɬɢ ɞɚɧɿ ɬɚ ɜɡɚєɦɨɞɿɹɬɢ 
ɨɞɢɧ ɡ ɨɞɧɢɦ, ɩɟɪɟɞɚɸɱɢ ɞɚɧɿ. Ɂɚɜɞɹɤɢ ɩɨɹɜɿ ɞɟɲɟɜɢɯ ɪɿɲɟɧɶ IoT ɿ ɩɨɲɢɪɟɧɧɸ ɛɟɡɞɪɨ-
ɬɨɜɢɯ ɦɟɪɟɠ ɦɨɠɧɚ ɩɟɪɟɬɜɨɪɢɬɢ ɳɨ-ɧɟɛɭɞɶ ɜɿɞ ɞɭɠɟ ɦɚɥɟɧɶɤɨɝɨ, ɬɚɤɨɝɨ ɹɤ ɬɚɛɥɟɬɤɢ, ɞɨ 
ɞɭɠɟ ɜɟɥɢɤɨɝɨ, ɬɚɤɨɝɨ ɹɤ ɥɿɬɚɤ, ɭ ɱɚɫɬɢɧɭ IoT. IoT ɫɤɥɚɞɚєɬɶɫɹ ɡ ɪɨɡɭɦɧɢɯ ɩɪɢɥɚɞɿɜ ɿɡ 
ɞɨɫɬɭɩɨɦ ɞɨ ȱɧɬɟɪɧɟɬɭ, ɳɨ ɜɢɤɨɪɢɫɬɨɜɭɸɬɶ ɜɛɭɞɨɜɚɧɿ ɫɢɫɬɟɦɢ, ɬɚɤɿ ɹɤ ɩɪɨɰɟɫɨɪɢ, ɞɚɬ-
ɱɢɤɢ ɬɚ ɤɨɦɭɧɿɤɚɰɿɣɧɟ ɨɛɥɚɞɧɚɧɧɹ, ɳɨɛ ɡɛɢɪɚɬɢ, ɧɚɞɫɢɥɚɬɢ ɬɚ ɞɿɹɬɢ ɧɚ ɨɫɧɨɜɿ ɞɚɧɢɯ, ɹɤɿ 
ɜɨɧɢ ɨɬɪɢɦɭɸɬɶ ɡɿ ɫɜɨɝɨ ɫɟɪɟɞɨɜɢɳɚ. ɉɪɢɫɬɪɨʀ IoT ɜɡɚєɦɨɞɿɸɬɶ ɡ ɿɧɲɢɦɢ ɬɚ ɦɨɠɭɬɶ ɞɿ-
ɥɢɬɢɫɹ ɞɚɧɢɦɢ, ɳɨ ɜɨɧɢ ɡɛɢɪɚɸɬɶ, ɩɿɞɤɥɸɱɢɜɲɢɫɶ ɞɨ ɲɥɸɡɭ IoT ɚɛɨ ɿɧɲɨɝɨ ɤɿɧɰɟɜɨɝɨ 
ɩɪɢɫɬɪɨɸ, ɜ ɹɤɨɦɭ ɞɚɧɿ ɧɚɞɫɢɥɚɸɬɶɫɹ ɜ ɯɦɚɪɭ ɞɥɹ ɚɧɚɥɿɡɭ. ȱɧɨɞɿ ɩɪɢɫɬɪɨʀ ɦɨɠɭɬɶ ɛɭɬɢ 
ɡ’єɞɧɚɧɧɿ ɨɞɢɧ ɡ ɨɞɧɢɦ, ɜɡɚєɦɨɞɿɹɬɢ ɬɚ ɧɚ ɨɫɧɨɜɿ ɨɬɪɢɦɚɧɢɯ ɪɟɡɭɥɶɬɚɬɿɜ ɜɢɤɨɧɭɜɚɬɢ ɩɟ-
ɜɧɿ, ɡɚɩɪɨɝɪɚɦɨɜɚɧɿ ɞɿʀ. Ɂɞɟɛɿɥɶɲɨɝɨ «ɪɨɡɭɦɧɿ ɪɟɱɿ» ɩɪɚɰɸɸɬɶ ɛɟɡ ɜɬɪɭɱɚɧɧɹ ɥɸɞɢɧɢ, 
ɩɪɨɬɟ ɜ ɪɚɡɿ ɩɨɬɪɟɛɢ, ɦɨɠɥɢɜɚ ʀɯ ɜɡɚєɦɨɞɿɹ. əɤ ɩɪɢɤɥɚɞ, ɥɸɞɢɧɚ ɦɨɠɟ ɧɚɥɚɲɬɭɜɚɬɢ ʀɯ, 
ɞɚɬɢ ʀɦ ɿɧɫɬɪɭɤɰɿʀ ɚɛɨ ɨɬɪɢɦɚɬɢ ɞɨɫɬɭɩ ɞɨ ɞɚɧɢɯ. 

ɍ ɡɜ'ɹɡɤɭ ɡ ɛɚɝɚɬɨɪɿɜɧɟɜɨɸ ɚɪɯɿɬɟɤɬɭɪɨɸ IoT-ɫɢɫɬɟɦ ɿ ɨɫɨɛɥɢɜɨɫɬɹɦɢ ɯɦɚɪɧɢɯ ɩɥɚɬ-
ɮɨɪɦ ȱɧɬɟɪɧɟɬɭ ɪɟɱɟɣ ɧɚ ɛɚɡɿ ɬɟɯɧɨɥɨɝɿɣ Big Data, ɦɨɠɧɚ ɜɢɞɿɥɢɬɢ ɧɚɫɬɭɩɧɿ ɩɨɬɟɧɰɿɣɧɨ 
ɜɪɚɡɥɢɜɿ ɤɨɦɩɨɧɟɧɬɢ ɰɢɯ ɤɨɦɩɥɟɤɫɧɢɯ ɪɿɲɟɧɶ: 

- ɫɢɫɬɟɦɚ ɭɩɪɚɜɥɿɧɧɹ ɞɨɫɬɭɩɨɦ ɞɨ IoT-ɩɪɢɫɬɪɨɸ ɿ ɯɦɚɪɧɨʀ ɩɥɚɬɮɨɪɦɿ; 
- ɯɦɚɪɢ, ɦɨɛɿɥɶɧɿ ɞɨɞɚɬɤɿɜ ɬɚ ɜɟɛ-ɿɧɬɟɪɮɟɣɫɢ ɩɪɢɫɬɪɨʀɜ; 
- ɨɧɨɜɥɟɧɧɹ ɩɪɨɝɪɚɦɧɨɝɨ ɡɚɛɟɡɩɟɱɟɧɧɹ; 
- ɩɚɦ'ɹɬɶ ɩɪɢɫɬɪɨʀɜ; 
- ɜɫɬɚɧɨɜɥɟɧɧɹ ɩɪɨɝɪɚɦɧɨɝɨ ɡɚɛɟɡɩɟɱɟɧɧɹ ɜɿɞ ɜɟɧɞɨɪɚ; 
- ɥɨɤɚɥɶɧɿ ɫɯɨɜɢɳɚ ɞɚɧɢɯ; 
- ɚɩɚɪɚɬɧɿ ɬɚ ɩɪɨɝɪɚɦɧɿ ɿɧɬɟɪɮɟɣɫɢ ɩɪɢɫɬɪɨʀɜ; 
- ɦɟɪɟɠɟɜɿ ɫɟɪɜɿɫɢ ɩɪɢɫɬɪɨʀɜ; 
- ɟɤɨɫɢɫɬɟɦɚ ɤɨɦɭɧɿɤɚɰɿɣ, ɡɨɤɪɟɦɚ ɦɟɪɟɠɟɜɢɣ ɬɪɚɮɿɤ [1]. 

ȼɩɟɪɲɟ ɬɟɪɦɿɧ «ȱɧɬɟɪɧɟɬ ɪɟɱɟɣ» ɜɠɢɜ Ʉɟɜɿɧ ȿɲɬɨɧ ɭ 1999 ɪɨɰɿ, ɩɿɨɧɟɪ ɛɪɢɬɚɧɫɶɤɢɯ 
ɬɟɯɧɨɥɨɝɿɣ. Ɂɚ ɫɥɨɜɚɦɢ ȿɲɬɨɧɚ IoT є ɫɢɫɬɟɦɨɸ ɮɿɡɢɱɧɢɯ ɨɛ’єɤɬɿɜ ɭ ɫɜɿɬɿ, ɩɿɞɤɥɸɱɟɧɢɯ 
ɞɨ ȱɧɬɟɪɧɟɬɭ ɡɚ ɞɨɩɨɦɨɝɨɸ ɞɚɬɱɢɤɚ [2]. ɇɚɣɩɪɨɫɬɿɲɟ ɜɢɡɧɚɱɟɧɧɹ – ȱɧɬɟɪɧɟɬ ɪɟɱɟɣ – ɰɟ 
ɦɟɪɟɠɚ ɮɿɡɢɱɧɢɯ ɩɪɢɫɬɪɨʀɜ, ɹɤɿ ɩɨєɞɧɭɸɬɶ ɭ ɫɨɛɿ IP-ɡɜ’ɹɡɨɤ ɿɡ ɩɪɨɝɪɚɦɧɢɦ ɡɚɛɟɡɩɟɱɟɧ-
ɧɹɦ, ɞɚɬɱɢɤɚɦɢ, ɜɢɤɨɧɭɸɱɢɦɢ ɦɟɯɚɧɿɡɦɚɦɢ ɬɚ ɿɧɲɨɸ ɟɥɟɤɬɪɨɧɿɤɨɸ, ɳɨɛ ɛɟɡɩɨɫɟɪɟɞɧɶɨ 
ɿɧɬɟɝɪɭɜɚɬɢ ɮɿɡɢɱɧɢɣ ɫɜɿɬ ɭ ɧɚɲɿ ɤɨɦɩ’ɸɬɟɪɧɿ ɫɢɫɬɟɦɢ, ɳɨ ɩɪɢɡɜɨɞɢɬɶ ɞɨ ɩɿɞɜɢɳɟɧɧɹ 
ɟɮɟɤɬɢɜɧɨɫɬɿ ɬɚ ɟɤɨɧɨɦɿɱɧɨʀ ɜɢɝɨɞɢ [2]. 

ɉɪɨɬɨɤɨɥɢ ɩɿɞɤɥɸɱɟɧɧɹ, ɦɟɪɟɠɟɜɢɯ ɡɜ’ɹɡɤɿɜ ɬɚ ɤɨɦɭɧɿɤɚɰɿɣ, ɳɨ ɜɢɤɨɪɢɫɬɨɜɭɸɬɶɫɹ ɡ 
ɰɢɦɢ ɜɟɛ-ɩɪɢɫɬɪɨɹɦɢ, ɡɧɚɱɧɨɸ ɦɿɪɨɸ ɡɚɥɟɠɚɬɶ ɜɿɞ ɤɨɧɤɪɟɬɧɢɯ ɡɚɫɬɨɫɨɜɚɧɢɯ ɩɪɨɝɪɚɦ 
IoT. IoT ɬɚɤɨɠ ɦɨɠɟ ɜɢɤɨɪɢɫɬɨɜɭɜɚɬɢ ɲɬɭɱɧɢɣ ɿɧɬɟɥɟɤɬ (AI) ɬɚ ɦɚɲɢɧɧɟ ɧɚɜɱɚɧɧɹ ɞɥɹ 
ɩɨɥɟɝɲɟɧɧɹ ɬɚ ɞɢɧɚɦɿɤɢ ɩɪɨɰɟɫɿɜ ɡɛɨɪɭ ɞɚɧɢɯ. 

Ɇɚɣɠɟ ɛɭɞɶ-ɹɤɢɣ ɮɿɡɢɱɧɢɣ ɩɪɢɫɬɪɿɣ ɦɨɠɧɚ ɩɟɪɟɬɜɨɪɢɬɢ ɧɚ ȱɧɬɟɪɧɟɬ ɪɟɱɟɣ, ɹɤɳɨ ɦɚє 
ɩɿɞɤɥɸɱɟɧɧɹ ɞɨ ȱɧɬɟɪɧɟɬɭ ɞɥɹ ɤɨɧɬɪɨɥɸ ɬɚ ɩɟɪɟɞɚɱɿ ɿɧɮɨɪɦɚɰɿʀ. 
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Ɋɢɫ. 1. ɉɪɢɤɥɚɞ IoT ɫɢɫɬɟɦɢ 

Ⱦɠɟɪɟɥɨ: [3]. 
ȿɤɫɩɟɪɬɢ ɩɨɱɚɥɢ ɧɚɡɢɜɚɬɢ IoT ɩɪɨɦɢɫɥɨɜɨɸ ɪɟɜɨɥɸɰɿєɸ 4.0. Ɂɜɿɬɢ ɫɬɚɬɢɫɬɢɤɢ IoT 

ɩɨɤɚɡɭɸɬɶ, ɹɤ ɬɟɯɧɨɥɨɝɿɱɧɿ ɿɧɧɨɜɚɰɿʀ ɦɚɬɢɦɭɬɶ ɜɢɪɿɲɚɥɶɧɭ ɪɨɥɶ ɜ ɨɪɝɚɧɿɡɚɰɿʀ ɟɤɨɧɨɦɿɤɢ, 
ɨɯɨɪɨɧɢ ɡɞɨɪɨɜ’ɹ, ɦɚɪɤɟɬɢɧɝɭ, ɛɚɧɤɿɜɫɶɤɨʀ ɫɩɪɚɜɢ ɬɚ ɮɿɧɚɧɫɿɜ, ɚ ɬɚɤɨɠ ɭɪɹɞɭ. IoT ɡɛɢɪɚ-
єɬɶɫɹ ɪɨɡɩɨɱɚɬɢ ɜɢɫɨɤɢɣ ɫɬɭɩɿɧɶ ɚɜɬɨɦɚɬɢɡɚɰɿʀ, ɧɚɥɚɲɬɭɜɚɧɧɹ ɬɚ ɩɿɞɤɥɸɱɟɧɧɹ. 

Ɉɫɶ ɞɟɹɤɿ ɮɚɤɬɢ ɳɨɞɨ ɫɬɚɬɢɫɬɢɤɢ IoT: 

- 127 ɧɨɜɢɯ ɩɪɢɫɬɪɨʀɜ IoT ɩɿɞɤɥɸɱɚɸɬɶɫɹ ɞɨ ȱɧɬɟɪɧɟɬɭ ɳɨɫɟɤɭɧɞɢ; 
- ɩɨɛɭɬɨɜɚ ɟɥɟɤɬɪɨɧɿɤɚ ɫɬɚɧɨɜɢɬɶ 63 % ɭɫɿɯ ɜɫɬɚɧɨɜɥɟɧɢɯ ɛɥɨɤɿɜ IoT; 
- ɞɨ ɤɿɧɰɹ 2020 ɪɨɤɭ ɤɿɥɶɤɿɫɬɶ ɩɪɢɫɬɪɨʀɜ IoT ɜ ɛɭɞɢɧɤɚɯ ɡɪɨɫɬɟ ɦɚɣɠɟ ɞɨ 13 ɦɥɪɞ; 

- 23 % ɩɨɬɨɱɧɢɯ ɦɚɫɲɬɚɛɧɢɯ ɩɪɨɟɤɬɿɜ IoT – ɰɟ ɪɨɡɭɦɧɿ ɦɿɫɬɚ; 
- 40 % ɩɪɢɫɬɪɨʀɜ IoT ɜɢɤɨɪɢɫɬɨɜɭɸɬɶɫɹ ɜ ɝɚɥɭɡɿ ɨɯɨɪɨɧɢ ɡɞɨɪɨɜ’ɹ; 
- ɝɥɨɛɚɥɶɧɿ ɜɢɬɪɚɬɢ ɧɚ ȱɨɌ ɫɬɚɧɨɜɢɬɢɦɭɬɶ 15 ɬɪɢɥɶɣɨɧɿɜ ɞɨɥɚɪɿɜ ɡɚ ɲɿɫɬɶ ɪɨɤɿɜ ɦɿɠ 

2019 ɬɚ 2025 ɪɨɤɚɦɢ; 
- ɤɿɥɶɤɿɫɬɶ ɚɤɬɢɜɧɢɯ ɩɪɢɫɬɪɨʀɜ IoT ɜ 2020 ɪɨɰɿ ɩɟɪɟɜɢɳɢɬɶ 30 ɦɥɪɞ [4]. 

ɇɟ ɿɫɧɭє ɡɚɝɚɥɶɧɨʀ єɞɧɨɫɬɿ ɜ ɩɨɝɥɹɞɚɯ ɧɚ ɚɪɯɿɬɟɤɬɭɪɭ IoT, ɡ ɹɤɨɸ ɛ ɩɨɝɨɞɢɥɢɫɹ ɜɫɿ 
ɧɚɭɤɨɜɰɿ. ɇɚ ɞɭɦɤɭ ɞɟɹɤɢɯ ɞɨɫɥɿɞɧɢɤɿɜ, ɚɪɯɿɬɟɤɬɭɪɚ IoT ɦɚє ɬɪɢ ɲɚɪɢ, ɚɥɟ ɞɟɹɤɿ ɞɨɫɥɿɞ-
ɧɢɤɢ ɩɿɞɬɪɢɦɭɸɬɶ ɱɨɬɢɪɢɲɚɪɨɜɭ ɚɪɯɿɬɟɤɬɭɪɭ. ȼɨɧɢ ɜɜɚɠɚɸɬɶ, ɳɨ ɡɚɜɞɹɤɢ ɭɞɨɫɤɨɧɚ-
ɥɟɧɧɸ, IoT ɚɪɯɿɬɟɤɬɭɪɚ ɬɪɶɨɯ ɲɚɪɿɜ ɧɟ ɦɨɠɟ ɜɿɞɩɨɜɿɞɚɬɢ ɜɢɦɨɝɚɦ ɞɨɞɚɬɤɿɜ. ɑɟɪɟɡ ɩɪɨ-
ɛɥɟɦɢ ɜ IoT ɳɨɞɨ ɛɟɡɩɟɤɢ ɬɚ ɤɨɧɮɿɞɟɧɰɿɣɧɨɫɬɿ ɬɚɤɨɠ ɛɭɥɚ ɡɚɩɪɨɩɨɧɨɜɚɧɚ ɚɪɯɿɬɟɤɬɭɪɚ 
ɩ’ɹɬɢ ɲɚɪɿɜ. ȼɜɚɠɚєɬɶɫɹ, ɳɨ ɧɟɳɨɞɚɜɧɨ ɡɚɩɪɨɩɨɧɨɜɚɧɚ ɚɪɯɿɬɟɤɬɭɪɚ ɦɨɠɟ ɜɿɞɩɨɜɿɞɚɬɢ 
ɜɢɦɨɝɚɦ IoT ɳɨɞɨ ɛɟɡɩɟɤɢ ɬɚ ɤɨɧɮɿɞɟɧɰɿɣɧɨɫɬɿ. ȱєɪɚɪɯɿɹ ɜɫɿєʀ ɡɚɩɪɨɩɨɧɨɜɚɧɨʀ ɲɚɪɭɜɚɬɨʀ 
ɚɪɯɿɬɟɤɬɭɪɢ Internet of Things (IoT) ɩɨɤɚɡɚɧɚ ɧɚ ɪɢɫ. 2, ɞɟ ɩɨɤɚɡɚɧɿ ɲɚɪɨɜɿ ɚɪɯɿɬɟɤɬɭɪɢ 
IoT, ɳɨ ɫɤɥɚɞɚɸɬɶɫɹ ɜɿɞɩɨɜɿɞɧɨ ɡ ɬɪɶɨɯ, ɱɨɬɢɪɶɨɯ ɬɚ ɩ’ɹɬɢ ɪɿɜɧɿɜ. 

IoT ɩɪɢɫɬɪɿɣ  
(ɫɟɧɫɨɪ)  

IoT ɩɪɢɫɬɪɿɣ 

(ɚɧɬɟɧɚ)  

IoT ɩɪɢɫɬɪɿɣ  
(ɦɿɤɪɨɤɨɧɬɪɨɥɟɪ)  

 

IoT ɤɨɧɰɟɧɬɪɚɬɨɪ 
ɚɛɨ IoT  

ɦɚɪɲɪɭɬɢɡɚɬɨɪ  

ȱɧɬɟɪɮɟɣɫ  
ɤɨɪɢɫɬɭɜɚɱɚ  
(ɫɦɚɪɬɮɨɧ)  

Ⱥɧɚɥɿɬɢɤɚ  
ɛɿɡɧɟɫ-ɞɨɞɚɬɤɿɜ 

(ERP) 

Back-end ɫɢɫɬɟɦɢ 

Ɂɛɿɪ ɞɚɧɢɯ 
Ɂɛɿɪ ɬɚ ɩɟɪɟɞɚɱɚ 

ɞɚɧɢɯ 
Ⱥɧɚɥɿɡ ɞɚɧɢɯ ɬɚ ɞɿɹ  
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Ɋɢɫ. 2. ȱєɪɚɪɯɿɹ ɚɪɯɿɬɟɤɬɭɪ IoT 

Ⱦɠɟɪɟɥɨ: [5]. 
Ɍɪɢɪɿɜɧɟɜɚ ɚɪɯɿɬɟɤɬɭɪɚ – ɰɟ ɛɚɡɨɜɚ ɚɪɯɿɬɟɤɬɭɪɚ ɣ ɜɿɞɩɨɜɿɞɚє ɨɫɧɨɜɧɿɣ ɤɨɧɰɟɩɰɿʀ IoT. 

ȼɨɧɚ ɛɭɥɚ ɡɚɩɪɨɩɨɧɨɜɚɧɚ ɧɚ ɪɚɧɧɿɯ ɫɬɚɞɿɹɯ ɪɨɡɜɢɬɤɭ IoT. ȱ ɦɚє ɬɪɢ ɪɿɜɧɿ (ɫɩɪɢɣɧɹɬɬɹ, 
ɦɟɪɟɠɟɜɢɣ ɬɚ ɩɪɢɤɥɚɞɧɢɣ), ɹɤ ɩɨɤɚɡɚɧɨ ɧɚ ɪɢɫ. 3. 

 
Ɋɢɫ. 3. Ɍɪɢɪɿɜɧɟɜɚ ɚɪɯɿɬɟɤɬɭɪɚ IoT 

Ⱦɠɟɪɟɥɨ: [5]. 
ɑɨɬɢɪɶɨɯɪɿɜɧɟɜɚ ɚɪɯɿɬɟɤɬɭɪɚ. Ɍɪɢɲɚɪɨɜɚ ɚɪɯɿɬɟɤɬɭɪɚ ɛɭɥɚ ɛɚɡɨɜɨɸ ɚɪɯɿɬɟɤɬɭɪɨɸ. 

ɑɟɪɟɡ ɩɨɫɬɿɣɧɢɣ ɪɨɡɜɢɬɨɤ ɜ IoT, ɜɨɧɚ ɧɟ ɦɨɝɥɚ ɜɢɤɨɧɚɬɢ ɜɫɿɯ ɜɢɦɨɝ ɞɨ IoT. Ɍɨɦɭ ɞɨɫɥɿɞ-
ɧɢɤɢ ɩɪɟɞɫɬɚɜɢɥɢ ɚɪɯɿɬɟɤɬɭɪɭ ɡ ɱɨɬɢɪɦɚ ɪɿɜɧɹɦɢ. ȼɨɧɚ ɦɚє ɬɪɢ ɪɿɜɧɹ, ɹɤ ɩɨɩɟɪɟɞɧɹ ɚɪ-
ɯɿɬɟɤɬɭɪɚ, ɬɚ ɳɟ ɨɞɢɧ ɪɿɜɟɧɶ, ɹɤɢɣ ɧɚɡɢɜɚєɬɶɫɹ ɪɿɜɧɟɦ ɩɿɞɬɪɢɦɤɢ. ɇɚ ɪɢɫ. 4 ɩɪɟɞɫɬɚɜɥɟɧɿ 
ɪɿɜɧɿ ɰɿєʀ ɚɪɯɿɬɟɤɬɭɪɢ ɡ ɦɟɯɚɧɿɡɦɚɦɢ ɛɟɡɩɟɤɢ, ɳɨ ɜɢɤɨɪɢɫɬɨɜɭɸɬɶɫɹ ɞɥɹ ɡɚɛɟɡɩɟɱɟɧɧɹ ɡɚ-
ɯɢɫɬɭ ɜɿɞ ɡɥɨɜɦɢɫɧɢɤɿɜ. 

ɉ’ɹɬɢɪɿɜɧɟɜɚ ɚɪɯɿɬɟɤɬɭɪɚ. ɑɨɬɢɪɶɨɯɪɿɜɧɟɜɚ ɚɪɯɿɬɟɤɬɭɪɚ ɜɿɞɿɝɪɚɥɚ ɜɚɠɥɢɜɭ ɪɨɥɶ ɭ ɪɨ-
ɡɜɢɬɤɭ IoT. Ȼɭɥɢ ɬɚɤɨɠ ɞɟɹɤɿ ɩɪɨɛɥɟɦɧɿ ɩɢɬɚɧɧɹ ɳɨɞɨ ɛɟɡɩɟɤɢ ɬɚ ɡɛɟɪɿɝɚɧɧɹ ɞɚɧɢɯ ɜ ɱɨ-
ɬɢɪɶɨɯɪɿɜɧɟɜɿɣ ɚɪɯɿɬɟɤɬɭɪɿ. ȼɧɚɫɥɿɞɨɤ ɱɨɝɨ ɞɨɫɥɿɞɧɢɤɢ ɡɚɩɪɨɩɨɧɭɜɚɥɢ ɩ’ɹɬɢɲɚɪɨɜɭ ɚɪ-
ɯɿɬɟɤɬɭɪɭ, ɳɨɛ ɡɪɨɛɢɬɢ IoT ɛɿɥɶɲ ɧɚɞɿɣɧɢɦ. ȼɨɧɚ ɦɚє ɬɪɢ ɨɫɧɨɜɧɿ ɪɿɜɧɿ (ɪɿɜɟɧɶ 
ɫɩɪɢɣɧɹɬɬɹ, ɬɪɚɧɫɩɨɪɬɧɢɣ ɬɚ ɩɪɢɤɥɚɞɧɢɣ), ɛɿɡɧɟɫ-ɪɿɜɟɧɶ ɬɚ ɪɿɜɟɧɶ ɨɛɪɨɛɤɢ. ȼɜɚɠɚєɬɶɫɹ, 
ɳɨ ɡɚɩɪɨɩɨɧɨɜɚɧɚ ɚɪɯɿɬɟɤɬɭɪɚ ɦɚє ɦɨɠɥɢɜɿɫɬɶ ɦɚɤɫɢɦɚɥɶɧɨ ɜɢɤɨɧɭɜɚɬɢ ɜɢɦɨɝɢ IoT. 
ȼɨɧɚ ɬɚɤɨɠ ɦɚє ɦɨɠɥɢɜɿɫɬɶ ɡɚɯɢɳɚɬɢ ɩɪɨɝɪɚɦɢ IoT [5]. 
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Ɋɢɫ. 4. ɑɨɬɢɪɶɨɯɪɿɜɧɟɜɚ ɚɪɯɿɬɟɤɬɭɪɚ IoT 

Ⱦɠɟɪɟɥɨ: [5]. 
ȱɧɬɟɪɧɟɬ ɪɟɱɟɣ ɩɟɪɟɣɦɚє ɫɭɱɚɫɧɿ ɬɟɯɧɨɥɨɝɿʀ ɿ ɡɚɫɬɨɫɨɜɭєɬɶɫɹ ɜ ɪɿɡɧɢɯ ɝɚɥɭɡɹɯ. ɇɢɧɿ 

ɦɢ ɦɚєɦɨ ɡɦɨɝɭ ɡɛɢɪɚɬɢ, ɨɛɪɨɛɥɹɬɢ ɬɚ ɧɚɞɫɢɥɚɬɢ ɞɚɧɿ ɞɨ ɿɧɲɢɯ ɨɛ’єɤɬɿɜ, ɞɨɞɚɬɤɿɜ ɱɢ ɫɟɪ-
ɜɟɪɿɜ. ɉɪɨɬɨɤɨɥɢ IoT ɞɨɡɜɨɥɹɸɬɶ ɰɢɦ ɨɛ’єɤɬɚɦ ɫɩɿɥɤɭɜɚɬɢɫɹ ɬɚ ɨɛɦɿɧɸɜɚɬɢɫɹ ɞɚɧɢɦɢ. 
ɉɪɨɬɨɤɨɥɢ IoT ɦɨɠɧɚ ɤɥɚɫɢɮɿɤɭɜɚɬɢ ɧɚ ɞɜɿ ɤɚɬɟɝɨɪɿʀ: ɦɟɪɟɠɟɜɿ ɬɚ ɩɪɨɬɨɤɨɥɢ ɞɚɧɢɯ 
(ɪɢɫ. 5). Ɇɟɪɟɠɟɜɿ ɩɪɨɬɨɤɨɥɢ ɜɢɤɨɪɢɫɬɨɜɭɸɬɶɫɹ ɞɥɹ ɩɿɞɤɥɸɱɟɧɧɹ ɪɿɡɧɢɯ ɩɪɢɫɬɪɨʀɜ, ɳɨ 
ɜɢɤɨɪɢɫɬɨɜɭɸɬɶɫɹ ɜ ɦɟɪɟɠɿ, ɿ ɡɚɡɜɢɱɚɣ ɜɢɤɨɪɢɫɬɨɜɭɸɬɶɫɹ ȱɧɬɟɪɧɟɬ. Ɂ ɿɧɲɨɝɨ ɛɨɤɭ, ɩɪɨ-
ɬɨɤɨɥɢ ɞɚɧɢɯ ɜɢɤɨɪɢɫɬɨɜɭɸɬɶɫɹ ɞɥɹ ɩɿɞɤɥɸɱɟɧɧɹ IoT ɧɢɡɶɤɨʀ ɩɨɬɭɠɧɨɫɬɿ ɬɚ ɩɿɞɤɥɸɱɚ-
ɸɬɶɫɹ ɛɟɡ ɜɢɤɨɪɢɫɬɚɧɧɹ ȱɧɬɟɪɧɟɬɭ. 

 

Ɋɢɫ. 5. ɉɪɨɬɨɤɨɥɢ IoT 

ɇɚɣɫɥɚɛɲɢɦ ɦɿɫɰɟɦ IoT є ɛɟɡɩɟɤɚ. ɇɚɠɚɥɶ ɦɚɣɠɟ ɜɫɿ ɩɪɢɫɬɪɨʀ ɦɚɸɬɶ ɛɚɝɚɬɨ ɭɪɚɡɥɢ-
ɜɨɫɬɟɣ, ɳɨ ɞɨɡɜɨɥɹє ɯɚɤɟɪɚɦ ɥɟɝɤɨ ʀɯ ɡɥɚɦɭɜɚɬɢ. ɍ ɬɚɛɥɢɰɿ ɧɚɜɟɞɟɧɿ ɧɚɣɛɿɥɶɲɿ ɭɪɚɡɥɢ-
ɜɨɫɬɿ IoT ɬɚ ɲɥɹɯɢ ʀɯ ɭɫɭɧɟɧɧɹ [6]. 
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Ɍɚɛɥɢɰɹ  
ɇɚɣɛɿɥɶɲɿ ɭɪɚɡɥɢɜɨɫɬɿ IoT ɬɚ ɲɥɹɯɢ ʀɯ ɭɫɭɧɟɧɧɹ 

ɍɪɚɡɥɢɜɿɫɬɶ ɒɥɹɯɢ ɩɨɞɨɥɚɧɧɹ 

ɇɟɞɨɫɬɚɬɧɹ (ɚɛɨ ɜɿɞɫɭɬɧɹ) ɫɬɚɧɞɚɪɬɢɡɚɰɿɹ ɚɪɯɿɬɟɤ-
ɬɭɪɢ ɿ ɩɪɨɬɨɤɨɥɿɜ, ɫɟɪɬɢɮɿɤɚɰɿɹ ɩɪɢɫɬɪɨʀɜ 

ɋɬɜɨɪɟɧɧɹ єɞɢɧɨɝɨ ɦɿɠɧɚɪɨɞɧɨɝɨ ɫɬɚɧɞɚɪɬɭ ɡ єɞɢ-
ɧɢɦ ɩɟɪɟɥɿɤɨɦ ɜɢɦɨɝ ɞɨ ȱɧɬɟɪɧɟɬ ɪɟɱɟɣ 

ȼɿɞɫɭɬɧɿɫɬɶ ɲɢɮɪɭɜɚɧɧɹ ɛɟɡɞɪɨɬɨɜɨɝɨ ɬɪɚɮɿɤɭ ȼɢɤɨɪɢɫɬɚɧɧɹ ɩɪɨɬɨɤɨɥɿɜ ɲɢɮɪɭɜɚɧɧɹ 
WPA2/WPA3-PSK ɡ ɚɥɝɨɪɢɬɦɨɦ ɲɢɮɪɭɜɚɧɧɹ AES 

Ɋɨɛɨɱɟ ɜɢɤɨɪɢɫɬɚɧɧɹ ɬɢɩɨɜɢɯ ɨɛɥɿɤɨɜɢɯ ɡɚɩɢɫɿɜ, 
ɜɫɬɚɧɨɜɥɟɧɢɯ ɜɢɪɨɛɧɢɤɨɦ ɡɚ ɡɚɦɨɜɱɭɜɚɧɧɹɦ 

Ɇɨɠɥɢɜɿɫɬɶ ɫɬɜɨɪɟɧɧɹ ɨɛɥɿɤɨɜɢɯ ɡɚɩɢɫɿɜ ɞɥɹ ɤɨɠɧɨʀ 
ȱɧɬɟɪɧɟɬ ɪɟɱɟɣ ɬɚ ɫɬɜɨɪɟɧɧɹ ɜɢɪɨɛɧɢɤɨɦ ɪɿɡɧɢɯ 
,,ɇɟɬɢɩɨɜɢɯ” ɩɚɪɨɥɿɜ ɡɚ ɡɚɦɨɜɱɭɜɚɧɧɹɦ ɞɥɹ ɤɨɠɧɨɝɨ 
ɩɪɢɫɬɪɨɸ 

ɋɥɚɛɤɚ ɚɭɬɟɧɬɢɮɿɤɚɰɿɹ ɿ ɫɢɫɬɟɦɢ ɭɩɪɚɜɥɿɧɧɹ ɞɨɫɬɭ-
ɩɨɦ 

ɋɬɜɨɪɟɧɧɹ ɫɤɥɚɞɧɨɝɨ ɩɚɪɨɥɹ ɬɚ ɥɨɝɿɧɭ ɞɥɹ ɤɨɠɧɨɝɨ 
ɨɛɥɿɤɨɜɨɝɨ ɡɚɩɢɫɭ ȱɧɬɟɪɧɟɬ ɪɟɱɟɣ 

ȼɿɞɫɭɬɧɿɫɬɶ ɩɿɞɬɪɢɦɤɢ ɡ ɛɨɤɭ ɜɢɪɨɛɧɢɤɚ ɞɥɹ ɭɫɭ-
ɧɟɧɧɹ ɜɪɚɡɥɢɜɨɫɬɟɣ 

ȼɢɤɨɪɢɫɬɚɧɧɹ ɜɢɪɨɛɧɢɤɨɦ ɫɬɚɧɞɚɪɬɭ ɛɟɡɩɟɤɢ ȱɧɬɟɪ-
ɧɟɬ ɪɟɱɟɣ, ɫɬɜɨɪɟɧɧɹ ɪɿɡɧɢɯ ɩɚɪɨɥɿɜ ɞɥɹ ɩɪɢɫɬɪɨʀɜ ɡɚ 
ɡɚɦɨɜɱɭɜɚɧɧɹɦ, ɧɚɹɜɧɿɫɬɶ ɬɟɯɧɿɱɧɨʀ ɩɿɞɬɪɢɦɤɢ 

ɋɤɥɚɞɧɿɫɬɶ ɚɛɨ ɧɟɦɨɠɥɢɜɿɫɬɶ ɭɫɬɚɧɨɜɤɢ ɨɧɨɜɥɟɧɶ 
ɨɩɟɪɚɰɿɣɧɨʀ ɫɢɫɬɟɦɢ  

ɇɚɹɜɧɿɫɬɶ ɜɟɛ-ɿɧɬɟɪɮɟɣɫɭ ɞɨɦɚɲɧɶɨɝɨ ɤɨɧɬɪɨɥɟɪɚ 
ɬɚ ɦɨɠɥɢɜɿɫɬɶ ɤɨɧɮɿɝɭɪɭɜɚɧɧɹ ɤɨɠɧɨʀ ȱɧɬɟɪɧɟɬ ɪɟ-
ɱɟɣ ɬɚ ɧɚɹɜɧɿɫɬɶ ɦɨɠɥɢɜɨɫɬɿ ɜɫɬɚɧɨɜɥɟɧɧɹ ɨɧɨɜ-
ɥɟɧɧɹ ɨɩɟɪɚɰɿɣɧɨʀ ɫɢɫɬɟɦɢ 

ȼɢɤɨɪɢɫɬɚɧɧɹ ɧɟɡɚɯɢɳɟɧɢɯ ɦɨɛɿɥɶɧɢɯ ɬɟɯɧɨɥɨɝɿɣ ɿ 
ɯɦɚɪɧɨʀ ɿɧɮɪɚɫɬɪɭɤɬɭɪɢ 

ȼɢɤɨɪɢɫɬɚɧɧɹ ɧɟɡɚɯɢɳɟɧɢɯ ɦɨɛɿɥɶɧɢɯ ɬɟɯɧɨɥɨɝɿɣ ɿ 
ɯɦɚɪɧɨʀ ɿɧɮɪɚɫɬɪɭɤɬɭɪɢ 

ɜɡɚєɦɧɚ ɿɧɬɟɝɪɚɰɿɹ ɪɿɡɧɢɯ ɩɪɢɫɬɪɨʀɜ ɦɿɠ ɫɨɛɨɸ ɞɨ-
ɡɜɨɥɹє ɡɥɨɜɦɢɫɧɢɤɨɜɿ ɨɜɨɥɨɞɿɬɢ ɜɫɿєɸ ɦɟɪɟɠɟɸ, 
ɡɥɚɦɚɜɲɢ ɥɢɲɟ 1 ɪɿɱ 

ɒɢɮɪɭɜɚɧɧɹ ɬɪɚɮɿɤɭ, ɳɨ ɩɟɪɟɞɚєɬɶɫɹ ɜɿɞ ɨɞɧɨɝɨ 
ɩɪɢɫɬɪɨɸ ɞɨ ɿɧɲɨɝɨ. Ɉɛɥɿɤɨɜɿ ɡɚɩɢɫɢ ɞɥɹ ɩɪɢɫɬɪɨʀɜ. 

ȼɿɞɫɭɬɧɿɫɬɶ ɛɪɚɧɞɦɚɭɟɪɿɜ ɿ ɚɧɬɢɜɿɪɭɫɿɜ ȼɢɤɨɪɢɫɬɚɧɧɹ ɮɚɟɪɜɨɥɿɜ ɡ ɧɚɥɚɲɬɨɜɚɧɢɦɢ ɫɩɢɫɤɚɦɢ 
ɞɨɫɬɭɩɭ ɞɥɹ ɡɚɯɢɫɬɭ ɜɯɿɞɧɨɝɨ ɬɪɚɮɿɤɭ ɬɚ ɚɧɬɢɜɿɪɭɫ-
ɧɨɝɨ ɩɪɨɝɪɚɦɧɨɝɨ ɡɚɛɟɡɩɟɱɟɧɧɹ ɞɥɹ ɜɧɭɬɪɿɲɧɶɨɝɨ 
ɡɚɯɢɫɬɭ 

ȼɢɤɨɪɢɫɬɚɧɧɹ ɧɟɛɟɡɩɟɱɧɨɝɨ ɉɁ ȼɢɤɨɪɢɫɬɚɧɧɹ ɥɿɰɟɧɡɿɣɧɨɝɨ ɩɪɨɝɪɚɦɧɨɝɨ ɡɚɛɟɡɩɟ-
ɱɟɧɧɹ ɧɚɞɿɣɧɨɝɨ ɜɢɪɨɛɧɢɤɚ 

Ⱦɥɹ ɪɨɡɪɨɛɤɢ ɡɚɯɢɳɟɧɨʀ ɫɢɫɬɟɦɢ ɪɨɡɭɦɧɨɝɨ ɛɭɞɢɧɤɭ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ IoT ɛɭɥɚ ɜɢɤɨ-
ɪɢɫɬɚɧɚ ɛɚɝɚɬɨɮɭɧɤɰɿɨɧɚɥɶɧɚ ɩɪɨɝɪɚɦɚ ɦɨɞɟɥɸɜɚɧɧɹ ɦɟɪɟɠ Cisco Packet Tracer. Ⱦɚɥɿ ɧɚ-
ɜɨɞɢɦɨ ɚɥɝɨɪɢɬɦ ɩɨɛɭɞɨɜɢ ɬɚ ɧɚɥɚɝɨɞɠɟɧɧɹ ɡɚɯɢɳɟɧɨʀ ɫɢɫɬɟɦɢ ɪɨɡɭɦɧɨɝɨ ɛɭɞɢɧɤɭ ɡ ɜɢ-
ɤɨɪɢɫɬɚɧɧɹɦ IoT:  

1. ɉɨɛɭɞɨɜɚ ɦɟɪɟɠɿ, ɞɨɞɚɜɚɧɧɹ ɜɫɿɯ ɧɟɨɛɯɿɞɧɢɯ ɦɟɪɟɠɟɜɢɯ ɬɚ ɤɿɧɰɟɜɢɯ ɩɪɢɫɬɪɨʀɜ. 
(ɫɦɚɪɬɮɨɧ - ɞɟɜɚɣɫ ɡ ɹɤɨɝɨ ɛɭɞɟ ɜɿɞɛɭɜɚɬɢɫɹ ɤɟɪɭɜɚɧɧɹ ɬɚ ɫɩɨɫɬɟɪɟɠɟɧɧɹ ɡɚ ȱɧɬɟɪɧɟɬ ɪɟ-
ɱɟɣ, wireless router - ɹɤɢɣ ɜ ɫɜɨɸ ɱɟɪɝɭ ɩɿɞɤɥɸɱɟɧɢɣ ɞɨ ȱɧɬɟɪɧɟɬ, ɞɚɥɿ ɣɞɟ ɯɦɚɪɚ (ɹɤ ɿɦɿɬɚɰɿɹ 
ȱɧɬɟɪɧɟɬɭ), ɞɨ ɹɤɨʀ ɛɭɥɨ ɩɿɞɤɥɸɱɟɧɨ ɦɚɪɲɪɭɬɢɡɚɬɨɪ ɿɧɲɨɝɨ ɩɪɨɜɚɣɞɟɪɚ(R2). ɇɢɠɱɟ ISP 
ɦɚɪɲɪɭɬɢɡɚɬɨɪɚ ɛɭɜ ɪɨɡɦɿɳɟɧɢɣ ɤɨɦɭɬɚɬɨɪ ɬɚ ɞɜɚ ɫɟɪɜɟɪɢ (DNS–ɫɟɪɜɟɪ, ɹɤɢɣ ɦɿɫɬɢɬɶ 
ɛɚɡɭ ɞɚɧɢɯ ɡɚɝɚɥɶɧɨɞɨɫɬɭɩɧɢɯ IP-ɚɞɪɟɫ ɬɚ ɩɨɜ’ɹɡɚɧɢɯ ɡ ɧɢɦɢ ɿɦɟɧ ɯɨɫɬɿɜ ɿ ɜ ɛɿɥɶɲɨɫɬɿ ɜɢ-
ɩɚɞɤɿɜ ɫɥɭɠɢɬɶ ɞɥɹ ɜɢɪɿɲɟɧɧɹ ɚɛɨ ɩɟɪɟɤɥɚɞɭ ɰɢɯ ɿɦɟɧ ɧɚ IP-ɚɞɪɟɫɢ ɡɚ ɩɨɬɪɟɛɨɸ ɬɚ IoT 
Server – ɫɟɪɜɟɪ ȱɧɬɟɪɧɟɬ ɪɟɱɟɣ). Ⱦɨ R2 ɩɿɞɤɥɸɱɟɧɨ ɞɨɦɚɲɧɿɣ ɤɨɧɬɪɨɥɥɟɪ, ɹɤɢɣ є ɬɨɱɤɨɸ 
ɡ’єɞɧɚɧɧɹ ɜɫɿɯ ȱɧɬɟɪɧɟɬ ɪɟɱɟɣ. ɋɦɚɪɬɮɨɧ ɩɿɞɤɥɸɱɟɧɨ ɞɨ ɬɨɱɤɢ ɞɨɫɬɭɩɭ ɛɟɡɞɪɨɬɨɜɨ, ɜ ɫɜɨɸ 

ɱɟɪɝɭ, ɨɫɬɚɧɧɹ ɛɭɥɨ ɩɿɞɤɥɸɱɟɧɨ ɤɪɨɫɨɜɟɪɧɢɦ ɤɚɛɟɥɟɦ. ISP1 ɬɚ ISP2 – ɡɚ ɞɨɩɨɦɨɝɨɸ Serial 
ɤɚɛɟɥɹ. ɋɟɪɜɟɪɢ ɬɚ ɞɨɦɚɲɧɿɣ ɤɨɧɬɪɨɥɥɟɪ – ɩɪɹɦɢɦ ɤɚɛɟɥɟɦ (ɪɢɫ. 6). 

2. ɇɚɥɚɲɬɭɜɚɧɧɹ ɦɟɪɟɠɿ. ɉɪɨɜɟɞɟɧɨ ɧɚɥɚɲɬɭɜɚɧɧɹ ɞɨɦɚɲɧɶɨɝɨ ɲɥɸɡɭ. Ⱦɥɹ ɩɨɱɚɬɤɭ 
ɛɭɥɨ ɡɦɿɧɟɧɨ ɞɟɮɨɥɬɧɢɣ SSID (ɿɞɟɧɬɢɮɿɤɚɬɨɪ, ɹɜɥɹє ɫɨɛɨɸ ɭɧɿɤɚɥɶɧɢɣ 32-ɡɧɚɱɧɢɣ ɛɭɤ-
ɜɟɧɨ-ɰɢɮɪɨɜɢɣ ɤɨɞ, ɹɤɢɣ ɜɢɤɨɪɢɫɬɨɜɭєɬɶɫɹ ɞɥɹ ɿɞɟɧɬɢɮɿɤɚɰɿʀ WLAN. ɇɟɨɛɯɿɞɧɢɣ ɞɥɹ 
ɡɚɩɨɛɿɝɚɧɧɹ ɜɢɩɚɞɤɨɜɨɝɨ ɚɛɨ ɧɚɜɦɢɫɧɨɝɨ ɩɿɞɤɥɸɱɟɧɧɹ ɞɨ ɦɟɪɟɠɿ ɿɧɲɨɝɨ ɛɟɡɞɪɨɬɨɜɨɝɨ 
ɨɛɥɚɞɧɚɧɧɹ). Ⱦɚɥɿ ɩɿɞɤɥɸɱɢɥɢ ɜɟɛɤɚɦɟɪɭ ɞɨ ɲɥɸɡɭ. Ⱦɥɹ ɰɶɨɝɨ ɩɟɪɟɣɲɥɢ ɞɨ ɧɚɥɚɲɬɭ-
ɜɚɧɶ ɨɛ’єɤɬɚ ɬɚ ɜɢɛɪɚɥɢ ɦɟɪɟɠɟɜɢɣ ɚɞɚɩɬɟɪ PT-IOE-MN-W ɬɚ ɜɤɚɡɚɥɢ SSID, ɹɤɢɣ ɧɚɥɚ-
ɲɬɭɜɚɥɢ ɲɥɸɡɿ. 
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Ɋɢɫ. 6. ɉɨɛɭɞɨɜɚ ɦɟɪɟɠɿ 
3. ɇɚɥɚɲɬɭɜɚɧɧɹ ɦɚɪɲɪɭɬɢɡɚɬɨɪɚ R2, ɧɚɥɚɲɬɭɜɚɧɧɹ ip-ɚɞɪɟɫ ɧɚ ɿɧɬɟɪɮɟɣɫɢ ɬɚ ɧɚɥɚ-

ɲɬɭɜɚɧɧɹ ɣɨɝɨ ɹɤ dhcp-ɫɟɪɜɟɪ. 
4. ɇɚɥɚɲɬɭɜɚɧɧɹ ɯɦɚɪɢ. Ⱦɥɹ ɤɨɠɧɨɝɨ Serial ɿɧɬɟɪɮɟɣɫɭ ɡɚɞɚɥɢ ɭɧɿɤɚɥɶɧɢɣ DLCI. S0/0 

-100 (Ⱥ), S1/0 (ȼ). ɇɚ ɜɤɥɚɞɧɢɰɿ frame relay (ɰɟ ɪɟɬɪɚɧɫɥɹɰɿɹ ɤɚɞɪɿɜ (frame relay, FR) – ɰɟ 
ɦɟɬɨɞ ɞɨɫɬɚɜɤɢ ɩɨɜɿɞɨɦɥɟɧɶ ɭ ɦɟɪɟɠɚɯ ɩɟɪɟɞɚɱɿ ɞɚɧɢɯ ɿɡ ɤɨɦɭɬɚɰɿєɸ ɩɚɤɟɬɿɜ) ɧɚɥɚɲɬɭ-
ɜɚɥɢ ɬɚɤɢɦ ɱɢɧɨɦ S1 (B) – S0 (A).  

5. ɇɚɥɚɲɬɭɜɚɧɧɹ DNS ɬɚ IoT ɫɟɪɜɟɪɿɜ. Ⱦɥɹ ɰɶɨɝɨ ɩɟɪɟɜɿɪɢɥɢ ɱɢ ɪɨɡɞɚɜ R2 ip-ɚɞɪɟɫɭ 
ɬɚ ɜɤɥɚɞɧɢɰɿ Services — DNS ɧɚɬɢɫɧɭɥɢ on. Ɍɚɤɨɠ ɞɨɞɚɥɢ ɡɚɩɢɫ ɩɪɨ IoT ɬɚ DNS ɫɟɪɜɟɪ. 
Name — www.iot.com, ip — 10.0.0.253 . Name — www.dns.com, ip — 10.0.0.253Ɂ 

6. Ⱦɥɹ ɡɚɯɢɫɬɭ ɦɨɞɟɥɿ ɪɨɡɭɦɧɨɝɨ ɞɨɦɭ ɫɩɨɱɚɬɤɭ ɛɭɥɨ ɡɦɿɧɟɧɨ ɫɬɚɧɞɚɪɬɧɢɣ SSID ɧɚ 
ɞɨɦɚɲɧɶɨɦɭ ɤɨɧɬɪɨɥɟɪɿ ɬɚ ɨɛɪɚɧɨ ɬɢɩ ɚɭɬɟɧɬɢɮɿɤɚɰɿʀ WPA2-PSK (ɪɢɫ. 7). 

7. ɇɚ IoT – ɫɟɪɜɟɪɿ ɛɭɥɨ ɫɬɜɨɪɟɧɨ ɨɛɥɿɤɨɜɢɣ ɡɚɩɢɫ ɡɿ ɫɤɥɚɞɧɢɦ ɩɚɪɨɥɟɦ ɬɚ ɥɨɝɿɧɨɦ 
ɞɥɹ ɩɿɞɤɥɸɱɟɧɧɹ ɪɨɡɭɦɧɢɯ ɪɟɱɟɣ. ɇɚɠɚɥɶ, ɩɪɨɝɪɚɦɚ packet tracer ɧɟ ɩɿɞɬɪɢɦɭє ɦɨɠɥɢɜɨ-
ɫɬɿ ɫɬɜɨɪɟɧɧɹ ɨɤɪɟɦɢɯ ɨɛɥɿɤɨɜɢɯ ɡɚɩɢɫɿɜ ɞɥɹ ɤɨɠɧɨʀ ɪɨɡɭɦɧɨʀ ɪɟɱɿ, ɩɪɨɬɟ ɰɟ ɩɨɬɪɿɛɧɨ 
ɡɪɨɛɢɬɢ ɨɛɨɜ’ɹɡɤɨɜɨ.  

 

Ɋɢɫ. 7. ɇɚɥɚɲɬɭɜɚɧɧɹ ɨɫɧɨɜɧɢɯ ɩɚɪɚɦɟɬɪɿɜ ɛɟɡɩɟɤɢ ɧɚ ɞɨɦɚɲɧɶɨɦɭ ɤɨɧɬɪɨɥɟɪɿ 

http://www.iot.com/
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8. Ɉɞɧɢɦ ɿɡ ɧɚɣɤɪɚɳɢɯ ɫɩɨɫɨɛɿɜ ɡɚɯɢɫɬɢɬɢ ɪɨɡɭɦɧɢɣ ɞɿɦ є ɜɢɤɨɪɢɫɬɚɧɧɹ ɮɚɟɪɜɨɥɭ. 
Ⱦɥɹ ɪɨɛɨɬɢ ɛɭɥɨ ɜɢɤɨɪɢɫɬɚɧɨ ɮɚɣєɪɜɨɥ Cisco ASA 5505. ɋɟɪɿɹ Cisco ASA 5500 – ɰɟ ɩɪɨ-
ɞɨɜɠɟɧɧɹ ɛɪɚɧɞɦɚɭɟɪɚ Cisco PIX 500 ɫɟɪɿʀ Cisco. Ɉɞɧɚɤ ASA - ɰɟ ɧɟ ɩɪɨɫɬɨ ɱɢɫɬɢɣ ɚɩɚ-
ɪɚɬɧɢɣ ɛɪɚɧɞɦɚɭɟɪ. Cisco ASA – ɰɟ ɡɚɯɢɫɧɢɣ ɩɪɢɫɬɪɿɣ, ɹɤɢɣ ɩɨєɞɧɭє ɜ ɫɨɛɿ ɛɪɚɧɞɦɚɭɟɪ, 
ɚɧɬɢɜɿɪɭɫ, ɡɚɩɨɛɿɝɚɧɧɹ ɜɬɨɪɝɧɟɧɶ ɬɚ ɜɿɪɬɭɚɥɶɧɭ ɩɪɢɜɚɬɧɭ ɦɟɪɟɠɭ (VPN). ȼɿɧ ɡɚɛɟɡɩɟɱɭє 
ɚɤɬɢɜɧɭ ɡɚɯɢɫɬ ɜɿɞ ɡɚɝɪɨɡɢ, ɹɤɚ ɡɭɩɢɧɹє ɚɬɚɤɢ, ɩɟɪɲ ɧɿɠ ɜɨɧɢ ɩɨɲɢɪɸɸɬɶɫɹ ɩɨ ɦɟɪɟɠɿ. 
Ɍɨɦɭ ɛɪɚɧɞɦɚɭɟɪ Cisco ASA – ɰɟ ɜɟɫɶ ɩɚɤɟɬ, ɬɚɤ ɛɢ ɦɨɜɢɬɢ. ȼɿɧ ɩɨєɞɧɭє: 

- ɚɧɬɢɜɿɪɭɫɹ; 
- ɚɧɬɢɫɩɚɦ; 

- IDS / IPS ɫɢɫɬɟɦɭ; 

- VPN-ɩɪɢɫɬɪɿɣ; 

- SSL ɩɪɢɫɬɪɿɣ; 

- ɩɟɪɟɜɿɪɤɚ ɜɦɿɫɬɭ [7]. 
9. ɇɚɥɚɲɬɭɜɚɧɧɹ ɨɫɧɨɜɧɢɯ ɩɚɪɚɦɟɬɪɿɜ ɛɪɚɧɞɦɚɭɟɪɭ. ɋɩɟɪɲɭ ɜɫɬɚɧɨɜɥɟɧɨ ɩɚɪɨɥɶ ɧɚ 

ɩɪɢɜɿɥɟɣɨɜɚɧɢɣ ɪɟɠɢɦ ɪɨɛɨɬɢ. ɉɨɬɿɦ ɧɚɥɚɲɬɨɜɚɧɨ WLAN-ɢ, ɚ ɫɚɦɟ, ɧɚɞɚɧɧɹ ʀɦ ip-ɚɞɪɟɫ, 

ɿɦɟɧ ɬɚ ɪɿɜɟɧɿɜ ɡɚɯɢɳɟɧɨɫɬɿ. ȼɧɭɬɪɿɲɧɿɣ WLAN ɡɚɜɠɞɢ ɦɚє ɦɚɬɢ ɧɚɣɜɢɳɢɣ ɪɿɜɟɧɶ. ɇɚ-
ɥɚɲɬɨɜɚɧɨ dhcp ɧɚ ɜɧɭɬɪɿɲɧɿɣ ɩɨɪɬ. Ɍɚɤɨɠ ɛɭɥɚ ɩɪɨɩɢɫɚɧɚ ɦɚɪɲɪɭɬɢɡɚɰɿɹ ɞɥɹ ɩɪɚɰɟ-
ɡɞɚɬɧɨɫɬɿ ɦɟɪɟɠɿ. ɓɨɛ ɛɭɥɚ ɦɨɠɥɢɜɿɫɬɶ ɜɢɯɨɞɢɬɢ ɜ ȱɧɬɟɪɧɟɬ, ɧɟɨɛɯɿɞɧɨ ɩɟɪɟɬɜɨɪɢɬɢ ɥɨ-
ɤɚɥɶɧɿ ip-ɚɞɪɟɫɢ ɧɚ ɝɥɨɛɚɥɶɧɿ. Ⱦɥɹ ɰɶɨɝɨ ɧɚɥɚɲɬɭɜɚɥɢ nat. 

Ⱦɚɥɿ ɛɭɥɨ ɫɬɜɨɪɟɧɨ ɫɩɢɫɤɢ ɞɨɫɬɭɩɭ, ɜ ɹɤɢɯ ɜɤɚɡɚɧɨ, ɹɤɿ ɦɟɪɟɠɿ ɚɛɨ ɯɨɫɬɢ ɦɚɬɢɦɭɬɶ 
ɞɨɫɬɭɩ ɞɨ ɜɧɭɬɪɿɲɧɶɨʀ ɦɟɪɟɠɿ (ɪɢɫ. 8). 

 

Ɋɢɫ. 8. ɇɚɥɚɲɬɭɜɚɧɧɹ ɫɩɢɫɤɿɜ ɞɨɫɬɭɩɭ 

ɇɚɫɬɭɩɧɢɦ ɤɪɨɤɨɦ ɡɚɯɢɫɬɭ ɦɟɪɟɠɿ ɛɭɥɨ ɫɬɜɨɪɟɧɧɹ VPN-tunnel ɦɿɠ ɮɚɟɪɜɨɥɚɦɢ. Ⱦɥɹ 
ɰɶɨɝɨ ɧɚɥɚɲɬɭɜɚɥɢ ɩɟɪɲɭ ɮɚɡɭ, ɚ ɫɚɦɟ, ɧɚ ɡɨɜɧɿɲɧɶɨɦɭ ɿɧɬɟɪɮɟɣɫɿ ɭɜɿɦɤɧɭɥɢ ɩɪɨɬɨɤɨɥ 
ike ɤɨɦɚɧɞɨɸ crypto ikev1 enable outside. 

Ⱦɚɥɿ ɫɬɜɨɪɢɥɢ ɩɨɥɿɬɢɤɭ crypto ikev1 policy 1, ɞɟ ɜɤɚɡɚɥɢ ɚɥɝɨɪɢɬɦ ɲɢɮɪɭɜɚɧɧɹ 3des 
(ɰɟ ɩɚɪɚɦɟɬɪɢ ɞɥɹ ɩɨɛɭɞɨɜɢ ɦɿɧɿ ɬɭɧɟɥɸ ISAKMP-ɬɭɧɟɥɸ, ɱɟɪɟɡ ɹɤɢɣ ɛɭɞɭɬɶ ɩɟɪɟɞɚɜɚ-
ɬɢɫɹ ɩɚɪɚɦɟɬɪɢ ɨɫɧɨɜɧɨɝɨ Ipsec-ɬɭɧɟɥɸ): encryption 3des ɚɥɝɨɪɢɬɦ ɯɟɲɭɜɚɧɧɹ md5: «hash 
md5», ɬɢɩ ɚɭɧɬɟɧɬɢɮɿɤɚɤɰɿʀ Pre-Shared Key:  «authentication pre-share»  ɬɚ ɚɥɝɨɪɢɬɦ Ⱦɢ-
ɮɮɢ — ɏɟɥɥɦɚɧɚ: «group 2», «exit». 

ɇɚɫɬɭɩɧɢɦ ɤɪɨɤɨɦ ɛɭɥɨ ɧɚɥɚɲɬɭɜɚɧɧɹ ɤɥɸɱɚ ɚɜɬɟɧɬɢɮɿɤɚɰɿʀ ɬɚ ɚɞɪɟɫɢ ɩɿɪɚ, ɬɨɛɬɨ 
ɡɨɜɧɿɲɧɶɨʀ ip-ɚɞɪɟɫɢ ɦɿɠ ɦɟɪɟɠɟɜɨɝɨ ɟɤɪɚɧɭ ɡ ɹɤɢɦ ɛɭɞɟ ɩɨɛɭɞɨɜɚɧɨ VPN ɡɚ ɞɨɩɨɦɨɝɨɸ 
ɤɨɦɚɧɞɢ: tunnel-group 210.210.2.2 type ipsec-l2l. Ɂɚɞɚɦɨ ɚɬɪɢɛɭɬɢ ipsec: tunnel-group 

210.210.2.2 ipsec-attributes,  ikev1 pre-shared-key cisco, exit. 

Ⱦɚɥɿ ɜɤɚɡɚɥɢ ɩɚɪɚɦɟɬɪɢ ɞɥɹ ɩɨɛɭɞɨɜɢ ipsec-ɬɭɧɟɥɸ ɡ ɿɦ’ɹɦ TS ɿ ɜɤɚɡɚɥɢ ɚɥɝɨɪɢɬɦ ɯɟ-
ɲɭɜɚɧɧɹ: crypto ipsec ikev1 transform-set TS esp-3des esp-md5-hmac. ɋɬɜɨɪɢɬɢ ɫɩɢɫɤɢ ɞɨ-
ɫɬɭɩɭ ɡ ɿɦ’ɹɦ FOR-VPN, ɬɨɛɬɨ ɜɢɡɧɚɱɢɥɢ, ɹɤɢɣ ɬɪɚɮɿɤ ɛɭɞɟ ɧɚɩɪɚɜɥɟɧɨ ɜ VPN-ɬɭɧɟɥɶ: 
access-list FOR-VPN extended permit icmp 192.168.2.0 255.255.255.0 10.0.0.0 

255.255.255.0. ɋɬɜɨɪɢɥɢ ɤɪɢɩɬɨ ɤɚɪɬɭ ɡ ɿɦ’ɹɦ TO-SITE2 ɩɿɞ ɧɨɦɟɪɨɦ: crypto map TO-

SITE2 1 match address FOR-VPN, ɞɟ ɜɤɚɡɚɥɢ ɩɿɪ, ɬɨɛɬɨ ɡɨɜɧɿɲɧɸ ip-ɚɞɪɟɫɭ ɦɿɠ ɦɟɪɟɠɟ-
ɜɨɝɨ ɟɤɪɚɧɭ: crypto map TO-SITE2 1 set peer 210.210.2.2, ɬɚ ɜɤɚɡɚɥɢ lifetime ɬɭɧɟɥɸ ɜ ɫɟ-
ɤɭɧɞɚɯ: crypto map TO-SITE2 1 set security-association lifetime seconds 86400.  
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ɉɿɫɥɹ ɰɶɨɝɨ ɩɪɢɜ’ɹɡɚɥɢ transform-set TS: crypto map TO-SITE2 1 set ikev1 transform-

set TS. Ɍɚɤɨɠ ɩɪɢɜ’ɹɡɚɥɢ ɰɸ ɤɪɢɩɬɨ ɤɚɪɬɭ ɞɨ ɡɨɜɧɿɲɧɶɨɝɨ ɿɧɬɟɪɮɟɣɫɭ: crypto map TO-

SITE2 interface outside, end, wr mem.  

Ⱥɧɚɥɨɝɿɱɧɿ ɤɨɦɚɧɞɢ ɩɪɨɩɢɫɚɥɢ ɧɚ ɿɧɲɨɦɭ ɮɚɟɪɜɨɥɿ.  
ɉɿɫɥɹ ɧɚɥɚɲɬɭɜɚɧɶ ɧɟɨɛɯɿɞɧɨ ɩɟɪɟɤɨɧɚɬɢɫɹ, ɳɨ ɬɭɧɟɥɶ ɩɨɛɭɞɨɜɚɧɢɣ, ɞɥɹ ɰɶɨɝɨ ɡɚ-

ɣɲɥɢ ɧɚ ASA ɬɚ ɩɨɞɢɜɢɥɢɫɹ, ɱɢ ɛɭɞɭєɬɶɫɹ ɬɭɧɟɥɶ: show crypto isakmp sa (ɪɢɫ. 9). 

 

Ɋɢɫ. 9. ɉɟɪɟɜɿɪɤɚ ɩɨɛɭɞɨɜɢ ɬɭɧɟɥɸ 

ɉɟɪɟɤɨɧɚɜɲɢɫɶ, ɳɨ ɬɭɧɟɥɶ ɩɨɛɭɞɨɜɚɧɢɣ ɬɚ ɞɚɥɿ ɩɟɪɟɜɿɪɢɜɲɢ ipsec ɡɚ ɞɨɩɨɦɨɝɨɸ ɤɨ-
ɦɚɧɞɢ show crypto ipsec sa, ɜɩɟɜɧɢɥɢɫɶ, ɳɨ ɬɭɧɟɥɶ ɩɨɛɭɞɨɜɚɧɢɣ ɬɚ ɩɪɢ ɰɶɨɦɭ ASA ɲɢɮ-
ɪɭє ɜɫɿ ɩɚɤɟɬɢ, ɚɥɟ ɜɯɿɞɧɿ ɩɚɤɟɬɢ ɧɟ ɪɨɡɲɢɮɪɨɜɭє. ɇɚ ɰɶɨɦɭ ɧɚɥɚɲɬɭɜɚɧɧɹ ɮɚɟɪɜɨɥɭ 
ASA5505 ɬɚ ɫɢɫɬɟɦɢ ɡɚɯɢɫɬɭ ɜ ɰɿɥɨɦɭ ɦɨɠɧɚ ɜɜɚɠɚɬɢ ɡɚɤɿɧɱɟɧɢɦ. 

ȼ ɩɪɨɰɟɫɿ ɪɨɡɪɨɛɤɢ ɡɚɯɢɳɟɧɨʀ ɫɢɫɬɟɦɢ ɪɨɡɭɦɧɨɝɨ ɛɭɞɢɧɤɭ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ IoT ɧɚɦɢ 
ɛɭɥɚ ɪɨɡɪɨɛɥɟɧɚ ɫɯɟɦɚ ɰɿєʀ ɫɢɫɬɟɦɢ, ɳɨ ɫɤɥɚɞɚєɬɶɫɹ ɡ ɞɚɬɱɢɤɿɜ, ɩɪɢɫɬɪɨʀɜ ɤɟɪɭɜɚɧɧɹ, ɦɟ-
ɪɟɠɟɜɨʀ ɱɚɫɬɢɧɢ ɬɚ ɩɪɢɫɬɪɨʀɜ ɡɚɯɢɫɬɭ. Ɂɚɡɧɚɱɟɧɚ ɫɯɟɦɚ ɧɚɜɟɞɟɧɚ ɧɚ ɪɢɫ. 10.  

 

Ɋɢɫ. 10. Ɂɚɝɚɥɶɧɚ ɫɯɟɦɚ ɬɟɯɧɿɱɧɨɝɨ ɡɚɯɢɫɬɭ ɪɨɡɭɦɧɨɝɨ ɛɭɞɢɧɤɭ 
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ȼɢɫɧɨɜɤɢ ɜɿɞɩɨɜɿɞɧɨɶ ɞɨ ɫɬɚɬɬɿ. ɍ ɪɨɛɨɬɿ ɛɭɥɨ ɪɨɡɪɨɛɥɟɧɨ ɡɚɯɢɳɟɧɭ ɫɢɫɬɟɦɭ ɡ ɜɢ-
ɤɨɪɢɫɬɚɧɧɹɦ Internet of Things ɧɚ ɩɪɢɤɥɚɞɿ ɪɨɡɭɦɧɨɝɨ ɛɭɞɢɧɤɭ. ȼɢɡɧɚɱɟɧɨ ɩɟɪɟɜɚɝɢ ɬɚ 
ɧɟɞɨɥɿɤɢ ɜɢɤɨɪɢɫɬɚɧɧɹ ȱɧɬɟɪɧɟɬ ɪɟɱɟɣ. Ⱦɨɫɥɿɞɠɟɧɨ, ɳɨ ɩɨɩɭɥɹɪɧɿɫɬɶ ȱɧɬɟɪɧɟɬ ɪɟɱɟɣ ɡɪɨ-
ɫɬɚє ɳɨɫɟɤɭɧɞɢ, ɬɨɦɭ ɧɟɨɛɯɿɞɧɨ ɛɿɥɶɲɟ ɭɜɚɝɢ ɩɪɢɞɿɥɹɬɢ ʀɯ ɡɚɯɢɫɬɭ. Ɉɫɧɨɜɧɢɦɢ ɭɪɚɡɥɢ-
ɜɨɫɬɹɦɢ IoT ɦɨɠɧɚ ɜɜɚɠɚɬɢ ɜɿɞɫɭɬɧɿɫɬɶ ɫɬɚɧɞɚɪɬɢɡɚɰɿʀ, ɲɢɮɪɭɜɚɧɧɹ ɬɪɚɮɿɤɭ, ɜɫɬɚɧɨɜ-
ɥɟɧɧɹ ɞɟɮɨɥɬɧɢɯ ɩɚɪɨɥɿɜ ɡɚ ɡɚɦɨɜɱɭɜɚɧɧɹɦ.  

Ȼɭɥɨ ɡɚɩɪɨɩɨɧɨɜɚɧɨ ɫɯɟɦɭ ɡɚɯɢɳɟɧɨʀ ɫɢɫɬɟɦɢ ɪɨɡɭɦɧɨɝɨ ɛɭɞɢɧɤɭ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ 
Internet of Things ɩɨɛɭɞɨɜɚɧɭ ɜ Cisco Packet Tracer ɬɚ ɩɨɤɪɨɤɨɜɢɣ ɚɥɝɨɪɢɬɦ ɧɚɥɚɝɨɞɠɟɧɧɹ 
ɫɢɫɬɟɦɢ ʀʀ ɡɚɯɢɫɬɭ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ ɮɚɟɪɜɨɥɭ ASA5505 ɞɥɹ ɮɿɥɶɬɪɚɰɿʀ ɜɯɿɞɧɨɝɨ ɬɪɚɮɿɤɭ. 
Ȼɭɥɨ ɫɬɜɨɪɟɧɨ ɫɤɥɚɞɧɿ ɩɚɪɨɥɿ ɞɥɹ ɨɛɥɿɤɨɜɢɯ ɡɚɩɢɫɿɜ ɩɪɢɫɬɪɨʀɜ IoT. ɉɪɨɬɨɤɨɥɢ ɛɟɡɞɪɨɬɨ-
ɜɨʀ ɩɟɪɟɞɚɱɿ WPA2/3-PSK ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ ɚɥɝɨɪɢɬɦɭ AES ɡɚɛɟɡɩɟɱɭє ɛɟɡɩɟɤɭ ɛɟɡɞɪɨ-
ɬɨɜɨʀ ɩɟɪɟɞɚɱɿ ɞɚɧɢɯ. ɇɚ ɞɨɦɚɲɧɶɨɦɭ ɤɨɧɬɪɨɥɟɪɿ ɜɫɬɚɧɨɜɥɟɧɨ ɭɧɿɤɚɥɶɧɢɣ SSID. ɋɬɜɨ-
ɪɟɧɭ ɫɢɫɬɟɦɭ ɦɨɠɧɚ ɜɩɪɨɜɚɞɠɭɜɚɬɢ ɬɚ ɛɟɡɩɟɱɧɨ ɜɢɤɨɪɢɫɬɨɜɭɜɚɬɢ ɜ ɛɭɞɢɧɤɚɯ ɬɚ ɨɮɿɫɚɯ. 
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PROTECTED INTELLIGENT HOUSE SYSTEM USING INTERNET OF THINGS 

Urgency of the research. Today, the Internet of Things (IoT) is firmly entrenched in the lives of billions of people around 

the world. IoT is used in many areas of human activity - industry, everyday life, medicine, education, urban management and 

others. However, the increase in the number of connected devices leads to an increase in safety risks - from causing physical 

harm to humans with these devices to damage to complex technological equipment. That is why the issues of ensuring the 

protection of IoT systems are relevant. 
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Target setting. Comprehensive protection of IoT systems is possible only with reliable network, software and technical 

protection of devices, equipment and communications of which these systems consist. Given that the above objects and methods 

of their protection can be combined into a separate secure system of a smart home, its development is an important theoretical 

and practical task of cybersecurity. 

Actual scientific researches and issues analysis. Today, there are many publications that analyze IoT security issues and 

suggest ways to solve them, but there is no work that would develop a separate model of IoT protection on the example of a 

smart home. 

Uninvestigated parts of general matters defining. Analyzing the multilevel architecture of IoT systems and features of 

cloud platforms of the Internet of Things, highlighting potentially vulnerable components of these complex solutions (access 

control system to IoT device and cloud platform; clouds, mobile applications and web interfaces of devices; software updates; 

device memory ; local data warehouses; hardware and software interfaces of devices; network services of devices; ecosystem 

of communications, including network traffic) it can be argued that building a secure system of a smart home using IoT will 

increase the level of security of these systems. . 

The research objective of this article is to build a secure system using IoT on the example of a smart home. 

The statement of basic materials. The basic concepts of IoT are defined, the main spheres of IoT use are investigated, the 

secure system of smart house with use of IoT in which the basic ways of protection of the information which is expedient to 

implement in networks of smart house - VPN, firewall, ACL and passwords for reliable protection is developed. The main IoT 

vulnerabilities and ways to eliminate them are analyzed. Different architectures of IoT systems are considered. An algorithm 

for setting up a secure smart home system using IoT is proposed 

Conclusions. The work developed a secure system using the Internet of Things on the example of a smart home. The 

advantages and disadvantages of using the Internet of Things are identified. It has been studied that the popularity of the 

Internet of Things is growing every second, so it is necessary to pay more attention to their protection. The main vulnerabilities 

of IoT can be considered the lack of standardization, traffic encryption, default passwords. The scheme of a secure system of a 

smart home using the Internet of Things built in Cisco Packet Tracer and a step-by-step algorithm for debugging its protection 

system using the ASA5505 firewall to filter incoming traffic were proposed. Strong passwords have been created for IoT device 

accounts. WPA2 / 3-PSK wireless protocols using the AES algorithm ensure the security of wireless data transmission. The 

home controller has a unique SSID. The created system can be implemented and safely used in homes and offices. 
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