TEXHIYHI HAYKU TA TEXHOJIOT T Ne 2 (20), 2020
TECHNICAL SCIENCES AND TECHNOLOGIES

VIIK 004.4
DOI: 10.25140/2411-5363-2020-2(20)-229-236

€seen Punouu, Tapac Ilempenxo, Jlecs Yepnuw, Cepeiti Cemenosii, I'eopeaiti binenvkuti

HABYAJIbHU CTEH/ 1151 BABYEHHS JUCIUILITH
13 3BABE3NEYEHHS MEPEXKEBOI'O 3AXUCTY IH®OPMAIIIT

Axmyansnicms memu docnioxncenna. Ha cvb0200mi Habynu 3HaUHO20 NOWUPEHHS KOMN TOMepHi Mepedrci, 0e3 AKUX Yoice He
MOJCIUBO Y8UMU YHKYIOHY8AHHS O)0b-51k0i Komn ‘tomeproi cucmemu. Tlowupenns ma docmynnicms npuseenu 00 HeobXiOHO-
cmi pozmedcysamu 00Cmyn 00 KOMROHEHMI8 MAKUX CUCIeM Ma 8nPo8adICy8amu 00 HAGYAHHS MEXHIYHUX cneyianbHocmel ma-
Kux oucyuniin, ax « Opeauizayis komn iomeprux mepedxcy, « Cucmemu 3axucmy o0UUCTIOBATbHUX MEPENC» MA THUIL.

Ilocmanoexa npoonemu. Y 2anysi uguenHs OUCYUNIIH NOG A3AHUX I3 CYUACHUMU KOMN TOMEPHUMU Mepedcamu ma ix
be3nekoro 3HauHe MiCL;e nocioaroms npaKmutmi HABUYKU HAIAUIMYBAHHA NPOCPAMHO20 ma anapanmnozo sabeszneuentsi. OOHUM
3 HatlegheKMuUBHIUUX MeMOOi8 € HABYAHHS 3 BUKOPUCIAHHAM NIGHAMYPHUX MA HAMYPHUX MOOeell KOMN TOMEPHUX MePeiC.

Amnaniz ocmannix oocnioxcens i nyonikayiii. Pozenanymo ocmanni nyonikayii y 6i0Kpumomy 0ocmyni, 8KI0Ya0yu OaHi
HagyanvHux yenmpis xomnanii Cisco ma Mikrotik.

Buoinenns nedocniodcenux uacmun 3a2anbHoi npoonemu. Pospobxa ma o6rpynmysanis 6UKOPUCMAHHSA NIGHAMYPDHUX
MoOenel CYyHaACHUX KOMR TOMEPHUX MePeNC Y HAGUAIbHOMY NPOYeci CReyianizo8aHux OUCYUNIIH SULUX Y4O08UX 3aK1A0I8.

Ilocmanoexa 3ae0anua. 3anpononysamu 64308y NiGHAMYPHY MOOeTb KOMN TOMEPHOT Mepedxci Ol CmeHOY 8U84eHHs Ou-
CYUNIIIH 13 3a6Ee3NeUEHHS MEPENHCe8020 3aXUCmy IHpopmayil.

Buknao ocnosenozo mamepiany. Y cmammi HageoeHO aHANi3, 8UMO2U MA NIGHEMYPHA MOOelb CMeHOY KOMN 1omepHOi
Mepedrci 0115 BUBUEHHS OUCYUNTIIH 3 3A0e3NeUeHHs MEPENHCe8020 3axXucmy inpopmauyii.

Bucnosku 6ionogiono 0o cmammi. 3anponono6ano nieHAmMypHy mMooeib CmeHO0y KOMN TOMePHOT Mepedci O/ 6UGUEHHS.
oucyuniin 3 3a0e3neueHtss Mepexceso20 3axucmy iHgpopmayii' 3 6UKOPUCMAHHAM Mepedxceeo2o obnraonanua Mikrotik.

Knrwwuosi cnosa: xomn’romepra mepeca; ingopmayiini mexunonoeii; kivepbesnexa; komymayis; MikroTikA; wugpy-
BAHHA; MOOe0BAHHSL.

Puc.: 2. Tabn.: 1. bion.: 7.

AKTYaJIbHICTh TeMH J0CailKeHHsl. CydacHUN eTal pPO3BUTKY KOMII IOTEPHUX CUCTEM Ta
MepeK MPU3BIB 10 3HAYHOTO 301TbIICHHS Ta YCKJIaTHEHHS €IEMEHTIB CydacHUX cucTeM. Bu-
BUEHHS MEPEKEBUX CUCTEM BUMArae ik TCOPETUYHUX, TaK 1 MPAKTUUYHUX HABUYOK. CTBOPECHHS
CTEHy JJIs1 AEMOHCTpALlli OCHOBHMX €TariB MO0y I0BH Mepexi, 1i HaJalTyBaHHI Ta OOMEXEH-
HSIX, 3HAHOMCTBO 3 MEpPEKEBUM OOJIaJHAHHSIM Ta HOTO KOH(DITypali€ro € OHUM 3 KpaIluX CIo-
co0iB MOKa3aTH Ta HAaBYUTHU CTYJEHTIB POOOTI 3 alapaTHUM Ta MPOrPaMHHUM 3a0€3MeUCHHSIM.
Oco0nrBUM HAMPSMKOM MPAKTUYHOTO BUKOPHCTAHHS MEPEXK € CTBOPEHHS 0€3MeYHOro MiaK-
JIOYEHHSI JI0 30BHIMIHIX MEPEX Ta 03HAHOMIIEHHS 3 0a30BUMU MOHATTSIMHU MapuipyTH3allii Ta
opraizauii 6e3ne4yHoi B3aemoii rososHoro odicy(HQ) mignmpuemcrBa Ta HOro BiiJaleHUX
nigpo3autiB(BO). Takox MoiIMBa MIpakTHKa B MOUIYKY BPa3JIMBOCTEH Ta JTOCIIKEHHIO CIIO-
coO1B MPOHUKHEHHSI B CUCTEMY 4epe3 3HaiAeH] Bpa3IuBOCTI IS X ycyHeHHs. CTeHa 1acTh
MOYJIMBICTB SIK aIMIHICTPYBAaTH Ta HAOMpaTHU NPAKTUYHI HABUYKH, TaK 1 JacTh 0a3y AJs moja-
JBIIMX JOCHTIDKEHb CTPYKTYP MEPEXi, TOKAIbHOI Ta TN100aIbHOI.

IlocTanoBka mpoOaemu. Y ramdy3i BHBUEHHS AMCUUIUIIH IIOB’S3aHUX 13 CYYaCHUMHU
KOMIT FOTEPHUMH MEpeXaMH Ta iX Oe3MeK0I0 3HaYHE MICIIe TIOCITAI0Th MPAKTUYHI HABUYKW Ha-
JAMITYBaHHS TPOTPaMHOTO Ta armapaTHoro 3abe3nedeHHs. OqHuM 3 Halle()eKTUBHIIIUX METOIIB
€ HaBYaHHS 3 BUKOPUCTAHHSIM MIBHATYPHUX Ta HATypHUX MOJIENEN KOMIT FOTepHUX Mepex. Ta-
KO, TIPAIFOI0YH 3 MEPEKEBUM 00JIaTHAHHIM, HEOOX1HO PO3YMITH, 110 KOKEH €JIEMEHT MEpexKi
HEOOXiTHO HAJIAIITOBYBATH SIK CAMOCTIHHY CTPYKTYPY, 31 CBOIMH MpaBHIaMi, 00MEXKEHHSIMH Ta
JI03BOJIAMH, TOMY TSI 1Ti€1 3amaui MepeskeBe oonagaanas MikroTik miagxoauTs HalKpaie.

Kondirypanii Ta nHanamryBanus s MikroTik mokHa 3aHOCUTH sIK Ha (D13UYHI IPUCTPOT,
TaK 1 TECTYBATH 3a JOMOMOTO!0 toAaTkoBoro 10, 11e 103BossiE€ BiAMPAIIOBATH TIpaIie CIPOMO-
JKHICTBH TOTO YH IHIIIOTO €JIeMEHTa MEPEKi TIepe]] oro IHTErpaIlielo B peaabHy CUCTEMY.

AHani3 ocTaHHix aocaikens i myoJikaniii. [Ipu moOynoBi 3axuieHoi Mepexi He Mae
3aBJIaHHS JaTH KOPUCTYBAa4aM MOXIIMBICTh BIUTMBATH HA 3aXUIIEHICTh Ta BHYTPIIIHI KOH)ITY-
parii CUCTeMH, CTYICHTaM JyIsl pO3yMIiHHS TOHITh KOMYTaIlii, MapupyTu3ariii, mooyao0BH JIo-
KaJIbHUX BUJIUICHUX Mepex a00 00CIIyroByBaHHI MEpPEKEBOTO 00JIalHaHHS HEOOX1JHO 3HANO-
MUTHCS 3 KYTIOI0 JOKYMEHTAIIi1 0€3 MOXKJIMBOCTI CAaMOCTIHHO KOH(IrypyBaTH IPUCTPOT MEPEXi,
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HAJIAIITOBYBAaTH TOYKHU JIOCTYITYy, OCHOBHI CepBEpa, MapLIPYTH, MPOTOKOIH 3aXUCTy Ta OOMe-
eHb. BCl 11l MOKIIMBOCTI CTYJICHTH Mi3HAIOTh 200 Ha BIPTyalbHUX MAalIMHAX, A00 HA BIACHUX
poytepax. CTeH 3 MOXJIMBICTIO BiAKaTy HANAIITYBaHb Ta 3 TECTOBUM IIPOCTOPOM MOXKE J1aTH
CTYJEHTaM peajbHy MOXIIMBICTh MONPAKTUKYBATUCA Y PI3HUX HANpSMKax aAMIHICTPyBaHHS
Mepexi, K B (I3UYHOTO PIBHS Ta MOOYIOBU 3aXHUIICHUX MapIIPyTiB HA JOKAIHHOMY PiBHI,
TakK i 101aBaHHs OOMEXEHb B 30BHIIIHIN MEpeXi Ha JOCTYI, CKAHYBaHHs a00 BTOPTHEHHS.

VY nocnimkeHux poboTax € 6arato MPHKIAIB MOOYJOBH MEpexXi, HANAIITyBaHHI 00Ja-
HaHHS, OJTHAK OCHOBHOIO IPOOJIEMOIO JJIsl CTYJIEHTIB € Te, [0 IPOCTO 03HAHOMITIOIOYHCH 3 Ta-
KHMH CTaTTSMU BiH HE 3/100y/Ie TPAKTUYHUX HABUYOK aIMIHICTPYBaHHSI.

Hamnpukman B [1], mokazaHi NPUHIMIIA HAJIAMTYBAHHS CIOCOOIB TYHEIBHOTO 3’ €IHAHHS
M1DX BiJIJTaJICHUMU MEPEKaMHU, OHAK Y CTYJEHTA, IKUH 03HAHOMUTHCS 3 III€I0 CTATTEIO 1 Opasy
nepeiiie 10 HalalmTyBaHHS MEpeKeBe OOJIaJHAHHSA, MOYKE BUHUKHYTH 03714 MUTaHb 00
HaJIAIITyBaHHA, KOH(]Irypariif Ta caMoro mporecy mooymaoBu.

BukopucranHs cTeHAy B HABYAJIbHUX LIJISAX TaKOXXK MOXKE JIOTIOMOITH B TIOOYAOBI TYPTKiB
M0 HaJAIITYBAaHHIO 1 KOHTPOIO MEPEexi, 10 MOXe BKIOYUTH B cede Wi-Fi Touku mocrymy,
nociimkenHs HotSpot [2] Ta iHII MepexeBi TEXHOIIOTI, iK1 MOXYTh JOMOMOTITH CTYICHTaM B
OMaHyBaHHI NIepepaxoBaHUX Billle TOHSATb.

BunijieHHs1 HeOCTiIKeHUX YACTHH 3arajibHoi mpodJemu. Po3poOka Ta o0rpyHTyBaHHS
BUKOPHCTAHHS MIBHATYPHUX MOJIEJICH CyYaCHUX KOMIT IOTEPHUX MEPEX Y HaBYAJILHOMY IIPO-
1eCi Creriami30BaHuX JTUCIUILIIH BUIIUX yY0OBHX 3aKiIajliB HE OEPEThCS 0 YBaru IMpH CKJa-
JlaHHI TOAIOHKMX cTaTel, 00 BCl BOHU HAIPaBJICHHI HA OKPEMi €JIEMEHTH, IPOOJIEMH, 3aBIaHHS,
1 HE CTaBIIATH Mepe COOO0I0 3aBAaHHS B HABYAHHI OKPEMUX 0C10 MOBHOMY CIIEKTPY HEOOX1THUX
HanamrtyBaHb. CTeH MIBHATYPHUX MOJIENIEH Cy4acHUX KOMII IOTEPHUX MEPEX JOMOMOXKE y
BUPIIICHHI LUX MPOOIeM.

Mera cratTi. Meroro crarTi € po3poOka Ta OOTpyHTYBaHHS BUKOPHCTAHHS MIBHATYpHHUX
MoJieIel CydacHUX KOMIT IOTEPHHUX MEpEeX Y HaBUaJIbHOMY MPOIIeC Celiani3oBaHuX AUCIIHII-
JIiH BUIIUX YYOOBUX 3aKIa/IiB

Bukuiajg ocHOBHOro MaTtepiany gociakenHs. byns-ska cuctema — 11e HaOlp €JIeMEHTIB i
3B’A3KiB MK HUMH. J[J151 cUCTeMH, sIKa peali3yeTbCs, TAKUMHU €JIeMEHTaMH MOXYTh BUCTYIIATH,
HaTPUKIAI;

1) OcHOBHUI MapuIpyTH3aTOp - €IEKTPOHHUI MPUCTPIH, 110 BUKOPUCTOBYETHCS ISl MO-
€/IHaHHs BOX a00 OuIblIe MEpex 1 Kepye MpoLecoM MapHIpyTu3allii, To0To Ha mijcTaBi iHpo-
pMmalii Mpo TOMOJIOT1I0 MEPEKi Ta EBHUX MPaBUJI IPUHMAE PIILIEHHS [P0 NepecHIaHHs aKeTiB
MepekeBoro piBHs (piBeHb 3 Mojeni OSI) Mixk pi3HUMH CETMEHTaMU MEPEXKi.

2) Wi-Fi Touka — 6e3apoToBa 6a3oBa cTaHIlisl, Tpu3HadeHa Jyisl 3a0e3nedeHHs: 0e31poTo-
BOT'O JIOCTYITY JI0 BXK€E ICHYIOUO1 Mepesxi (0e31poToBuil abo npoBiHMIA) a00 CTBOpEeHHsI abco-
JIOTHO HOBO1 0€3/1pOoTOBOI Mepexi. be3apoToBuii 3B'130K 31HCHIOETHCS 3a IOTOMOTOI0 TEXHO-
aorii Wi-Fi. IIpoBojsun aHasorito, TOYKy AOCTYNY MOXKHAa YMOBHO MOPIBHATH 3 BHILIKOIO
CTUIBHUKOBOT'O OIIEPaTOpPa, 3 OJJHUM 3aCTEPEIKEHHM, 1110 Y TOUKHU JOCTYITY MEHIIHNH paaiyc aii
13B 30K MIXK IIAKJIFOYSHUMHU JI0 Hel IPUCTPOSIMU 3/11HCHIOEThCA 3a TexHozoriero Wi-Fi. Paniyc
Iii cTaHapTHOI TOYKU JocTyny - mpubiusHo 200-250 meTpiB, 32 yMOBH, 1110 Ha Li{ BiACTaHI
He OyJie HISIKUX Nepeiko (Hanpukiiai, MeTaIOKOHCTPYKIIiH, MEPEeKPUTTIB 13 OETOHY Ta 1HIINX
CIIOPY/I TIOTAaHO MPOIMYCKAIOTh Pajio XBIWIO) [3].

3) MepexeBuii KOMyTaTOp — MPUCTPii, IpU3HAYEHUH Ui 3’ €THAHHA JEKUIBKOX BY3JIiB
KOMIT'FOTEPHOT MEPEKi B MEKaX OJTHOTO CETMEHTA.

4) Kopuctysaui — [IK a6o HOyTOyKH siKi OyIyTh MPHETHYBATHCS 10 MEPEXKI CTYyICHTaMHU
JUUIS BAKOHAHHS J1TaOOpaTOpHUX POOIT Ta TOCTYITY 10 Mepexi [HTepHeT, MpoBeACHHS TECTIB Ha
JIOCTYITHICTh Ta MOJIMBICTh BTPYYaHHS B MPOIEC MapIIPyTH3aIlii IHIIIUX CTYICHTIB.

230



TEXHIYHI HAYKU TA TEXHOJIOT T
TECHNICAL SCIENCES AND TECHNOLOGIES

Ne 2 (20), 2020

ApXiTeKTypa CUCTEMH.

Bynp-sika cuctema o0poOKH i epeadi JaHUX MOBUHHA 3a0€3MeuyBaTH MacIITAOOBaHICTb,
BHCOKY IIBHJKICTh pOOOTH 1 HalilHICTh. [Ipo€KTYyBaHHSAM CTEHIY Ta CUCTEMH 3arajioM HeoO-
X1/IHO 3 ypaxyBaHHIM KUTbKOCTI MOTEHIIIMHUX CTYICHTIB, iX MOTpeO Ta moTped KypiBHUIITBA.

[Ipu po3poOIti Ta peamizaiii HUKITY JJa0OPaTOPHUX POOIT 3 MEPEIKEBUX TEXHOJIOTIN 3aIpo-
NOHOBaHO BHKoOpHcTOBYBaTH Mapupyruzaropu MikroTik RB2011UiAS-2HnD-IN sik ocHOB-
HUX MaplIPyTH3aTOpax Ha BiIOKPEMJICHUX JUISHKaX. TakoX B CTEHII BHKOPHCTOBYETHCS
MikroTik RB750 sxuit monemntoe poboty «I mobanbHy Mepexi» 3 30BHimHIME [P anpecamu amst
eMyIsrii mepexi [arepuet(4].

Jiis crenay Oyno oOpano mepexeBe oOmannanas MikroTik uepes Horo BiTHOCHO HEBETTUKY
BapTICTh, PI3HOMAaHITHICTh (QYHKIIIH Ta 3pyYHE HAJAITYBaHHS 3 BAKOPUCTAHHAM ONEpariitHol
cucremu RouterOS.

Hane 10 mae Benvikuii GyHKITIOHA. 3aBISIKK HhOMY MOKHA HAJIAITYBATH TIPABUJIa MapIIPy-
TH3aLil, pi3Hi iHTepdeiich Ta 00MEKEHHS IS JOCTYITY, IO JJO3BOJIUTH CTYACHTaM OTPUMATH ITPAK-
TUYHUI TOCBIA U MailOyTHROI poOOTH B chepi MepekeBOro 0bIaJHaHHS Ta HANAIITYBaHHS 3a-
xuieHnx cucreM kinacy AC-2 ta AC-3. Crijg 3a3Ha4UTH, 0 ONeparliiiHa cucTeMa po3podiieHa Ha
6a3i Linux, 1110 703BOJISIE 3HU3UTH PiBEHb OCOOIMBUX 3HAHD JJISI TOYATKY HAJIAIITYBaHHS.

BOynoBani ¢yHKIii 6e3meKn J03BOJISIIOTH 32 JOMOMOTOI0 O3HAHOMUTH 3100yBadiB 3 Mpolie-
caMu CTBOPEHHS TYHEJIB, aBTeHTHU(DIKaIIi1, TepeBipKy LiTicCHOCTI Ta mmdpyBanHio [P-makeris.

- IKE () xPe

ESP or AH

Puc. 1. Cxema cmeopenns mynenie midc i00aneHUMU 8y31amu

OCHOBHI MOXJIUBOCTI, SIKI MO’KHA BUKOPHUCTATH MPU BUKOPUCTAHHI CTEHAY:
e 0a3oBi QyHKIIII KOMyTaIlii;
6a30Bi (yHKII{ Ta MPOTOKOIM MaplIpyTu3aiii, ix 6e3mnexa;
CTBOPEHHS Ta JOCIIJKEeHHs BipTyanbHUX Mepexe(VLAN);
BuBYeHHS TexHojorli Network Address Translation (NAT);
CTBOpPEHHS Ta JOCII/KEHHS TyHENiB 3 mudpyBaHHAM Ta 6e3 mmdpysanus (PPTP,
PPPoE, SSTP, OpenVPN, L2TP/IPSec);

e JjlochijkeHHsT nmpoTokoiry SNMP;

® JIOCHi)KEHHs Ta MOPIBHSIHHS QJITOPUTMIB MIM(PYBaHHS TaHUX;

® JIOCIiPKEHHs Ta MOPIBHIHHA 0a30BUX MPOTOKOIIB aBTEHTHU(DiKamii

VY tabnuii HaBeJeHO aapecallilo Mepex, a Ha puc. 2 — cxema CTeHy 3 Bkazanumu [P anpe-
caMH Ta OOJIaJHAHHIM.

Tabmums
IP adpecu cmenoa

Ne | TTpu3HaueHHs Anpeca mepexi | Ilro3 Macka Mepexi
1 |TonoBHwuii odic 192.168.1.0 192.168.1.254 255.255.255.0
2 | BigmaseHuit miapo3mia 192.168.100.0 192.168.100.254 |255.255.255.0
3 | 3oBHimHS Mepexa. [IpoBaitnep roosHoro odicy | 65.65.65.0 65.65.65.254 255.255.255.0
4 |3oBHimHA Mepexa. I[IpoBaiinep BiIgaIeHOTO

MiAPO3ALTY 75.75.75.0 75.75.75.254 255.255.255.0
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192.168.1.254 65.65 65.‘.\ 55.65.65.254 75.75.75.254 75.75.75.1 192.168.100.254
N F
LAN
Headuarter(HQ) Brandoffice (BO)

Puc. 2. Cxema 3’eonanns ma aopecayii

B xox1 po3poOku Ta TecTyBaHHS OyJIO TaKOX BUSBIICHO, IO JJIS OUTBIII MOTJIMOJIEHOTO BU-
BYEHHS JEAKHX AUCLUUIUIIH HEOOX1AHO 10J1aTH 10JaTKoBe 001a HaHHs. Tak /1 BUBUEHHS 3a-
XHMCTY 30BHIITHBOTO IEPUMETPY JOIIEHO PO3IMIKMPHUTH 3aIIPOIIOHOBAHY CXEMY arapaTHUM Opa-
H/IMayepoOM Ta 30BHIIIHIM aHaNli3aTopoM TpadiKy Ta, 3Ba)KAr04W Ha BiITBOPEHHS KPUTHYHOI
1H(GPACTPYKTYpH, TOJATH JKepena 0e3rnepeOiitHOro KHUBICHHS 3 MOXKIIMBICTIO BiICTEKEHHS
CTaHy Ta JIOCTYIY 3a JIOIIOMOTOI0 MEPEXKEBUX IPOTOKOJIIB.

IlepBuHHe HATAIITYBaHHS.

bepyuu no yBaru nocriiine 301JIbIIEHHS 3arpo3 Ta CIIOCOOU 3aXUCTY MOCTiiiHE OHOBJICHHS
HaJIAIITYBaHb Ma€ JISATTH Ha TUIeYi KepIBHUKAM CTEH]Iy Ta CUCTEMH, Ta CTYACHTaM siKi OyIyTh
KOPUCTYBATHCS MEPEXKEI0, IS iX e Oe3MeKH Ta OTpUMaHHI podeciiHuX HAaBHUOK [4].

bazosi nanamryBanus MikroTik Mo)kHa MPOBOIUTH B TpyIax CTyAEHTAMU IiJl HATJISIOM
KypartopiB ajs nepeBipku. Hactynni koHdiryparii € 6a30BUMH, OJJHAK HEOOX1THUMU IS CTa-
O11bHOT Ta 6e3mevynoi podotu mepexi. [loganpin koH}irypaiii MOKyTh OyTH BUKOHAHI B XOI1
BHUKOHAHHS JJaOOpaTOpHUX poOIT Ta po3po0sIeH] BUKIIajauaMu. [1e1 3 HanalTyBaHHs Ta CII0CO-
01B MOKpallleHHs1 O0e3MeKn Mepexi, il THY4YKOCTI Ta aAanTUBHOCTI MOBUHHO MPOBOJUTHCS TOC-
TiIMHO, 00 TEXHOJIOTIT 3aXUCTY MOCTIHO OHOBJIIOIOTHCS, a 3JIOBMUCHUKH TOCTIMHO 3HAXOASATh
BPAa3JINBOCTI B CUCTEMI.

HanamryBanHs nojsirae y BAKOHaHHI TaKUX KPOKiB [5]:

1. Heo6xigHo 3anyctutu nporpamy Winbox i nepeiiaite Ha Bkiaaky Neighbors.

2. Y cnucky BigoOpa3utbces poyrep. s 3’ eqHaHHS HEOOX1AHO HATUCHYTH JIIBOKO KHOTI-
kot muti Ha ioro MAC anpecy.

3. HarucHits kHOTIKY Connect.

Login 3a 3aMoBuyBaHHsAM admin, Mapob MOPOKHiH.

Jns nepuoro nopty etherl HeoOxinHo 3amucatu koMmeHTap "WAN". [l HanamTyBaHHS
NOPTY HEOOX1AHO:

1. Binkputu meHio Interfaces.

2.Bubpatu nepumii intepdeiic etherl.

3.Harucnytu xo0BTy kHOonKy Comment.

4.V BikHi BBecTH KoMeHTap "WAN".

S.Harucnytu knonky OK.

st npyroro mopty ether2 neo6ximHo 3amucatu komeHTap "LAN". [[ns HamamTyBaHHS
NOPTY HEOOX1AHO:

1. BuOparu intepdeiic ether2.

2. Hartucaytu x0BTYy KHONKYy Comment.

3. 'V BikHi BBectu KomeHTap "LAN".

4. Hartucnyru kHonky OK.

SIKuo 1HTepHET MpoBaiiep BUAE MEPEKEB] HANAIITYBaHHS aBTOMaTHYHO, TO HEOOX1AHO
HanamryBaty WAN mopt poyrepa MikroTik Ha orpumanns namamtyBanb o DHCP, s
LOI'0 HEOOXITHO:

1. Bigkputu menro IP.

2.Bubparu DHCP Client.
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3.V BikHi HaTUCHYTH KHOMKY Add (TUTrocHK).
4.Y noBomy BikHi B ciucky Interface: Tpe6a Bu6patu WAN intepdeiic etherl.
5.Hatucnyru knonky OK 11t 30epekeHHs HaJlallTyBaHb.
Jns HanamtyBanHs cratuyHoro IP aapecu i1 macku migmepexi WAN nmopty MikroTik
HEOOX1IHO:
1. Bigkpuru mento IP.
Bubparu Addresses.
V BikHiI HaTUCHYTH KHONIKY Add (TTIOCHK).
Y HoBoMmy BikHi B nojii Address: mponrcatu craruunuii [P agpeca/macky migmepexi.
V cnucky Interface: Bubuparu WAN inrepdeiic etherl.
Jlns1 30epexeHHs HaJlaluTyBaHb HEOOX11HO HaTUCHYTH KHONKY OK.
Jlnst HanmamTyBaHHS ajnpecu iHTepHet unto3a MikroTik HeobxinHo:
1. Binkputu menro IP.
2.Bubpatu Routes.
3.V BikHi HaTUCHYTH KHONIKY Add (MTIOCHK).
4.V noBomy BikHi B moii Gateway: nponucaru [P anpecy nuro3a.
5.HeoOxinno HatucHyTH KHONKY OK 117151 30epexeHHs HaallTyBaHb.
st nonaBanus agpecu DNS cepsepiB MikroTik meooOxinHo:
1. Binkputu menro IP.
2.Bubpatu DNS.
3.V BiKHI HATUCHYTHU KHOIIKY Settings.
4.Y noBoMmy BikHi B moJi Servers: nporcatu [P agpecy mpiopurerHoro DNS cepsepa.
5.Heo0xi1HO HATUCHYTH KHOIIKY «BHU3» (YOPHUI TPUKYTHUK ), 1100 TOJATH I1I€ OJTHE I0JIe
JUTSI BBEJICHHSI.
6.V nHoBomy nouni nponucaru IP aapecy anprepnatusHoro DNS cepsepa.
7.11ocraButu ranouky Allow Remote Requests.
8.Hatucnytu knonky OK juis1 36epexeHHs HajallTyBaHb.
Jlst ctBopenHs 00'ennanns bridge-local (micT) HeoOX1HO:
1. Bingkpurtu mento Bridge.
2. HartucHytu kHonky Add (rurocuk).
3. ¥V none Name nponucartu im'st 06'eqnanns bridge-local.
4. Harucnyru kHonky OK.
s nonaBanHs B 00'enHanHs npoBinHux Ethetnet moptiB 2-5 HeoOXinHO:
1. Ilepeiitu Ha Bknaaky Ports.
Hatucnyru knonky Add (mumrocuk).
V cnucky Interface Bubparu ethernet mopr ether2.
VY criucky Bridge BuGparu im'st 00'eqHanHs bridge-local.
Hatucnyru kHonky OK.
[ToBTOpUTH Npouenypy st moptiB ether3, etherd, etherS.
I[Jm nonaBanHs Wi-Fi intepdeiicy H606X1,ILHO
1. TIlepeiitn Ha Bknaaky Ports.
2. Harucuytu kHonky Add (mmrocuk).
3. V¥ cnucky Interface Bubpatu 6e3nporoBuii inTepdeiic wlanl.
4. 'V cnucky Bridge Bubparu im'st 06'eqnanns bridge-local.
5. Harucnyru xknonky OK.
Jns nanamrysatu I[P anpecy nokansHoi Mepexi MikroTik HeoOxinHo:
Biakputu mento IP.
Bubpatu Addresses.
Harucuytn xnonky Add (rumrocuk).
VY noni Address BBecTu ajjpecy i MacKy JIOKaJIbHOI Mepesxi, Hanpukian 192.168.88.1/24.
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5. 'V coucky Interface BuGparu bridge-local.

6. Hartucnyru xHonky OK.

HanamryBanust NAT BUKOHYeTbCS TAKMMHM KOMaHJaMU:

e ip firewall nat add chain = srcnat out-interface = etherl action = masquerade

Protect router - koMaHAu 11 3aXUCTY pOyTEpa:

e ip firewall filter add action=accept chain=input disabled=no protocol=icmp

e ip firewall filter add action=accept chain=input connection-state=established
disabled=no in-interface=ether1

e ip firewall filter add action=accept chain=input connection-state=related disabled=no
in-interface=etherl

e ip firewall filter add action=drop chain=input disabled=no in-interface=etherl

Protect LAN - 3axucT BHYTPIIIHBOT MEpexi:

e ip firewall filter add action=jump chain=forward disabled=no in-interface=ether1l jump-
target=customer

e ip firewall filter add action=accept chain=customer connection-state=established
disabled=no

e ip firewall filter add action=accept chain=customer connection-state=related
disabled=no

e ip firewall filter add action=drop chain=customer disabled=no.

Jlnist mpu3HavYeHHs THITIB iHTepdENCiB s 3aXUCTy BHYTPIIIHBOI Mepexi (external - 30BHi-
=i, internal - BHyTpimHi# LAN) HeoOXiTHO BBECTH KOMaH/IH:

e ip upnp interfaces add disabled = no interface = etherl type = external
ip upnp interfaces add disabled = no interface = ether2 type = internal
ip upnp interfaces add disabled = no interface = ether3 type = internal
ip upnp interfaces add disabled = no interface = ether4 type = internal
ip upnp interfaces add disabled = no interface = ether5 type = internal
ip upnp interfaces add disabled = no interface = bridge-local type = internal
106 3miHMTH aposb foctymy 1o poyrepa MikroTik, HeoOXi/THO BUKOHATH HACTYIIHI Jii:
Bigkputu mento System;

Bubpatu Users;

BukoHaTy noBiiHMIA KJIiK KHOTIKOIO MU Ha KOpUCTyBaya admin;
Hatucnyru xnonky Password ...;

VY none New Password BBeCcTH HOBUI TapOJIb;

V¥ none Confirm Password miarBepauTy HOBHIA apoJib;

V BikHi Change Password Hatucnytu kHonky OK;

V BikHi User HATHCHYTH KHOTIKY OK.

3HOBMI/ICHI/IKIB YacTo I[IKaBUTh PO3/ILI Scrlpts yepe3 KU BOHU MOXKYTb OTPUMATH JJOCTYI
1o obnanHaHHA Ta [HTepHeT KaHany y cBoix 1isx. [l{o 6 mepeBiputy, 1110 Bce B MOPAAKY, He-
00X1/1HO mepeBipUTH o3l System - Scripts.

[epeBipsiTi HEOOXiJHO BKIAAKY Scripts Ha BIICYTHICTb OYy/b-SIKUX HE3PO3yMIJIMX 3aIHCIB,
3a 3aMOBUYYBAHHSAM BiH YHUCTHH.

BucHoBku BignoBiaHo a0 crarTi. Sk Oyino noka3aHo B II{ CTATTi, HA Cy4YaCHOMY eTarli
PO3BHUTKY OOUYHMCITIOBATIBHOT TEXHIKH i 3arallbHOTO HAYKOBOTO TIPOTPECY ILIIKOM pealbHO CTBO-
pIOBaTH MaclITaOHi, NIBUAKO/IIOUl, CHCTEMHU 3 MIHIMaJIbHOIO BAPTICTIO AJIs1 OOCIyTOBYBaHHS
noTped CTyNEHTIB y ocTyni A0 Mepexi [nrepHeT. [IpakTuuHi HaBUUKH 3100yT1 y XO/I1 IPOEK-
TyBaHHsI, HaJallITyBaHHs, BAKOHAHHS JJa0OpaTOPHUX POOIT Ta CAMOCTIHHOTO JTOCIIKEHHS J10-
MOMOJKYTb CTYJIEHTaM Kpalle 3p03yMIiTH MOXKIUBOCTI MEPEKEBOT0 00JIaAHaHH, CIOCOOU HOTo
KoH(iryparii, 3aXucty Ta eKcruryaraifii. TakoXX Takui CTEHJ JacTh MOXKIUBICTh 3100yBaTH
NPaKTUYHI HAaBUYKU y cepi KibepOe3neku A CTyISHTIB, K1 B 3BUYaHUX yMOBaxX HEe Maiu O
MOYJIMBOCTI 1€ 3poouTH. [Ipo€exTyBaHHs, BCTAHOBJICHHS Ta HaJAIITyBaHHS MOAI0HOT cucTeMu
OyI0o MpoBeIeHO Ha MPAKTHIIl Ta OKa3al0 cTablIbHY poOOTY SIK y pexXuMi 3BHUAHOI poOOTH
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MepeXeBOro 00IaJHaHHSA, TaK 1 SIK HABYAJIBHHUIA CTEH/I 71l IPAKTUKU CTYJCHTIB. TakuM YHHOM,
MOYKHa 3pOOHUTH BUCHOBOK, III0 PO3pO0JIeHa CUCTEMA MOKE BUKOPHUCTOBYBATHCS SIK CAMOCTIHA
cucTeMa JUIst OKpeMoro 3a0e3redeHHs [HTepHeTOM CTyIeHTIB, TakK 1 SIK CKJIaJ0Ba YaCTHHA HaB-
YaJbHOTO MPOLIECy CTYACHTIB CHENiaTbHOCTI KibepOesmneka.

Buxopucranns mepexeBoro oonaananas MikroTik mns moOynoBu cTeHAy MiBHATYpPHHUX
MoJieJIel CydacHUX KOMIT IOTEPHHUX MEpeX Y HaBUaJIbHOMY MPOIIec Crieliani30BaHuX AUCIIHII-
JIiH BUIIMX yYOOBHUX 3aKJIaJlIB 3yMOBJICHE THM, IO I1i MPUJIAIX MalOTh 0araTo MOKJIMBOCTEH.
MepexeBe obnagHanHs MikroTik BucTymae sik KOMIUIEKCHE pIIICHHS JIJIsi KEPYBaHHS Mepe-
kero, TpadikoM, KOpUCTyBauaMH Ta 1HIIMMHU €JI€MEHTAMU CHCTEMHU.

CreH TakoX MOXHA JOTIOBHIOBATH OKpeMuMU enemeHTamu tuny FortiGate, sik mepexe-
BU €KpaH HOBOTO MOKOJNIHH:A[6; 7], Tak 1 IHIIUMH €JIeMEHTaMH, SIKi MalOTh MaJuid MPodiTb
po06oTH, aie K eIeMEHT KOMIUIEKCHOI CUCTeMH TIOKa3ye ceOe HEBil €MHOIO YaCTHHOIO
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TRAINING STAND FOR THE STUDY OF DISCIPLINES
TO ENSURE NETWORK INFORMATION PROTECTION

Relevance of the research topic. Today, computer networks have become widespread, without which it is no longer pos-
sible to imagine the functioning of any computer system. Widespread and accessible led to the need to differentiate access to
the components of such systems and to introduce into the training of technical specialties such disciplines as "Organization of
computer networks", "Computer network protection systems" and others.

Formulation of the problem. In the field of studying disciplines related to modern computer networks and their security,
a significant place is occupied by practical skills of setting up software and hardware. One of the most effective methods is
training using semi-natural and full-scale models of computer networks.

Analysis of recent research and publications. Recent open source publications are reviewed, including data from Cisco
and Mikrotik training centers.

Selection of unexplored parts of the general problem. Development and substantiation of the use of semi-natural models
of modern computer networks in the educational process of specialized disciplines of higher educational institutions.

Setting objectives. To offer a basic semi-natural model of a computer network for a stand for studying disciplines on
providing network information protection.

Presenting main material. The article presents the analysis, requirements and half-scale model of a computer network
stand for studying disciplines for network information protection.

Conclusions in accordance with the article. A full-scale model of a computer network stand is proposed for studying
disciplines on providing network information protection using Mikrotik network equipment.

Keywords: computer network, information technologies, cybersecurity, switching, MikroTik, encryption, modeling.
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