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-         , 
    . є      -
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          -

   MikroTik RB2011UiAS-2HnD-IN  -
    .    є  

MikroTik RB750  є  «  »      
  [4]. 

      MikroTik     
,         
 RouterOS.  
  є  .      -

,      ,     -
           -

   -2  -3.  ,      
 Linux,  є       . 

         -
  , ,     IP- . 

 

. 1.       

 ,      : 
   ; 
     ,  ; 
     (VLAN); 
   Network Address Translation (NAT); 
          (PPTP, 

PPPoE, SSTP, OpenVPN, L2TP/IPSec); 

    SNMP; 
      ; 
        

    ,   . 2 –     IP -
  . 

 

IP   

№       

1   192.168.1.0 192.168.1.254 255.255.255.0 

2   192.168.100.0 192.168.100.254 255.255.255.0 

3  .    65.65.65.0 65.65.65.254 255.255.255.0 

4  .   
 75.75.75.0 75.75.75.254 255.255.255.0 
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. 2.  ’є    

       ,     -
      .    -

         -
     ,     
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      .  

 . 
           

 є       ,     
 ,         [4].  

  MikroTik        
  .   є ,    -

    .        
     .     -

   ,       -
,     ,     

  . 
 є     [5]: 

1.    Winbox     Neighbors. 
2.    .  ’є     -
    MAC . 
3.   Connect. 
Login   admin,  . 

   ether1    "WAN".   
 : 

1.   Interfaces. 
2.    ether1. 
3.    Comment. 
4.     "WAN". 
5.   OK. 

   ether2    "LAN".   
 : 

1.   ether2. 
2.    Comment. 
3.     "LAN". 
4.   OK. 

   є   ,   
 WAN   MikroTik     DHCP,  

 : 
1.   IP. 
2.  DHCP Client. 
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3.     Add ( ). 
4.      Interface:   WAN  ether1. 

5.   OK   . 
   IP     WAN  MikroTik 

: 
1.   IP. 

2.  Addresses. 

3.     Add ( ). 
4.      Address:   IP /  . 

5.   Interface:  WAN  ether1. 

6.       OK. 
     MikroTik : 

1.   IP. 

2.  Routes. 

3.     Add ( ). 
4.      Gateway:  IP  . 

5.    OK   . 
   DNS  MikroTik : 

1.   IP. 
2.  DNS. 
3.     Settings. 
4.      Servers:  IP   DNS . 

5.    « » (  ),      
 . 
6.     IP   DNS . 

7.   Allow Remote Requests. 

8.   OK   . 
  'є  bridge-local ( ) : 

1.   Bridge. 

2.   Add ( ). 
3.   Name  '  'є  bridge-local. 

4.   OK. 

   'є   thetnet  2-5 : 
1.    Ports. 

2.   Add ( ). 
3.   Interface  ethernet  ether2. 

4.   Bridge  '  'є  bridge-local. 

5.   OK. 

6.     ether3, ether4, ether5. 
  Wi-Fi  . 

1.    Ports. 

2.   Add ( ). 
3.   Interface    wlan1. 

4.   Bridge  '  'є  bridge-local. 

5.   OK. 
  IP    MikroTik : 

1.   IP. 

2.  Addresses. 

3.   Add ( ). 
4.   Address      ,  192.168.88.1/24. 
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5.   Interface  bridge-local. 
6.   OK. 

 NAT є   : 
 ip firewall nat add chain = srcnat out-interface = ether1 action = masquerade  
Protect router -    : 
 ip firewall filter add action=accept chain=input disabled=no protocol=icmp 

 ip firewall filter add action=accept chain=input connection-state=established 
disabled=no in-interface=ether1 

 ip firewall filter add action=accept chain=input connection-state=related disabled=no 
in-interface=ether1 

 ip firewall filter add action=drop chain=input disabled=no in-interface=ether1 
Protect LAN -   : 
 ip firewall filter add action=jump chain=forward disabled=no in-interface=ether1 jump-

target=customer 

 ip firewall filter add action=accept chain=customer connection-state=established 
disabled=no 

 ip firewall filter add action=accept chain=customer connection-state=related 
disabled=no 

 ip firewall filter add action=drop chain=customer disabled=no. 
        (external - -

, internal -  LAN)   : 
 ip upnp interfaces add disabled = no interface = ether1 type = external 

 ip upnp interfaces add disabled = no interface = ether2 type = internal 

 ip upnp interfaces add disabled = no interface = ether3 type = internal 

 ip upnp interfaces add disabled = no interface = ether4 type = internal 

 ip upnp interfaces add disabled = no interface = ether5 type = internal 

 ip upnp interfaces add disabled = no interface = bridge-local type = internal 
      MikroTik,    : 

1.   System; 
2.  Users; 
3.        admin; 
4.   Password ...; 
5.   New Password   ; 
6.   Confirm Password   ; 
7.   Change Password   OK; 
8.   User   OK.  

    Scripts,       
       .   ,    , -

   System - Scripts. 
   Scripts   -   , 

   . 
   .      ,    

         -
 , ,       
      .      -
, ,       -

      ,   
,   .       

      ,        
  . є ,      
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, ,     .  
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   [6; 7],    ,     
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Yevhen Ryndych, Taras Petrenko, Lesia Chernysh, Sergiy Semendyay, Heorhiy Bilenky 

TRAINING STAND FOR THE STUDY OF DISCIPLINES  

TO ENSURE NETWORK INFORMATION PROTECTION 

Relevance of the research topic. Today, computer networks have become widespread, without which it is no longer pos-

sible to imagine the functioning of any computer system. Widespread and accessible led to the need to differentiate access to 

the components of such systems and to introduce into the training of technical specialties such disciplines as "Organization of 

computer networks", "Computer network protection systems" and others. 

Formulation of the problem. In the field of studying disciplines related to modern computer networks and their security, 

a significant place is occupied by practical skills of setting up software and hardware. One of the most effective methods is 

training using semi-natural and full-scale models of computer networks. 

Analysis of recent research and publications. Recent open source publications are reviewed, including data from Cisco 

and Mikrotik training centers. 

Selection of unexplored parts of the general problem. Development and substantiation of the use of semi-natural models 

of modern computer networks in the educational process of specialized disciplines of higher educational institutions. 

Setting objectives. To offer a basic semi-natural model of a computer network for a stand for studying disciplines on 

providing network information protection. 

Presenting main material. The article presents the analysis, requirements and half-scale model of a computer network 

stand for studying disciplines for network information protection. 

Conclusions in accordance with the article. A full-scale model of a computer network stand is proposed for studying 

disciplines on providing network information protection using Mikrotik network equipment. 

Keywords: computer network, information technologies, cybersecurity, switching, MikroTik, encryption, modeling. 
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