
Ɍȿɏɇȱɑɇȱ ɇȺɍɄɂ ɌȺ ɌȿɏɇɈɅɈȽȱȲ № 2 (20), 2020 
 

TECHNICAL SCIENCES AND TECHNOLOGIES 

229 

ɍȾɄ 004.4 

DOI: 10.25140/2411-5363-2020-2(20)-229-236 

Єɜɝɟɧ Ɋɢɧɞɢɱ, Ɍɚɪɚɫ ɉɟɬɪɟɧɤɨ, Ʌɟɫɹ ɑɟɪɧɢɲ, ɋɟɪɝɿɣ ɋɟɦɟɧɞɹɣ, Ƚɟɨɪɝɿɣ Ȼɿɥɟɧɶɤɢɣ 

ɇȺȼɑȺɅɖɇɂɃ ɋɌȿɇȾ ȾɅə ȼɂȼɑȿɇɇə ȾɂɋɐɂɉɅȱɇ  
ȱɁ ɁȺȻȿɁɉȿɑȿɇɇə ɆȿɊȿɀȿȼɈȽɈ ɁȺɏɂɋɌɍ ȱɇɎɈɊɆȺɐȱȲ 

Ⱥɤɬɭɚɥɶɧɿɫɬɶ ɬɟɦɢ ɞɨɫɥɿɞɠɟɧɧɹ. ɇɚ ɫɶɨɝɨɞɧɿ ɧɚɛɭɥɢ ɡɧɚɱɧɨɝɨ ɩɨɲɢɪɟɧɧɹ ɤɨɦɩ’ɸɬɟɪɧɿ ɦɟɪɟɠɿ, ɛɟɡ ɹɤɢɯ ɭɠɟ ɧɟ 
ɦɨɠɥɢɜɨ ɭɹɜɢɬɢ ɮɭɧɤɰɿɨɧɭɜɚɧɧɹ ɛɭɞɶ-ɹɤɨʀ ɤɨɦɩ’ɸɬɟɪɧɨʀ ɫɢɫɬɟɦɢ. ɉɨɲɢɪɟɧɧɹ ɬɚ ɞɨɫɬɭɩɧɿɫɬɶ ɩɪɢɡɜɟɥɢ ɞɨ ɧɟɨɛɯɿɞɧɨ-
ɫɬɿ ɪɨɡɦɟɠɭɜɚɬɢ ɞɨɫɬɭɩ ɞɨ ɤɨɦɩɨɧɟɧɬɿɜ ɬɚɤɢɯ ɫɢɫɬɟɦ ɬɚ ɜɩɪɨɜɚɞɠɭɜɚɬɢ ɞɨ ɧɚɜɱɚɧɧɹ ɬɟɯɧɿɱɧɢɯ ɫɩɟɰɿɚɥɶɧɨɫɬɟɣ ɬɚ-
ɤɢɯ ɞɢɫɰɢɩɥɿɧ, ɹɤ «Ɉɪɝɚɧɿɡɚɰɿɹ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ», «ɋɢɫɬɟɦɢ ɡɚɯɢɫɬɭ ɨɛɱɢɫɥɸɜɚɥɶɧɢɯ ɦɟɪɟɠ» ɬɚ ɿɧɲɿ. 

ɉɨɫɬɚɧɨɜɤɚ ɩɪɨɛɥɟɦɢ. ɍ ɝɚɥɭɡɿ ɜɢɜɱɟɧɧɹ ɞɢɫɰɢɩɥɿɧ ɩɨɜ’ɹɡɚɧɢɯ ɿɡ ɫɭɱɚɫɧɢɦɢ ɤɨɦɩ’ɸɬɟɪɧɢɦɢ ɦɟɪɟɠɚɦɢ ɬɚ ʀɯ 
ɛɟɡɩɟɤɨɸ ɡɧɚɱɧɟ ɦɿɫɰɟ ɩɨɫɿɞɚɸɬɶ ɩɪɚɤɬɢɱɧɿ ɧɚɜɢɱɤɢ ɧɚɥɚɲɬɭɜɚɧɧɹ ɩɪɨɝɪɚɦɧɨɝɨ ɬɚ ɚɩɚɪɚɬɧɨɝɨ ɡɚɛɟɡɩɟɱɟɧɧɹ. Ɉɞɧɢɦ 
ɡ ɧɚɣɟɮɟɤɬɢɜɧɿɲɢɯ ɦɟɬɨɞɿɜ є ɧɚɜɱɚɧɧɹ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ ɩɿɜɧɚɬɭɪɧɢɯ ɬɚ ɧɚɬɭɪɧɢɯ ɦɨɞɟɥɟɣ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ. 

Ⱥɧɚɥɿɡ ɨɫɬɚɧɧɿɯ ɞɨɫɥɿɞɠɟɧɶ ɿ ɩɭɛɥɿɤɚɰɿɣ. Ɋɨɡɝɥɹɧɭɬɨ ɨɫɬɚɧɧɿ ɩɭɛɥɿɤɚɰɿʀ ɭ ɜɿɞɤɪɢɬɨɦɭ ɞɨɫɬɭɩɿ, ɜɤɥɸɱɚɸɱɢ ɞɚɧɿ 
ɧɚɜɱɚɥɶɧɢɯ ɰɟɧɬɪɿɜ ɤɨɦɩɚɧɿɣ Cisco ɬɚ Mikrotik. 

ȼɢɞɿɥɟɧɧɹ ɧɟɞɨɫɥɿɞɠɟɧɢɯ ɱɚɫɬɢɧ ɡɚɝɚɥɶɧɨʀ ɩɪɨɛɥɟɦɢ. Ɋɨɡɪɨɛɤɚ ɬɚ ɨɛґɪɭɧɬɭɜɚɧɧɹ ɜɢɤɨɪɢɫɬɚɧɧɹ ɩɿɜɧɚɬɭɪɧɢɯ 
ɦɨɞɟɥɟɣ ɫɭɱɚɫɧɢɯ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ ɭ ɧɚɜɱɚɥɶɧɨɦɭ ɩɪɨɰɟɫɿ ɫɩɟɰɿɚɥɿɡɨɜɚɧɢɯ ɞɢɫɰɢɩɥɿɧ ɜɢɳɢɯ ɭɱɛɨɜɢɯ ɡɚɤɥɚɞɿɜ.  

ɉɨɫɬɚɧɨɜɤɚ ɡɚɜɞɚɧɧɹ. Ɂɚɩɪɨɩɨɧɭɜɚɬɢ ɛɚɡɨɜɭ ɩɿɜɧɚɬɭɪɧɭ ɦɨɞɟɥɶ ɤɨɦɩ’ɸɬɟɪɧɨʀ ɦɟɪɟɠɿ ɞɥɹ ɫɬɟɧɞɭ ɜɢɜɱɟɧɧɹ ɞɢ-
ɫɰɢɩɥɿɧ ɿɡ ɡɚɛɟɡɩɟɱɟɧɧɹ ɦɟɪɟɠɟɜɨɝɨ ɡɚɯɢɫɬɭ ɿɧɮɨɪɦɚɰɿʀ. 

ȼɢɤɥɚɞ ɨɫɧɨɜɧɨɝɨ ɦɚɬɟɪɿɚɥɭ. ɍ ɫɬɚɬɬɿ ɧɚɜɟɞɟɧɨ ɚɧɚɥɿɡ, ɜɢɦɨɝɢ ɬɚ ɩɿɜɧɜɬɭɪɧɚ ɦɨɞɟɥɶ ɫɬɟɧɞɭ ɤɨɦɩ’ɸɬɟɪɧɨʀ 
ɦɟɪɟɠɿ ɞɥɹ ɜɢɜɱɟɧɧɹ ɞɢɫɰɢɩɥɿɧ ɡ ɡɚɛɟɡɩɟɱɟɧɧɹ ɦɟɪɟɠɟɜɨɝɨ ɡɚɯɢɫɬɭ ɿɧɮɨɪɦɚɰɿʀ. 

ȼɢɫɧɨɜɤɢ ɜɿɞɩɨɜɿɞɧɨ ɞɨ ɫɬɚɬɬɿ. Ɂɚɩɪɨɩɨɧɨɜɚɧɨ ɩɿɜɧɚɬɭɪɧɭ ɦɨɞɟɥɶ ɫɬɟɧɞɭ ɤɨɦɩ’ɸɬɟɪɧɨʀ ɦɟɪɟɠɿ ɞɥɹ ɜɢɜɱɟɧɧɹ 
ɞɢɫɰɢɩɥɿɧ ɡ ɡɚɛɟɡɩɟɱɟɧɧɹ ɦɟɪɟɠɟɜɨɝɨ ɡɚɯɢɫɬɭ ɿɧɮɨɪɦɚɰɿʀ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ ɦɟɪɟɠɟɜɨɝɨ ɨɛɥɚɞɧɚɧɧɹ Mikrotik. 

Ʉɥɸɱɨɜɿ ɫɥɨɜɚ: ɤɨɦɩ’ɸɬɟɪɧɚ ɦɟɪɟɠɚ; ɿɧɮɨɪɦɚɰɿɣɧɿ ɬɟɯɧɨɥɨɝɿʀ; ɤɿɛɟɪɛɟɡɩɟɤɚ; ɤɨɦɭɬɚɰɿɹ; MikroTikə; ɲɢɮɪɭ-
ɜɚɧɧɹ; ɦɨɞɟɥɸɜɚɧɧɹ. 

Ɋɢɫ.: 2. Ɍɚɛɥ.: 1. Ȼɿɛɥ.: 7. 

Ⱥɤɬɭɚɥɶɧɿɫɬɶ ɬɟɦɢ ɞɨɫɥɿɞɠɟɧɧɹ. ɋɭɱɚɫɧɢɣ ɟɬɚɩ ɪɨɡɜɢɬɤɭ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɫɢɫɬɟɦ ɬɚ 
ɦɟɪɟɠ ɩɪɢɡɜɿɜ ɞɨ ɡɧɚɱɧɨɝɨ ɡɛɿɥɶɲɟɧɧɹ ɬɚ ɭɫɤɥɚɞɧɟɧɧɹ ɟɥɟɦɟɧɬɿɜ ɫɭɱɚɫɧɢɯ ɫɢɫɬɟɦ. ȼɢ-
ɜɱɟɧɧɹ ɦɟɪɟɠɟɜɢɯ ɫɢɫɬɟɦ ɜɢɦɚɝɚє ɹɤ ɬɟɨɪɟɬɢɱɧɢɯ, ɬɚɤ ɿ ɩɪɚɤɬɢɱɧɢɯ ɧɚɜɢɱɨɤ. ɋɬɜɨɪɟɧɧɹ 
ɫɬɟɧɞɭ ɞɥɹ ɞɟɦɨɧɫɬɪɚɰɿʀ ɨɫɧɨɜɧɢɯ ɟɬɚɩɿɜ ɩɨɛɭɞɨɜɢ ɦɟɪɟɠɿ, ʀʀ ɧɚɥɚɲɬɭɜɚɧɧɿ ɬɚ ɨɛɦɟɠɟɧ-
ɧɹɯ, ɡɧɚɣɨɦɫɬɜɨ ɡ ɦɟɪɟɠɟɜɢɦ ɨɛɥɚɞɧɚɧɧɹɦ ɬɚ ɣɨɝɨ ɤɨɧɮɿɝɭɪɚɰɿєɸ є ɨɞɧɢɦ ɡ ɤɪɚɳɢɯ ɫɩɨ-
ɫɨɛɿɜ ɩɨɤɚɡɚɬɢ ɬɚ ɧɚɜɱɢɬɢ ɫɬɭɞɟɧɬɿɜ ɪɨɛɨɬɿ ɡ ɚɩɚɪɚɬɧɢɦ ɬɚ ɩɪɨɝɪɚɦɧɢɦ ɡɚɛɟɡɩɟɱɟɧɧɹɦ. 
Ɉɫɨɛɥɢɜɢɦ ɧɚɩɪɹɦɤɨɦ ɩɪɚɤɬɢɱɧɨɝɨ ɜɢɤɨɪɢɫɬɚɧɧɹ ɦɟɪɟɠ є ɫɬɜɨɪɟɧɧɹ ɛɟɡɩɟɱɧɨɝɨ ɩɿɞɤ-
ɥɸɱɟɧɧɹ ɞɨ ɡɨɜɧɿɲɧɿɯ ɦɟɪɟɠ ɬɚ ɨɡɧɚɣɨɦɥɟɧɧɹ ɡ ɛɚɡɨɜɢɦɢ ɩɨɧɹɬɬɹɦɢ ɦɚɪɲɪɭɬɢɡɚɰɿʀ ɬɚ 
ɨɪɝɚɧɿɡɚɰɿʀ ɛɟɡɩɟɱɧɨʀ ɜɡɚєɦɨɞɿʀ ɝɨɥɨɜɧɨɝɨ ɨɮɿɫɭ(HQ) ɩɿɞɩɪɢєɦɫɬɜɚ ɬɚ ɣɨɝɨ ɜɿɞɞɚɥɟɧɢɯ 
ɩɿɞɪɨɡɞɿɥɿɜ(BO). Ɍɚɤɨɠ ɦɨɠɥɢɜɚ ɩɪɚɤɬɢɤɚ ɜ ɩɨɲɭɤɭ ɜɪɚɡɥɢɜɨɫɬɟɣ ɬɚ ɞɨɫɥɿɞɠɟɧɧɸ ɫɩɨ-
ɫɨɛɿɜ ɩɪɨɧɢɤɧɟɧɧɹ ɜ ɫɢɫɬɟɦɭ ɱɟɪɟɡ ɡɧɚɣɞɟɧɿ ɜɪɚɡɥɢɜɨɫɬɿ ɞɥɹ ʀɯ ɭɫɭɧɟɧɧɹ. ɋɬɟɧɞ ɞɚɫɬɶ 
ɦɨɠɥɢɜɿɫɬɶ ɹɤ ɚɞɦɿɧɿɫɬɪɭɜɚɬɢ ɬɚ ɧɚɛɢɪɚɬɢ ɩɪɚɤɬɢɱɧɿ ɧɚɜɢɱɤɢ, ɬɚɤ ɿ ɞɚɫɬɶ ɛɚɡɭ ɞɥɹ ɩɨɞɚ-
ɥɶɲɢɯ ɞɨɫɥɿɞɠɟɧɶ ɫɬɪɭɤɬɭɪ ɦɟɪɟɠɿ, ɥɨɤɚɥɶɧɨʀ ɬɚ ɝɥɨɛɚɥɶɧɨʀ. 

ɉɨɫɬɚɧɨɜɤɚ ɩɪɨɛɥɟɦɢ. ɍ ɝɚɥɭɡɿ ɜɢɜɱɟɧɧɹ ɞɢɫɰɢɩɥɿɧ ɩɨɜ’ɹɡɚɧɢɯ ɿɡ ɫɭɱɚɫɧɢɦɢ 
ɤɨɦɩ’ɸɬɟɪɧɢɦɢ ɦɟɪɟɠɚɦɢ ɬɚ ʀɯ ɛɟɡɩɟɤɨɸ ɡɧɚɱɧɟ ɦɿɫɰɟ ɩɨɫɿɞɚɸɬɶ ɩɪɚɤɬɢɱɧɿ ɧɚɜɢɱɤɢ ɧɚ-
ɥɚɲɬɭɜɚɧɧɹ ɩɪɨɝɪɚɦɧɨɝɨ ɬɚ ɚɩɚɪɚɬɧɨɝɨ ɡɚɛɟɡɩɟɱɟɧɧɹ. Ɉɞɧɢɦ ɡ ɧɚɣɟɮɟɤɬɢɜɧɿɲɢɯ ɦɟɬɨɞɿɜ 
є ɧɚɜɱɚɧɧɹ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ ɩɿɜɧɚɬɭɪɧɢɯ ɬɚ ɧɚɬɭɪɧɢɯ ɦɨɞɟɥɟɣ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ. Ɍɚ-
ɤɨɠ, ɩɪɚɰɸɸɱɢ ɡ ɦɟɪɟɠɟɜɢɦ ɨɛɥɚɞɧɚɧɧɹɦ, ɧɟɨɛɯɿɞɧɨ ɪɨɡɭɦɿɬɢ, ɳɨ ɤɨɠɟɧ ɟɥɟɦɟɧɬ ɦɟɪɟɠɿ 
ɧɟɨɛɯɿɞɧɨ ɧɚɥɚɲɬɨɜɭɜɚɬɢ ɹɤ ɫɚɦɨɫɬɿɣɧɭ ɫɬɪɭɤɬɭɪɭ, ɡɿ ɫɜɨʀɦɢ ɩɪɚɜɢɥɚɦɢ, ɨɛɦɟɠɟɧɧɹɦɢ ɬɚ 
ɞɨɡɜɨɥɚɦɢ, ɬɨɦɭ ɞɥɹ ɰɿєʀ ɡɚɞɚɱɿ ɦɟɪɟɠɟɜɟ ɨɛɥɚɞɧɚɧɧɹ MikroTik ɩɿɞɯɨɞɢɬɶ ɧɚɣɤɪɚɳɟ.  

Ʉɨɧɮɿɝɭɪɚɰɿʀ ɬɚ ɧɚɥɚɲɬɭɜɚɧɧɹ ɞɥɹ MikroTik ɦɨɠɧɚ ɡɚɧɨɫɢɬɢ ɹɤ ɧɚ ɮɿɡɢɱɧɿ ɩɪɢɫɬɪɨʀ, 
ɬɚɤ ɿ ɬɟɫɬɭɜɚɬɢ ɡɚ ɞɨɩɨɦɨɝɨɸ ɞɨɞɚɬɤɨɜɨɝɨ ɉɈ, ɰɟ ɞɨɡɜɨɥɹє ɜɿɞɩɪɚɰɸɜɚɬɢ ɩɪɚɰɟ ɫɩɪɨɦɨ-
ɠɧɿɫɬɶ ɬɨɝɨ ɱɢ ɿɧɲɨɝɨ ɟɥɟɦɟɧɬɚ ɦɟɪɟɠɿ ɩɟɪɟɞ ɣɨɝɨ ɿɧɬɟɝɪɚɰɿєɸ ɜ ɪɟɚɥɶɧɭ ɫɢɫɬɟɦɭ. 

Ⱥɧɚɥɿɡ ɨɫɬɚɧɧɿɯ ɞɨɫɥɿɞɠɟɧɶ ɿ ɩɭɛɥɿɤɚɰɿɣ. ɉɪɢ ɩɨɛɭɞɨɜɿ ɡɚɯɢɳɟɧɨʀ ɦɟɪɟɠɿ ɧɟ ɦɚє 
ɡɚɜɞɚɧɧɹ ɞɚɬɢ ɤɨɪɢɫɬɭɜɚɱɚɦ ɦɨɠɥɢɜɿɫɬɶ ɜɩɥɢɜɚɬɢ ɧɚ ɡɚɯɢɳɟɧɿɫɬɶ ɬɚ ɜɧɭɬɪɿɲɧɿ ɤɨɧɮɿɝɭ-
ɪɚɰɿʀ ɫɢɫɬɟɦɢ, ɫɬɭɞɟɧɬɚɦ ɞɥɹ ɪɨɡɭɦɿɧɧɹ ɩɨɧɹɬɶ ɤɨɦɭɬɚɰɿʀ, ɦɚɪɲɪɭɬɢɡɚɰɿʀ, ɩɨɛɭɞɨɜɢ ɥɨ-
ɤɚɥɶɧɢɯ ɜɢɞɿɥɟɧɢɯ ɦɟɪɟɠ ɚɛɨ ɨɛɫɥɭɝɨɜɭɜɚɧɧɿ ɦɟɪɟɠɟɜɨɝɨ ɨɛɥɚɞɧɚɧɧɹ ɧɟɨɛɯɿɞɧɨ ɡɧɚɣɨ-
ɦɢɬɢɫɹ ɡ ɤɭɩɨɸ ɞɨɤɭɦɟɧɬɚɰɿʀ ɛɟɡ ɦɨɠɥɢɜɨɫɬɿ ɫɚɦɨɫɬɿɣɧɨ ɤɨɧɮɿɝɭɪɭɜɚɬɢ ɩɪɢɫɬɪɨʀ ɦɟɪɟɠɿ, 
 Ɋɢɧɞɢɱ Є. ȼ., ɉɟɬɪɟɧɤɨ Ɍ. Ⱥ., ɑɟɪɧɢɲ Ʌ. Ƚ., ɋɟɦɟɧɞɹɣ ɋ. Ɇ., Ȼɿɥɟɧɶɤɢɣ Ƚ. ɋ., 2020 
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ɧɚɥɚɲɬɨɜɭɜɚɬɢ ɬɨɱɤɢ ɞɨɫɬɭɩɭ, ɨɫɧɨɜɧɿ ɫɟɪɜɟɪɚ, ɦɚɪɲɪɭɬɢ, ɩɪɨɬɨɤɨɥɢ ɡɚɯɢɫɬɭ ɬɚ ɨɛɦɟ-
ɠɟɧɶ. ȼɫɿ ɰɿ ɦɨɠɥɢɜɨɫɬɿ ɫɬɭɞɟɧɬɢ ɩɿɡɧɚɸɬɶ ɚɛɨ ɧɚ ɜɿɪɬɭɚɥɶɧɢɯ ɦɚɲɢɧɚɯ, ɚɛɨ ɧɚ ɜɥɚɫɧɢɯ 
ɪɨɭɬɟɪɚɯ. ɋɬɟɧɞ ɡ ɦɨɠɥɢɜɿɫɬɸ ɜɿɞɤɚɬɭ ɧɚɥɚɲɬɭɜɚɧɶ ɬɚ ɡ ɬɟɫɬɨɜɢɦ ɩɪɨɫɬɨɪɨɦ ɦɨɠɟ ɞɚɬɢ 
ɫɬɭɞɟɧɬɚɦ ɪɟɚɥɶɧɭ ɦɨɠɥɢɜɿɫɬɶ ɩɨɩɪɚɤɬɢɤɭɜɚɬɢɫɹ ɭ ɪɿɡɧɢɯ ɧɚɩɪɹɦɤɚɯ ɚɞɦɿɧɿɫɬɪɭɜɚɧɧɹ 
ɦɟɪɟɠɿ, ɹɤ ɜɿɞ ɮɿɡɢɱɧɨɝɨ ɪɿɜɧɹ ɬɚ ɩɨɛɭɞɨɜɢ ɡɚɯɢɳɟɧɢɯ ɦɚɪɲɪɭɬɿɜ ɧɚ ɥɨɤɚɥɶɧɨɦɭ ɪɿɜɧɿ, 
ɬɚɤ ɿ ɞɨɞɚɜɚɧɧɹ ɨɛɦɟɠɟɧɶ ɜ ɡɨɜɧɿɲɧɿɣ ɦɟɪɟɠɿ ɧɚ ɞɨɫɬɭɩ, ɫɤɚɧɭɜɚɧɧɹ ɚɛɨ ɜɬɨɪɝɧɟɧɧɹ. 

ɍ ɞɨɫɥɿɞɠɟɧɢɯ ɪɨɛɨɬɚɯ є ɛɚɝɚɬɨ ɩɪɢɤɥɚɞɿɜ ɩɨɛɭɞɨɜɢ ɦɟɪɟɠɿ, ɧɚɥɚɲɬɭɜɚɧɧɿ ɨɛɥɚɞ-
ɧɚɧɧɹ, ɨɞɧɚɤ ɨɫɧɨɜɧɨɸ ɩɪɨɛɥɟɦɨɸ ɞɥɹ ɫɬɭɞɟɧɬɿɜ є ɬɟ, ɳɨ ɩɪɨɫɬɨ ɨɡɧɚɣɨɦɥɸɸɱɢɫɶ ɡ ɬɚ-
ɤɢɦɢ ɫɬɚɬɬɹɦɢ ɜɿɧ ɧɟ ɡɞɨɛɭɞɟ ɩɪɚɤɬɢɱɧɢɯ ɧɚɜɢɱɨɤ ɚɞɦɿɧɿɫɬɪɭɜɚɧɧɹ. 

ɇɚɩɪɢɤɥɚɞ ɜ [1], ɩɨɤɚɡɚɧɿ ɩɪɢɧɰɢɩɢ ɧɚɥɚɲɬɭɜɚɧɧɹ ɫɩɨɫɨɛɿɜ ɬɭɧɟɥɶɧɨɝɨ ɡ’єɞɧɚɧɧɹ 
ɦɿɠ ɜɿɞɞɚɥɟɧɢɦɢ ɦɟɪɟɠɚɦɢ, ɨɞɧɚɤ ɭ ɫɬɭɞɟɧɬɚ, ɹɤɢɣ ɨɡɧɚɣɨɦɢɬɶɫɹ ɡ ɰɿєɸ ɫɬɚɬɬɟɸ ɿ ɨɞɪɚɡɭ 
ɩɟɪɟɣɞɟ ɞɨ ɧɚɥɚɲɬɭɜɚɧɧɹ ɦɟɪɟɠɟɜɟ ɨɛɥɚɞɧɚɧɧɹ, ɦɨɠɟ ɜɢɧɢɤɧɭɬɢ ɛɟɡɥɿɱ ɩɢɬɚɧɶ ɳɨɞɨ 

ɧɚɥɚɲɬɭɜɚɧɧɹ, ɤɨɧɮɿɝɭɪɚɰɿɣ ɬɚ ɫɚɦɨɝɨ ɩɪɨɰɟɫɭ ɩɨɛɭɞɨɜɢ. 
ȼɢɤɨɪɢɫɬɚɧɧɹ ɫɬɟɧɞɭ ɜ ɧɚɜɱɚɥɶɧɢɯ ɰɿɥɹɯ ɬɚɤɨɠ ɦɨɠɟ ɞɨɩɨɦɨɝɬɢ ɜ ɩɨɛɭɞɨɜɿ ɝɭɪɬɤɿɜ 

ɩɨ ɧɚɥɚɲɬɭɜɚɧɧɸ ɿ ɤɨɧɬɪɨɥɸ ɦɟɪɟɠɿ, ɳɨ ɦɨɠɟ ɜɤɥɸɱɢɬɢ ɜ ɫɟɛɟ Wi-Fi ɬɨɱɤɢ ɞɨɫɬɭɩɭ, 
ɞɨɫɥɿɞɠɟɧɧɹ HotSpot [2] ɬɚ ɿɧɲɿ ɦɟɪɟɠɟɜɿ ɬɟɯɧɨɥɨɝɿʀ, ɹɤɿ ɦɨɠɭɬɶ ɞɨɩɨɦɨɝɬɢ ɫɬɭɞɟɧɬɚɦ ɜ 
ɨɩɚɧɭɜɚɧɧɿ ɩɟɪɟɪɚɯɨɜɚɧɢɯ ɜɿɳɟ ɩɨɧɹɬɶ. 

ȼɢɞɿɥɟɧɧɹ ɧɟɞɨɫɥɿɞɠɟɧɢɯ ɱɚɫɬɢɧ ɡɚɝɚɥɶɧɨʀ ɩɪɨɛɥɟɦɢ. Ɋɨɡɪɨɛɤɚ ɬɚ ɨɛʉɪɭɧɬɭɜɚɧɧɹ 
ɜɢɤɨɪɢɫɬɚɧɧɹ ɩɿɜɧɚɬɭɪɧɢɯ ɦɨɞɟɥɟɣ ɫɭɱɚɫɧɢɯ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ ɭ ɧɚɜɱɚɥɶɧɨɦɭ ɩɪɨ-
ɰɟɫɿ ɫɩɟɰɿɚɥɿɡɨɜɚɧɢɯ ɞɢɫɰɢɩɥɿɧ ɜɢɳɢɯ ɭɱɛɨɜɢɯ ɡɚɤɥɚɞɿɜ ɧɟ ɛɟɪɟɬɶɫɹ ɞɨ ɭɜɚɝɢ ɩɪɢ ɫɤɥɚ-
ɞɚɧɧɿ ɩɨɞɿɛɧɢɯ ɫɬɚɬɟɣ, ɛɨ ɜɫɿ ɜɨɧɢ ɧɚɩɪɚɜɥɟɧɧɿ ɧɚ ɨɤɪɟɦɿ ɟɥɟɦɟɧɬɢ, ɩɪɨɛɥɟɦɢ, ɡɚɜɞɚɧɧɹ, 
ɿ ɧɟ ɫɬɚɜɥɹɬɶ ɩɟɪɟɞ ɫɨɛɨɸ ɡɚɜɞɚɧɧɹ ɜ ɧɚɜɱɚɧɧɿ ɨɤɪɟɦɢɯ ɨɫɿɛ ɩɨɜɧɨɦɭ ɫɩɟɤɬɪɭ ɧɟɨɛɯɿɞɧɢɯ 
ɧɚɥɚɲɬɭɜɚɧɶ. ɋɬɟɧɞ ɩɿɜɧɚɬɭɪɧɢɯ ɦɨɞɟɥɟɣ ɫɭɱɚɫɧɢɯ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ ɞɨɩɨɦɨɠɟ ɭ 

ɜɢɪɿɲɟɧɧɿ ɰɢɯ ɩɪɨɛɥɟɦ. 
Ɇɟɬɚ ɫɬɚɬɬɿ. Ɇɟɬɨɸ ɫɬɚɬɬɿ є ɪɨɡɪɨɛɤɚ ɬɚ ɨɛʉɪɭɧɬɭɜɚɧɧɹ ɜɢɤɨɪɢɫɬɚɧɧɹ ɩɿɜɧɚɬɭɪɧɢɯ 

ɦɨɞɟɥɟɣ ɫɭɱɚɫɧɢɯ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ ɭ ɧɚɜɱɚɥɶɧɨɦɭ ɩɪɨɰɟɫɿ ɫɩɟɰɿɚɥɿɡɨɜɚɧɢɯ ɞɢɫɰɢɩ-
ɥɿɧ ɜɢɳɢɯ ɭɱɛɨɜɢɯ ɡɚɤɥɚɞɿɜ 

ȼɢɤɥɚɞ ɨɫɧɨɜɧɨɝɨ ɦɚɬɟɪɿɚɥɭ ɞɨɫɥɿɞɠɟɧɧɹ. Ȼɭɞɶ-ɹɤɚ ɫɢɫɬɟɦɚ − ɰɟ ɧɚɛɿɪ ɟɥɟɦɟɧɬɿɜ ɿ 
ɡɜ’ɹɡɤɿɜ ɦɿɠ ɧɢɦɢ. Ⱦɥɹ ɫɢɫɬɟɦɢ, ɹɤɚ ɪɟɚɥɿɡɭєɬɶɫɹ, ɬɚɤɢɦɢ ɟɥɟɦɟɧɬɚɦɢ ɦɨɠɭɬɶ ɜɢɫɬɭɩɚɬɢ, 
ɧɚɩɪɢɤɥɚɞ: 

1) Ɉɫɧɨɜɧɢɣ ɦɚɪɲɪɭɬɢɡɚɬɨɪ - ɟɥɟɤɬɪɨɧɧɢɣ ɩɪɢɫɬɪɿɣ, ɳɨ ɜɢɤɨɪɢɫɬɨɜɭєɬɶɫɹ ɞɥɹ ɩɨ-
єɞɧɚɧɧɹ ɞɜɨɯ ɚɛɨ ɛɿɥɶɲɟ ɦɟɪɟɠ ɿ ɤɟɪɭє ɩɪɨɰɟɫɨɦ ɦɚɪɲɪɭɬɢɡɚɰɿʀ, ɬɨɛɬɨ ɧɚ ɩɿɞɫɬɚɜɿ ɿɧɮɨ-
ɪɦɚɰɿʀ ɩɪɨ ɬɨɩɨɥɨɝɿɸ ɦɟɪɟɠɿ ɬɚ ɩɟɜɧɢɯ ɩɪɚɜɢɥ ɩɪɢɣɦɚє ɪɿɲɟɧɧɹ ɩɪɨ ɩɟɪɟɫɢɥɚɧɧɹ ɩɚɤɟɬɿɜ 
ɦɟɪɟɠɟɜɨɝɨ ɪɿɜɧɹ (ɪɿɜɟɧɶ 3 ɦɨɞɟɥɿ OSI) ɦɿɠ ɪɿɡɧɢɦɢ ɫɟɝɦɟɧɬɚɦɢ ɦɟɪɟɠɿ. 

2) Wi-Fi ɬɨɱɤɚ – ɛɟɡɞɪɨɬɨɜɚ ɛɚɡɨɜɚ ɫɬɚɧɰɿɹ, ɩɪɢɡɧɚɱɟɧɚ ɞɥɹ ɡɚɛɟɡɩɟɱɟɧɧɹ ɛɟɡɞɪɨɬɨ-
ɜɨɝɨ ɞɨɫɬɭɩɭ ɞɨ ɜɠɟ ɿɫɧɭɸɱɨʀ ɦɟɪɟɠɿ (ɛɟɡɞɪɨɬɨɜɢɣ ɚɛɨ ɩɪɨɜɿɞɧɢɣ) ɚɛɨ ɫɬɜɨɪɟɧɧɹ ɚɛɫɨ-
ɥɸɬɧɨ ɧɨɜɨʀ ɛɟɡɞɪɨɬɨɜɨʀ ɦɟɪɟɠɿ. Ȼɟɡɞɪɨɬɨɜɢɣ ɡɜ'ɹɡɨɤ ɡɞɿɣɫɧɸєɬɶɫɹ ɡɚ ɞɨɩɨɦɨɝɨɸ ɬɟɯɧɨ-
ɥɨɝɿʀ Wi-Fi. ɉɪɨɜɨɞɹɱɢ ɚɧɚɥɨɝɿɸ, ɬɨɱɤɭ ɞɨɫɬɭɩɭ ɦɨɠɧɚ ɭɦɨɜɧɨ ɩɨɪɿɜɧɹɬɢ ɡ ɜɢɲɤɨɸ 
ɫɬɿɥɶɧɢɤɨɜɨɝɨ ɨɩɟɪɚɬɨɪɚ, ɡ ɨɞɧɢɦ ɡɚɫɬɟɪɟɠɟɧɧɹɦ, ɳɨ ɭ ɬɨɱɤɢ ɞɨɫɬɭɩɭ ɦɟɧɲɢɣ ɪɚɞɿɭɫ ɞɿʀ 
ɿ ɡɜ’ɹɡɨɤ ɦɿɠ ɩɿɞɤɥɸɱɟɧɢɦɢ ɞɨ ɧɟʀ ɩɪɢɫɬɪɨɹɦɢ ɡɞɿɣɫɧɸєɬɶɫɹ ɡɚ ɬɟɯɧɨɥɨɝɿєɸ Wi-Fi. Ɋɚɞɿɭɫ 
ɞɿʀ ɫɬɚɧɞɚɪɬɧɨʀ ɬɨɱɤɢ ɞɨɫɬɭɩɭ - ɩɪɢɛɥɢɡɧɨ 200-250 ɦɟɬɪɿɜ, ɡɚ ɭɦɨɜɢ, ɳɨ ɧɚ ɰɿɣ ɜɿɞɫɬɚɧɿ 
ɧɟ ɛɭɞɟ ɧɿɹɤɢɯ ɩɟɪɟɲɤɨɞ (ɧɚɩɪɢɤɥɚɞ, ɦɟɬɚɥɨɤɨɧɫɬɪɭɤɰɿɣ, ɩɟɪɟɤɪɢɬɬɿɜ ɿɡ ɛɟɬɨɧɭ ɬɚ ɿɧɲɢɯ 
ɫɩɨɪɭɞ ɩɨɝɚɧɨ ɩɪɨɩɭɫɤɚɸɬɶ ɪɚɞɿɨ ɯɜɢɥɸ) [3]. 

3) Ɇɟɪɟɠɟɜɢɣ ɤɨɦɭɬɚɬɨɪ — ɩɪɢɫɬɪɿɣ, ɩɪɢɡɧɚɱɟɧɢɣ ɞɥɹ ɡ’єɞɧɚɧɧɹ ɞɟɤɿɥɶɤɨɯ ɜɭɡɥɿɜ 
ɤɨɦɩ'ɸɬɟɪɧɨʀ ɦɟɪɟɠɿ ɜ ɦɟɠɚɯ ɨɞɧɨɝɨ ɫɟɝɦɟɧɬɚ. 

4) Ʉɨɪɢɫɬɭɜɚɱɿ – ɉɄ ɚɛɨ ɧɨɭɬɛɭɤɢ ɹɤɿ ɛɭɞɭɬɶ ɩɪɢєɞɧɭɜɚɬɢɫɹ ɞɨ ɦɟɪɟɠɿ ɫɬɭɞɟɧɬɚɦɢ 
ɞɥɹ ɜɢɤɨɧɚɧɧɹ ɥɚɛɨɪɚɬɨɪɧɢɯ ɪɨɛɿɬ ɬɚ ɞɨɫɬɭɩɭ ɞɨ ɦɟɪɟɠɿ ȱɧɬɟɪɧɟɬ, ɩɪɨɜɟɞɟɧɧɹ ɬɟɫɬɿɜ ɧɚ 
ɞɨɫɬɭɩɧɿɫɬɶ ɬɚ ɦɨɠɥɢɜɿɫɬɶ ɜɬɪɭɱɚɧɧɹ ɜ ɩɪɨɰɟɫ ɦɚɪɲɪɭɬɢɡɚɰɿʀ ɿɧɲɢɯ ɫɬɭɞɟɧɬɿɜ. 
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Ⱥɪɯɿɬɟɤɬɭɪɚ ɫɢɫɬɟɦɢ. 

Ȼɭɞɶ-ɹɤɚ ɫɢɫɬɟɦɚ ɨɛɪɨɛɤɢ ɣ ɩɟɪɟɞɚɱɿ ɞɚɧɢɯ ɩɨɜɢɧɧɚ ɡɚɛɟɡɩɟɱɭɜɚɬɢ ɦɚɫɲɬɚɛɨɜɚɧɿɫɬɶ, 
ɜɢɫɨɤɭ ɲɜɢɞɤɿɫɬɶ ɪɨɛɨɬɢ ɿ ɧɚɞɿɣɧɿɫɬɶ. ɉɪɨєɤɬɭɜɚɧɧɹɦ ɫɬɟɧɞɭ ɬɚ ɫɢɫɬɟɦɢ ɡɚɝɚɥɨɦ ɧɟɨɛ-
ɯɿɞɧɨ ɡ ɭɪɚɯɭɜɚɧɧɹɦ ɤɿɥɶɤɨɫɬɿ ɩɨɬɟɧɰɿɣɧɢɯ ɫɬɭɞɟɧɬɿɜ, ʀɯ ɩɨɬɪɟɛ ɬɚ ɩɨɬɪɟɛ ɤɭɪɿɜɧɢɰɬɜɚ. 

ɉɪɢ ɪɨɡɪɨɛɰɿ ɬɚ ɪɟɚɥɿɡɚɰɿʀ ɰɢɤɥɭ ɥɚɛɨɪɚɬɨɪɧɢɯ ɪɨɛɿɬ ɡ ɦɟɪɟɠɟɜɢɯ ɬɟɯɧɨɥɨɝɿɣ ɡɚɩɪɨ-
ɩɨɧɨɜɚɧɨ ɜɢɤɨɪɢɫɬɨɜɭɜɚɬɢ ɦɚɪɲɪɭɬɢɡɚɬɨɪɢ MikroTik RB2011UiAS-2HnD-IN ɹɤ ɨɫɧɨɜ-
ɧɢɯ ɦɚɪɲɪɭɬɢɡɚɬɨɪɚɯ ɧɚ ɜɿɞɨɤɪɟɦɥɟɧɢɯ ɞɿɥɹɧɤɚɯ. Ɍɚɤɨɠ ɜ ɫɬɟɧɞɿ ɜɢɤɨɪɢɫɬɨɜɭєɬɶɫɹ 
MikroTik RB750 ɹɤɢɣ ɦɨɞɟɥɸє ɪɨɛɨɬɭ «Ƚɥɨɛɚɥɶɧɭ ɦɟɪɟɠɿ» ɡ ɡɨɜɧɿɲɧɿɦɢ ȱɊ ɚɞɪɟɫɚɦɢ ɞɥɹ 
ɟɦɭɥɹɰɿʀ ɦɟɪɟɠɿ ȱɧɬɟɪɧɟɬ[4]. 

Ⱦɥɹ ɫɬɟɧɞɭ ɛɭɥɨ ɨɛɪɚɧɨ ɦɟɪɟɠɟɜɟ ɨɛɥɚɞɧɚɧɧɹ MikroTik ɱɟɪɟɡ ɣɨɝɨ ɜɿɞɧɨɫɧɨ ɧɟɜɟɥɢɤɭ 
ɜɚɪɬɿɫɬɶ, ɪɿɡɧɨɦɚɧɿɬɧɿɫɬɶ ɮɭɧɤɰɿɣ ɬɚ ɡɪɭɱɧɟ ɧɚɥɚɲɬɭɜɚɧɧɹ ɡ ɜɢɤɨɪɢɫɬɚɧɧɹɦ ɨɩɟɪɚɰɿɣɧɨʀ 
ɫɢɫɬɟɦɢ RouterOS.  

Ⱦɚɧɟ ɉɈ ɦɚє ɜɟɥɢɤɢɣ ɮɭɧɤɰɿɨɧɚɥ. Ɂɚɜɞɹɤɢ ɧɶɨɦɭ ɦɨɠɧɚ ɧɚɥɚɲɬɭɜɚɬɢ ɩɪɚɜɢɥɚ ɦɚɪɲɪɭ-
ɬɢɡɚɰɿʀ, ɪɿɡɧɿ ɿɧɬɟɪɮɟɣɫɢ ɬɚ ɨɛɦɟɠɟɧɧɹ ɞɥɹ ɞɨɫɬɭɩɭ, ɳɨ ɞɨɡɜɨɥɢɬɶ ɫɬɭɞɟɧɬɚɦ ɨɬɪɢɦɚɬɢ ɩɪɚɤ-
ɬɢɱɧɢɣ ɞɨɫɜɿɞ ɞɥɹ ɦɚɣɛɭɬɧɶɨʀ ɪɨɛɨɬɢ ɜ ɫɮɟɪɿ ɦɟɪɟɠɟɜɨɝɨ ɨɛɥɚɞɧɚɧɧɹ ɬɚ ɧɚɥɚɲɬɭɜɚɧɧɹ ɡɚ-
ɯɢɳɟɧɢɯ ɫɢɫɬɟɦ ɤɥɚɫɭ Ⱥɋ-2 ɬɚ Ⱥɋ-3. ɋɥɿɞ ɡɚɡɧɚɱɢɬɢ, ɳɨ ɨɩɟɪɚɰɿɣɧɚ ɫɢɫɬɟɦɚ ɪɨɡɪɨɛɥɟɧɚ ɧɚ 
ɛɚɡɿ Linux, ɳɨ ɞɨɡɜɨɥɹє ɡɧɢɡɢɬɢ ɪɿɜɟɧɶ ɨɫɨɛɥɢɜɢɯ ɡɧɚɧɶ ɞɥɹ ɩɨɱɚɬɤɭ ɧɚɥɚɲɬɭɜɚɧɧɹ. 

ȼɛɭɞɨɜɚɧɿ ɮɭɧɤɰɿʀ ɛɟɡɩɟɤɢ ɞɨɡɜɨɥɹɸɬɶ ɡɚ ɞɨɩɨɦɨɝɨɸ ɨɡɧɚɣɨɦɢɬɢ ɡɞɨɛɭɜɚɱɿɜ ɡ ɩɪɨɰɟ-
ɫɚɦɢ ɫɬɜɨɪɟɧɧɹ ɬɭɧɟɥɿɜ, ɚɜɬɟɧɬɢɮɿɤɚɰɿʀ, ɩɟɪɟɜɿɪɤɢ ɰɿɥɿɫɧɨɫɬɿ ɬɚ ɲɢɮɪɭɜɚɧɧɸ IP-ɩɚɤɟɬɿɜ. 

 

Ɋɢɫ. 1. ɋɯɟɦɚ ɫɬɜɨɪɟɧɧɹ ɬɭɧɟɥɿɜ ɦɿɠ ɜɿɞɞɚɥɟɧɢɦɢ ɜɭɡɥɚɦɢ 

Ɉɫɧɨɜɧɿ ɦɨɠɥɢɜɨɫɬɿ, ɹɤɿ ɦɨɠɧɚ ɜɢɤɨɪɢɫɬɚɬɢ ɩɪɢ ɜɢɤɨɪɢɫɬɚɧɧɿ ɫɬɟɧɞɭ: 
 ɛɚɡɨɜɿ ɮɭɧɤɰɿʀ ɤɨɦɭɬɚɰɿʀ; 
 ɛɚɡɨɜɿ ɮɭɧɤɰɿʀ ɬɚ ɩɪɨɬɨɤɨɥɢ ɦɚɪɲɪɭɬɢɡɚɰɿʀ, ʀɯ ɛɟɡɩɟɤɚ; 
 ɫɬɜɨɪɟɧɧɹ ɬɚ ɞɨɫɥɿɞɠɟɧɧɹ ɜɿɪɬɭɚɥɶɧɢɯ ɦɟɪɟɠɟ(VLAN); 
 ɜɢɜɱɟɧɧɹ ɬɟɯɧɨɥɨɝɿʀ Network Address Translation (NAT); 
 ɫɬɜɨɪɟɧɧɹ ɬɚ ɞɨɫɥɿɞɠɟɧɧɹ ɬɭɧɟɥɿɜ ɡ ɲɢɮɪɭɜɚɧɧɹɦ ɬɚ ɛɟɡ ɲɢɮɪɭɜɚɧɧɹ (PPTP, 

PPPoE, SSTP, OpenVPN, L2TP/IPSec); 

 ɞɨɫɥɿɞɠɟɧɧɹ  ɩɪɨɬɨɤɨɥɭ SNMP; 
 ɞɨɫɥɿɞɠɟɧɧɹ ɬɚ ɩɨɪɿɜɧɹɧɧɹ ɚɥɝɨɪɢɬɦɿɜ ɲɢɮɪɭɜɚɧɧɹ ɞɚɧɢɯ; 
 ɞɨɫɥɿɞɠɟɧɧɹ ɬɚ ɩɨɪɿɜɧɹɧɧɹ ɛɚɡɨɜɢɯ ɩɪɨɬɨɤɨɥɿɜ ɚɜɬɟɧɬɢɮɿɤɚɰɿʀ  
ɍ ɬɚɛɥɢɰɿ ɧɚɜɟɞɟɧɨ ɚɞɪɟɫɚɰɿɸ ɦɟɪɟɠ, ɚ ɧɚ ɪɢɫ. 2 – ɫɯɟɦɚ ɫɬɟɧɞɭ ɡ ɜɤɚɡɚɧɢɦɢ IP ɚɞɪɟ-

ɫɚɦɢ ɬɚ ɨɛɥɚɞɧɚɧɧɹɦ. 
Ɍɚɛɥɢɰɹ 

IP ɚɞɪɟɫɢ ɫɬɟɧɞɚ 

№ ɉɪɢɡɧɚɱɟɧɧɹ Ⱥɞɪɟɫɚ ɦɟɪɟɠɿ ɒɥɸɡ Ɇɚɫɤɚ ɦɟɪɟɠɿ 
1 Ƚɨɥɨɜɧɢɣ ɨɮɿɫ 192.168.1.0 192.168.1.254 255.255.255.0 

2 ȼɿɞɞɚɥɟɧɢɣ ɩɿɞɪɨɡɞɿɥ 192.168.100.0 192.168.100.254 255.255.255.0 

3 Ɂɨɜɧɿɲɧɹ ɦɟɪɟɠɚ. ɉɪɨɜɚɣɞɟɪ ɝɨɥɨɜɧɨɝɨ ɨɮɿɫɭ 65.65.65.0 65.65.65.254 255.255.255.0 

4 Ɂɨɜɧɿɲɧɹ ɦɟɪɟɠɚ. ɉɪɨɜɚɣɞɟɪ ɜɿɞɞɚɥɟɧɨɝɨ 
ɩɿɞɪɨɡɞɿɥɭ 75.75.75.0 75.75.75.254 255.255.255.0 
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Ɋɢɫ. 2. ɋɯɟɦɚ ɡ’єɞɧɚɧɧɹ ɬɚ ɚɞɪɟɫɚɰɿʀ 

ȼ ɯɨɞɿ ɪɨɡɪɨɛɤɢ ɬɚ ɬɟɫɬɭɜɚɧɧɹ ɛɭɥɨ ɬɚɤɨɠ ɜɢɹɜɥɟɧɨ, ɳɨ ɞɥɹ ɛɿɥɶɲ ɩɨɝɥɢɛɥɟɧɨɝɨ ɜɢ-
ɜɱɟɧɧɹ ɞɟɹɤɢɯ ɞɢɫɰɢɩɥɿɧ ɧɟɨɛɯɿɞɧɨ ɞɨɞɚɬɢ ɞɨɞɚɬɤɨɜɟ ɨɛɥɚɞɧɚɧɧɹ. Ɍɚɤ ɞɥɹ ɜɢɜɱɟɧɧɹ ɡɚ-
ɯɢɫɬɭ ɡɨɜɧɿɲɧɶɨɝɨ ɩɟɪɢɦɟɬɪɭ  ɞɨɰɿɥɶɧɨ ɪɨɡɲɢɪɢɬɢ ɡɚɩɪɨɩɨɧɨɜɚɧɭ ɫɯɟɦɭ ɚɩɚɪɚɬɧɢɦ ɛɪɚ-
ɧɞɦɚɭɟɪɨɦ ɬɚ ɡɨɜɧɿɲɧɿɦ ɚɧɚɥɿɡɚɬɨɪɨɦ ɬɪɚɮɿɤɭ ɬɚ, ɡɜɚɠɚɸɱɢ ɧɚ ɜɿɞɬɜɨɪɟɧɧɹ ɤɪɢɬɢɱɧɨʀ 
ɿɧɮɪɚɫɬɪɭɤɬɭɪɢ, ɞɨɞɚɬɢ ɞɠɟɪɟɥɚ ɛɟɡɩɟɪɟɛɿɣɧɨɝɨ ɠɢɜɥɟɧɧɹ ɡ ɦɨɠɥɢɜɿɫɬɸ ɜɿɞɫɬɟɠɟɧɧɹ 
ɫɬɚɧɭ ɬɚ ɞɨɫɬɭɩɭ ɡɚ ɞɨɩɨɦɨɝɨɸ ɦɟɪɟɠɟɜɢɯ ɩɪɨɬɨɤɨɥɿɜ.  

ɉɟɪɜɢɧɧɟ ɧɚɥɚɲɬɭɜɚɧɧɹ. 
Ȼɟɪɭɱɢ ɞɨ ɭɜɚɝɢ ɩɨɫɬɿɣɧɟ ɡɛɿɥɶɲɟɧɧɹ ɡɚɝɪɨɡ ɬɚ ɫɩɨɫɨɛɢ ɡɚɯɢɫɬɭ ɩɨɫɬɿɣɧɟ ɨɧɨɜɥɟɧɧɹ 

ɧɚɥɚɲɬɭɜɚɧɶ ɦɚє ɥɹɝɬɢ ɧɚ ɩɥɟɱɿ ɤɟɪɿɜɧɢɤɚɦ ɫɬɟɧɞɭ ɬɚ ɫɢɫɬɟɦɢ, ɬɚ ɫɬɭɞɟɧɬɚɦ ɹɤɿ ɛɭɞɭɬɶ 
ɤɨɪɢɫɬɭɜɚɬɢɫɹ ɦɟɪɟɠɟɸ, ɞɥɹ ʀɯ ɠɟ ɛɟɡɩɟɤɢ ɬɚ ɨɬɪɢɦɚɧɧɿ ɩɪɨɮɟɫɿɣɧɢɯ ɧɚɜɢɱɨɤ [4].  

Ȼɚɡɨɜɿ ɧɚɥɚɲɬɭɜɚɧɧɹ MikroTik ɦɨɠɧɚ ɩɪɨɜɨɞɢɬɢ ɜ ɝɪɭɩɚɯ ɫɬɭɞɟɧɬɚɦɢ ɩɿɞ ɧɚɝɥɹɞɨɦ 
ɤɭɪɚɬɨɪɿɜ ɞɥɹ ɩɟɪɟɜɿɪɤɢ. ɇɚɫɬɭɩɧɿ ɤɨɧɮɿɝɭɪɚɰɿʀ є ɛɚɡɨɜɢɦɢ, ɨɞɧɚɤ ɧɟɨɛɯɿɞɧɢɦɢ ɞɥɹ ɫɬɚ-
ɛɿɥɶɧɨʀ ɬɚ ɛɟɡɩɟɱɧɨʀ ɪɨɛɨɬɢ ɦɟɪɟɠɿ. ɉɨɞɚɥɶɲɿ ɤɨɧɮɿɝɭɪɚɰɿʀ ɦɨɠɭɬɶ ɛɭɬɢ ɜɢɤɨɧɚɧɿ ɜ ɯɨɞɿ 
ɜɢɤɨɧɚɧɧɹ ɥɚɛɨɪɚɬɨɪɧɢɯ ɪɨɛɿɬ ɬɚ ɪɨɡɪɨɛɥɟɧɿ ɜɢɤɥɚɞɚɱɚɦɢ. ȱɞɟʀ ɡ ɧɚɥɚɲɬɭɜɚɧɧɹ ɬɚ ɫɩɨɫɨ-
ɛɿɜ ɩɨɤɪɚɳɟɧɧɹ ɛɟɡɩɟɤɢ ɦɟɪɟɠɿ, ʀʀ ɝɧɭɱɤɨɫɬɿ ɬɚ ɚɞɚɩɬɢɜɧɨɫɬɿ ɩɨɜɢɧɧɨ ɩɪɨɜɨɞɢɬɢɫɹ ɩɨɫ-
ɬɿɣɧɨ, ɛɨ ɬɟɯɧɨɥɨɝɿʀ ɡɚɯɢɫɬɭ ɩɨɫɬɿɣɧɨ ɨɧɨɜɥɸɸɬɶɫɹ, ɚ ɡɥɨɜɦɢɫɧɢɤɢ ɩɨɫɬɿɣɧɨ ɡɧɚɯɨɞɹɬɶ 
ɜɪɚɡɥɢɜɨɫɬɿ ɜ ɫɢɫɬɟɦɿ. 

ɇɚɥɚɲɬɭɜɚɧɧɹ ɩɨɥɹɝɚє ɭ ɜɢɤɨɧɚɧɧɿ ɬɚɤɢɯ ɤɪɨɤɿɜ [5]: 
1. ɇɟɨɛɯɿɞɧɨ ɡɚɩɭɫɬɢɬɢ ɩɪɨɝɪɚɦɭ Winbox ɿ ɩɟɪɟɣɞɿɬɶ ɧɚ ɜɤɥɚɞɤɭ Neighbors. 
2. ɍ ɫɩɢɫɤɭ ɜɿɞɨɛɪɚɡɢɬɶɫɹ ɪɨɭɬɟɪ. Ⱦɥɹ ɡ’єɞɧɚɧɧɹ ɧɟɨɛɯɿɞɧɨ ɧɚɬɢɫɧɭɬɢ ɥɿɜɨɸ ɤɧɨɩ-

ɤɨɸ ɦɢɲɿ ɧɚ ɣɨɝɨ MAC ɚɞɪɟɫɭ. 
3. ɇɚɬɢɫɧɿɬɶ ɤɧɨɩɤɭ Connect. 
Login ɡɚ ɡɚɦɨɜɱɭɜɚɧɧɹɦ admin, ɩɚɪɨɥɶ ɩɨɪɨɠɧɿɣ. 
Ⱦɥɹ ɩɟɪɲɨɝɨ ɩɨɪɬɭ ether1 ɧɟɨɛɯɿɞɧɨ ɡɚɩɢɫɚɬɢ ɤɨɦɟɧɬɚɪ "WAN". Ⱦɥɹ ɧɚɥɚɲɬɭɜɚɧɧɹ 

ɩɨɪɬɭ ɧɟɨɛɯɿɞɧɨ: 
1. ȼɿɞɤɪɢɬɢ ɦɟɧɸ Interfaces. 
2. ȼɢɛɪɚɬɢ ɩɟɪɲɢɣ ɿɧɬɟɪɮɟɣɫ ether1. 
3. ɇɚɬɢɫɧɭɬɢ ɠɨɜɬɭ ɤɧɨɩɤɭ Comment. 
4. ɍ ɜɿɤɧɿ ɜɜɟɫɬɢ ɤɨɦɟɧɬɚɪ "WAN". 
5. ɇɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ OK. 
Ⱦɥɹ ɞɪɭɝɨɝɨ ɩɨɪɬɭ ether2 ɧɟɨɛɯɿɞɧɨ ɡɚɩɢɫɚɬɢ ɤɨɦɟɧɬɚɪ "LAN". Ⱦɥɹ ɧɚɥɚɲɬɭɜɚɧɧɹ 

ɩɨɪɬɭ ɧɟɨɛɯɿɞɧɨ: 
1. ȼɢɛɪɚɬɢ ɿɧɬɟɪɮɟɣɫ ether2. 
2. ɇɚɬɢɫɧɭɬɢ ɠɨɜɬɭ ɤɧɨɩɤɭ Comment. 
3. ɍ ɜɿɤɧɿ ɜɜɟɫɬɢ ɤɨɦɟɧɬɚɪ "LAN". 
4. ɇɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ OK. 
əɤɳɨ ɿɧɬɟɪɧɟɬ ɩɪɨɜɚɣɞɟɪ ɜɢɞɚє ɦɟɪɟɠɟɜɿ ɧɚɥɚɲɬɭɜɚɧɧɹ ɚɜɬɨɦɚɬɢɱɧɨ, ɬɨ ɧɟɨɛɯɿɞɧɨ 

ɧɚɥɚɲɬɭɜɚɬɢ WAN ɩɨɪɬ ɪɨɭɬɟɪɚ MikroTik ɧɚ ɨɬɪɢɦɚɧɧɹ ɧɚɥɚɲɬɭɜɚɧɶ ɩɨ DHCP, ɞɥɹ 
ɰɶɨɝɨ ɧɟɨɛɯɿɞɧɨ: 

1. ȼɿɞɤɪɢɬɢ ɦɟɧɸ IP. 
2. ȼɢɛɪɚɬɢ DHCP Client. 
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3. ɍ ɜɿɤɧɿ ɧɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ Add (ɩɥɸɫɢɤ). 
4. ɍ ɧɨɜɨɦɭ ɜɿɤɧɿ ɜ ɫɩɢɫɤɭ Interface: ɬɪɟɛɚ ɜɢɛɪɚɬɢ WAN ɿɧɬɟɪɮɟɣɫ ether1. 

5. ɇɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ OK ɞɥɹ ɡɛɟɪɟɠɟɧɧɹ ɧɚɥɚɲɬɭɜɚɧɶ. 
Ⱦɥɹ ɧɚɥɚɲɬɭɜɚɧɧɹ ɫɬɚɬɢɱɧɨɝɨ IP ɚɞɪɟɫɢ ɿ ɦɚɫɤɢ ɩɿɞɦɟɪɟɠɿ WAN ɩɨɪɬɭ MikroTik 

ɧɟɨɛɯɿɞɧɨ: 
1. ȼɿɞɤɪɢɬɢ ɦɟɧɸ IP. 

2. ȼɢɛɪɚɬɢ Addresses. 

3. ɍ ɜɿɤɧɿ ɧɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ Add (ɩɥɸɫɢɤ). 
4. ɍ ɧɨɜɨɦɭ ɜɿɤɧɿ ɜ ɩɨɥɿ Address: ɩɪɨɩɢɫɚɬɢ ɫɬɚɬɢɱɧɢɣ IP ɚɞɪɟɫɚ/ɦɚɫɤɭ ɩɿɞɦɟɪɟɠɿ. 
5. ɍ ɫɩɢɫɤɭ Interface: ɜɢɛɢɪɚɬɢ WAN ɿɧɬɟɪɮɟɣɫ ether1. 

6. Ⱦɥɹ ɡɛɟɪɟɠɟɧɧɹ ɧɚɥɚɲɬɭɜɚɧɶ ɧɟɨɛɯɿɞɧɨ ɧɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ OK. 
Ⱦɥɹ ɧɚɥɚɲɬɭɜɚɧɧɹ ɚɞɪɟɫɢ ɿɧɬɟɪɧɟɬ ɲɥɸɡɚ MikroTik ɧɟɨɛɯɿɞɧɨ: 
1. ȼɿɞɤɪɢɬɢ ɦɟɧɸ IP. 

2. ȼɢɛɪɚɬɢ Routes. 

3. ɍ ɜɿɤɧɿ ɧɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ Add (ɩɥɸɫɢɤ). 
4. ɍ ɧɨɜɨɦɭ ɜɿɤɧɿ ɜ ɩɨɥɿ Gateway: ɩɪɨɩɢɫɚɬɢ IP ɚɞɪɟɫɭ ɲɥɸɡɚ. 

5. ɇɟɨɛɯɿɞɧɨ ɧɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ OK ɞɥɹ ɡɛɟɪɟɠɟɧɧɹ ɧɚɥɚɲɬɭɜɚɧɶ. 
Ⱦɥɹ ɞɨɞɚɜɚɧɧɹ ɚɞɪɟɫɢ DNS ɫɟɪɜɟɪɿɜ MikroTik ɧɟɨɛɯɿɞɧɨ: 
1. ȼɿɞɤɪɢɬɢ ɦɟɧɸ IP. 
2. ȼɢɛɪɚɬɢ DNS. 
3. ɍ ɜɿɤɧɿ ɧɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ Settings. 
4. ɍ ɧɨɜɨɦɭ ɜɿɤɧɿ ɜ ɩɨɥɿ Servers: ɩɪɨɩɢɫɚɬɢ IP ɚɞɪɟɫɭ ɩɪɿɨɪɢɬɟɬɧɨɝɨ DNS ɫɟɪɜɟɪɚ. 

5. ɇɟɨɛɯɿɞɧɨ ɧɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ «ɜɧɢɡ» (ɱɨɪɧɢɣ ɬɪɢɤɭɬɧɢɤ), ɳɨɛ ɞɨɞɚɬɢ ɳɟ ɨɞɧɟ ɩɨɥɟ 
ɞɥɹ ɜɜɟɞɟɧɧɹ. 

6. ɍ ɧɨɜɨɦɭ ɩɨɥɿ ɩɪɨɩɢɫɚɬɢ IP ɚɞɪɟɫɭ ɚɥɶɬɟɪɧɚɬɢɜɧɨɝɨ DNS ɫɟɪɜɟɪɚ. 

7. ɉɨɫɬɚɜɢɬɢ ɝɚɥɨɱɤɭ Allow Remote Requests. 

8. ɇɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ OK ɞɥɹ ɡɛɟɪɟɠɟɧɧɹ ɧɚɥɚɲɬɭɜɚɧɶ. 
Ⱦɥɹ ɫɬɜɨɪɟɧɧɹ ɨɛ'єɞɧɚɧɧɹ bridge-local (ɦɿɫɬ) ɧɟɨɛɯɿɞɧɨ: 
1. ȼɿɞɤɪɢɬɢ ɦɟɧɸ Bridge. 

2. ɇɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ Add (ɩɥɸɫɢɤ). 
3. ɍ ɩɨɥɟ Name ɩɪɨɩɢɫɚɬɢ ɿɦ'ɹ ɨɛ'єɞɧɚɧɧɹ bridge-local. 

4. ɇɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ OK. 

Ⱦɥɹ ɞɨɞɚɜɚɧɧɹ ɜ ɨɛ'єɞɧɚɧɧɹ ɩɪɨɜɿɞɧɢɯ ȿthetnet ɩɨɪɬɿɜ 2-5 ɧɟɨɛɯɿɞɧɨ: 
1. ɉɟɪɟɣɬɢ ɧɚ ɜɤɥɚɞɤɭ Ports. 

2. ɇɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ Add (ɩɥɸɫɢɤ). 
3. ɍ ɫɩɢɫɤɭ Interface ɜɢɛɪɚɬɢ ethernet ɩɨɪɬ ether2. 

4. ɍ ɫɩɢɫɤɭ Bridge ɜɢɛɪɚɬɢ ɿɦ'ɹ ɨɛ'єɞɧɚɧɧɹ bridge-local. 

5. ɇɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ OK. 

6. ɉɨɜɬɨɪɢɬɢ ɩɪɨɰɟɞɭɪɭ ɞɥɹ ɩɨɪɬɿɜ ether3, ether4, ether5. 
Ⱦɥɹ ɞɨɞɚɜɚɧɧɹ Wi-Fi ɿɧɬɟɪɮɟɣɫɭ ɧɟɨɛɯɿɞɧɨ. 
1. ɉɟɪɟɣɬɢ ɧɚ ɜɤɥɚɞɤɭ Ports. 

2. ɇɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ Add (ɩɥɸɫɢɤ). 
3. ɍ ɫɩɢɫɤɭ Interface ɜɢɛɪɚɬɢ ɛɟɡɞɪɨɬɨɜɢɣ ɿɧɬɟɪɮɟɣɫ wlan1. 

4. ɍ ɫɩɢɫɤɭ Bridge ɜɢɛɪɚɬɢ ɿɦ'ɹ ɨɛ'єɞɧɚɧɧɹ bridge-local. 

5. ɇɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ OK. 
Ⱦɥɹ ɧɚɥɚɲɬɭɜɚɬɢ IP ɚɞɪɟɫɭ ɥɨɤɚɥɶɧɨʀ ɦɟɪɟɠɿ MikroTik ɧɟɨɛɯɿɞɧɨ: 
1. ȼɿɞɤɪɢɬɢ ɦɟɧɸ IP. 

2. ȼɢɛɪɚɬɢ Addresses. 

3. ɇɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ Add (ɩɥɸɫɢɤ). 
4. ɍ ɩɨɥɿ Address ɜɜɟɫɬɢ ɚɞɪɟɫɭ ɿ ɦɚɫɤɭ ɥɨɤɚɥɶɧɨʀ ɦɟɪɟɠɿ, ɧɚɩɪɢɤɥɚɞ 192.168.88.1/24. 
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5. ɍ ɫɩɢɫɤɭ Interface ɜɢɛɪɚɬɢ bridge-local. 
6. ɇɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ OK. 
ɇɚɥɚɲɬɭɜɚɧɧɹ NAT ɜɢɤɨɧɭєɬɶɫɹ ɬɚɤɢɦɢ ɤɨɦɚɧɞɚɦɢ: 
 ip firewall nat add chain = srcnat out-interface = ether1 action = masquerade  
Protect router - ɤɨɦɚɧɞɢ ɞɥɹ ɡɚɯɢɫɬɭ ɪɨɭɬɟɪɚ: 
 ip firewall filter add action=accept chain=input disabled=no protocol=icmp 

 ip firewall filter add action=accept chain=input connection-state=established 
disabled=no in-interface=ether1 

 ip firewall filter add action=accept chain=input connection-state=related disabled=no 
in-interface=ether1 

 ip firewall filter add action=drop chain=input disabled=no in-interface=ether1 
Protect LAN - ɡɚɯɢɫɬ ɜɧɭɬɪɿɲɧɶɨʀ ɦɟɪɟɠɿ: 
 ip firewall filter add action=jump chain=forward disabled=no in-interface=ether1 jump-

target=customer 

 ip firewall filter add action=accept chain=customer connection-state=established 
disabled=no 

 ip firewall filter add action=accept chain=customer connection-state=related 
disabled=no 

 ip firewall filter add action=drop chain=customer disabled=no. 
Ⱦɥɹ ɩɪɢɡɧɚɱɟɧɧɹ ɬɢɩɿɜ ɿɧɬɟɪɮɟɣɫɿɜ ɞɥɹ ɡɚɯɢɫɬɭ ɜɧɭɬɪɿɲɧɶɨʀ ɦɟɪɟɠɿ (external - ɡɨɜɧɿ-

ɲɧɿɣ, internal - ɜɧɭɬɪɿɲɧɿɣ LAN) ɧɟɨɛɯɿɞɧɨ ɜɜɟɫɬɢ ɤɨɦɚɧɞɢ: 
 ip upnp interfaces add disabled = no interface = ether1 type = external 

 ip upnp interfaces add disabled = no interface = ether2 type = internal 

 ip upnp interfaces add disabled = no interface = ether3 type = internal 

 ip upnp interfaces add disabled = no interface = ether4 type = internal 

 ip upnp interfaces add disabled = no interface = ether5 type = internal 

 ip upnp interfaces add disabled = no interface = bridge-local type = internal 
ɓɨɛ ɡɦɿɧɢɬɢ ɩɚɪɨɥɶ ɞɨɫɬɭɩɭ ɞɨ ɪɨɭɬɟɪɚ MikroTik, ɧɟɨɛɯɿɞɧɨ ɜɢɤɨɧɚɬɢ ɧɚɫɬɭɩɧɿ ɞɿʀ: 
1. ȼɿɞɤɪɢɬɢ ɦɟɧɸ System; 
2. ȼɢɛɪɚɬɢ Users; 
3. ȼɢɤɨɧɚɬɢ ɩɨɞɜɿɣɧɢɣ ɤɥɿɤ ɤɧɨɩɤɨɸ ɦɢɲɿ ɧɚ ɤɨɪɢɫɬɭɜɚɱɚ admin; 
4. ɇɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ Password ...; 
5. ɍ ɩɨɥɟ New Password ɜɜɟɫɬɢ ɧɨɜɢɣ ɩɚɪɨɥɶ; 
6. ɍ ɩɨɥɟ Confirm Password ɩɿɞɬɜɟɪɞɢɬɢ ɧɨɜɢɣ ɩɚɪɨɥɶ; 
7. ɍ ɜɿɤɧɿ Change Password ɧɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ OK; 
8. ɍ ɜɿɤɧɿ User ɧɚɬɢɫɧɭɬɢ ɤɧɨɩɤɭ OK.  
Ɂɥɨɜɦɢɫɧɢɤɿɜ ɱɚɫɬɨ ɰɿɤɚɜɢɬɶ ɪɨɡɞɿɥ Scripts, ɱɟɪɟɡ ɹɤɢɣ ɜɨɧɢ ɦɨɠɭɬɶ ɨɬɪɢɦɚɬɢ ɞɨɫɬɭɩ 

ɞɨ ɨɛɥɚɞɧɚɧɧɹ ɬɚ ȱɧɬɟɪɧɟɬ ɤɚɧɚɥɭ ɭ ɫɜɨʀɯ ɰɿɥɹɯ. ɓɨ ɛ ɩɟɪɟɜɿɪɢɬɢ, ɳɨ ɜɫɟ ɜ ɩɨɪɹɞɤɭ, ɧɟ-
ɨɛɯɿɞɧɨ ɩɟɪɟɜɿɪɢɬɢ ɪɨɡɞɿɥ System - Scripts. 

ɉɟɪɟɜɿɪɹɬɢ ɧɟɨɛɯɿɞɧɨ ɜɤɥɚɞɤɭ Scripts ɧɚ ɜɿɞɫɭɬɧɿɫɬɶ ɛɭɞɶ-ɹɤɢɯ ɧɟɡɪɨɡɭɦɿɥɢɯ ɡɚɩɢɫɿɜ, 
ɡɚ ɡɚɦɨɜɱɭɜɚɧɧɹɦ ɜɿɧ ɱɢɫɬɢɣ. 

ȼɢɫɧɨɜɤɢ ɜɿɞɩɨɜɿɞɧɨ ɞɨ ɫɬɚɬɬɿ. əɤ ɛɭɥɨ ɩɨɤɚɡɚɧɨ ɜ ɰɿɣ ɫɬɚɬɬɿ, ɧɚ ɫɭɱɚɫɧɨɦɭ ɟɬɚɩɿ 
ɪɨɡɜɢɬɤɭ ɨɛɱɢɫɥɸɜɚɥɶɧɨʀ ɬɟɯɧɿɤɢ ɣ ɡɚɝɚɥɶɧɨɝɨ ɧɚɭɤɨɜɨɝɨ ɩɪɨɝɪɟɫɭ ɰɿɥɤɨɦ ɪɟɚɥɶɧɨ ɫɬɜɨ-
ɪɸɜɚɬɢ ɦɚɫɲɬɚɛɧɿ, ɲɜɢɞɤɨɞɿɸɱɿ, ɫɢɫɬɟɦɢ ɡ ɦɿɧɿɦɚɥɶɧɨɸ ɜɚɪɬɿɫɬɸ ɞɥɹ ɨɛɫɥɭɝɨɜɭɜɚɧɧɹ 
ɩɨɬɪɟɛ ɫɬɭɞɟɧɬɿɜ ɭ ɞɨɫɬɭɩɿ ɞɨ ɦɟɪɟɠɿ ȱɧɬɟɪɧɟɬ. ɉɪɚɤɬɢɱɧɿ ɧɚɜɢɱɤɢ ɡɞɨɛɭɬɿ ɭ ɯɨɞɿ ɩɪɨɟɤ-
ɬɭɜɚɧɧɹ, ɧɚɥɚɲɬɭɜɚɧɧɹ, ɜɢɤɨɧɚɧɧɹ ɥɚɛɨɪɚɬɨɪɧɢɯ ɪɨɛɿɬ ɬɚ ɫɚɦɨɫɬɿɣɧɨɝɨ ɞɨɫɥɿɞɠɟɧɧɹ ɞɨ-
ɩɨɦɨɠɭɬɶ ɫɬɭɞɟɧɬɚɦ ɤɪɚɳɟ ɡɪɨɡɭɦɿɬɢ ɦɨɠɥɢɜɨɫɬɿ ɦɟɪɟɠɟɜɨɝɨ ɨɛɥɚɞɧɚɧɧɹ, ɫɩɨɫɨɛɢ ɣɨɝɨ 
ɤɨɧɮɿɝɭɪɚɰɿʀ, ɡɚɯɢɫɬɭ ɬɚ ɟɤɫɩɥɭɚɬɚɰɿʀ. Ɍɚɤɨɠ ɬɚɤɢɣ ɫɬɟɧɞ ɞɚɫɬɶ ɦɨɠɥɢɜɿɫɬɶ ɡɞɨɛɭɜɚɬɢ 
ɩɪɚɤɬɢɱɧɿ ɧɚɜɢɱɤɢ ɭ ɫɮɟɪɿ ɤɿɛɟɪɛɟɡɩɟɤɢ ɞɥɹ ɫɬɭɞɟɧɬɿɜ, ɹɤɿ ɜ ɡɜɢɱɚɣɧɢɯ ɭɦɨɜɚɯ ɧɟ ɦɚɥɢ ɛ 
ɦɨɠɥɢɜɨɫɬɿ ɰɟ ɡɪɨɛɢɬɢ. ɉɪɨєɤɬɭɜɚɧɧɹ, ɜɫɬɚɧɨɜɥɟɧɧɹ ɬɚ ɧɚɥɚɲɬɭɜɚɧɧɹ ɩɨɞɿɛɧɨʀ ɫɢɫɬɟɦɢ 
ɛɭɥɨ ɩɪɨɜɟɞɟɧɨ ɧɚ ɩɪɚɤɬɢɰɿ ɬɚ ɩɨɤɚɡɚɥɨ ɫɬɚɛɿɥɶɧɭ ɪɨɛɨɬɭ ɹɤ ɭ ɪɟɠɢɦɿ ɡɜɢɱɚɣɧɨʀ ɪɨɛɨɬɢ 
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ɦɟɪɟɠɟɜɨɝɨ ɨɛɥɚɞɧɚɧɧɹ, ɬɚɤ ɿ ɹɤ ɧɚɜɱɚɥɶɧɢɣ ɫɬɟɧɞ ɞɥɹ ɩɪɚɤɬɢɤɢ ɫɬɭɞɟɧɬɿɜ. Ɍɚɤɢɦ ɱɢɧɨɦ, 
ɦɨɠɧɚ ɡɪɨɛɢɬɢ ɜɢɫɧɨɜɨɤ, ɳɨ ɪɨɡɪɨɛɥɟɧɚ ɫɢɫɬɟɦɚ ɦɨɠɟ ɜɢɤɨɪɢɫɬɨɜɭɜɚɬɢɫɹ ɹɤ ɫɚɦɨɫɬɿɣɧɚ 
ɫɢɫɬɟɦɚ ɞɥɹ ɨɤɪɟɦɨɝɨ ɡɚɛɟɡɩɟɱɟɧɧɹ ȱɧɬɟɪɧɟɬɨɦ ɫɬɭɞɟɧɬɿɜ, ɬɚɤ ɿ ɹɤ ɫɤɥɚɞɨɜɚ ɱɚɫɬɢɧɚ ɧɚɜ-
ɱɚɥɶɧɨɝɨ ɩɪɨɰɟɫɭ ɫɬɭɞɟɧɬɿɜ ɫɩɟɰɿɚɥɶɧɨɫɬɿ ɤɿɛɟɪɛɟɡɩɟɤɚ. 

ȼɢɤɨɪɢɫɬɚɧɧɹ ɦɟɪɟɠɟɜɨɝɨ ɨɛɥɚɞɧɚɧɧɹ MikroTik ɞɥɹ ɩɨɛɭɞɨɜɢ ɫɬɟɧɞɭ ɩɿɜɧɚɬɭɪɧɢɯ 
ɦɨɞɟɥɟɣ ɫɭɱɚɫɧɢɯ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɦɟɪɟɠ ɭ ɧɚɜɱɚɥɶɧɨɦɭ ɩɪɨɰɟɫɿ ɫɩɟɰɿɚɥɿɡɨɜɚɧɢɯ ɞɢɫɰɢɩ-
ɥɿɧ ɜɢɳɢɯ ɭɱɛɨɜɢɯ ɡɚɤɥɚɞɿɜ ɡɭɦɨɜɥɟɧɟ ɬɢɦ, ɳɨ ɰɿ ɩɪɢɥɚɞɢ ɦɚɸɬɶ ɛɚɝɚɬɨ ɦɨɠɥɢɜɨɫɬɟɣ. 
Ɇɟɪɟɠɟɜɟ ɨɛɥɚɞɧɚɧɧɹ MikroTik ɜɢɫɬɭɩɚє ɹɤ ɤɨɦɩɥɟɤɫɧɟ ɪɿɲɟɧɧɹ ɞɥɹ ɤɟɪɭɜɚɧɧɹ ɦɟɪɟ-
ɠɟɸ, ɬɪɚɮɿɤɨɦ, ɤɨɪɢɫɬɭɜɚɱɚɦɢ ɬɚ ɿɧɲɢɦɢ ɟɥɟɦɟɧɬɚɦɢ ɫɢɫɬɟɦɢ.  

ɋɬɟɧɞ ɬɚɤɨɠ ɦɨɠɧɚ ɞɨɩɨɜɧɸɜɚɬɢ ɨɤɪɟɦɢɦɢ ɟɥɟɦɟɧɬɚɦɢ ɬɢɩɭ FortiGate, ɹɤ ɦɟɪɟɠɟ-
ɜɢɣ ɟɤɪɚɧ ɧɨɜɨɝɨ ɩɨɤɨɥɿɧɧɹ[6; 7], ɬɚɤ ɿ ɿɧɲɢɦɢ ɟɥɟɦɟɧɬɚɦɢ, ɹɤɿ ɦɚɸɬɶ ɦɚɥɢɣ ɩɪɨɮɿɥɶ 
ɪɨɛɨɬɢ, ɚɥɟ ɹɤ ɟɥɟɦɟɧɬ ɤɨɦɩɥɟɤɫɧɨʀ ɫɢɫɬɟɦɢ ɩɨɤɚɡɭє ɫɟɛɟ ɧɟɜɿɞ’єɦɧɨɸ ɱɚɫɬɢɧɨɸ 

ɋɩɢɫɨɤ ɜɢɤɨɪɢɫɬɚɧɢɯ ɞɠɟɪɟɥ 
1. Ʉɭɡɶɦɢɰɤɢɣ Ⱥ. Ɉɛɴɟɞɢɧɹɟɦ ɨɮɢɫɵ ɫ ɩɨɦɨɳɶɸ Mikroti. URL: http://mikrotik.axiom-

pro.ru/articles/mtoffice.php. 
2. ɉɪɨɫɬɚɹ Ɍɨɱɤɚ Ⱦɨɫɬɭɩɚ ɧɚ Mikrotik. URL: http://mikrotik.axiom-pro.ru/articles/mikrotikap.php. 
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TRAINING STAND FOR THE STUDY OF DISCIPLINES  

TO ENSURE NETWORK INFORMATION PROTECTION 

Relevance of the research topic. Today, computer networks have become widespread, without which it is no longer pos-

sible to imagine the functioning of any computer system. Widespread and accessible led to the need to differentiate access to 

the components of such systems and to introduce into the training of technical specialties such disciplines as "Organization of 

computer networks", "Computer network protection systems" and others. 

Formulation of the problem. In the field of studying disciplines related to modern computer networks and their security, 

a significant place is occupied by practical skills of setting up software and hardware. One of the most effective methods is 

training using semi-natural and full-scale models of computer networks. 

Analysis of recent research and publications. Recent open source publications are reviewed, including data from Cisco 

and Mikrotik training centers. 

Selection of unexplored parts of the general problem. Development and substantiation of the use of semi-natural models 

of modern computer networks in the educational process of specialized disciplines of higher educational institutions. 

Setting objectives. To offer a basic semi-natural model of a computer network for a stand for studying disciplines on 

providing network information protection. 

Presenting main material. The article presents the analysis, requirements and half-scale model of a computer network 

stand for studying disciplines for network information protection. 

Conclusions in accordance with the article. A full-scale model of a computer network stand is proposed for studying 

disciplines on providing network information protection using Mikrotik network equipment. 

Keywords: computer network, information technologies, cybersecurity, switching, MikroTik, encryption, modeling. 
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