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ɋɟɪɝɿɣ ɋɟɦɟɧɞɹɣ, Ɇɢɯɚɣɥɨ ɒɟɥɟɫɬ, ɘɥɿɹ Ɍɤɚɱ, Ʌɟɫɹ ɑɟɪɧɢɲ  
ȿɌɂɑɇɂɃ ɏȺɄȱɇȽ ɍ ȻȱɁɇȿɋ-ɄɈɆɉȺɇȱəɏ  

ɌȺ ȼɂəȼɅȿɇɇə ȼɊȺɁɅɂȼɈɋɌȿɃ ȼ ȱɇɎɈɊɆȺɐȱɃɇɂɏ ɋɂɋɌȿɆȺɏ 
ȾȿɊɀȺȼɇɂɏ ɈɊȽȺɇȱȼ ɍɄɊȺȲɇɂ 

Ⱥɤɬɭɚɥɶɧɿɫɬɶ ɬɟɦɢ ɞɨɫɥɿɞɠɟɧɶ. Ȼɭɪɯɥɢɜɢɣ ɪɨɡɜɢɬɨɤ IT-ɬɟɯɧɨɥɨɝɿɣ ɬɚ ɿɧɬɟɧɫɢɜɧɚ ɿɧɮɨɪɦɚɬɢɡɚɰɿɹ ɭɫɿɯ ɫɮɟɪ 
ɫɭɫɩɿɥɶɫɬɜɚ ɜɟɞɟ ɞɨ ɩɨɹɜɢ ɧɨɜɢɯ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɡɚɝɪɨɡ, ɬɨɦɭ ɿɧɮɨɪɦɚɰɿɣɧɚ ɛɟɡɩɟɤɚ є ɨɞɧɢɦ ɿɡ ɧɚɣɛɿɥɶɲ ɜɚɠɥɢɜɢɯ 
ɡɚɜɞɚɧɶ IT-ɿɧɞɭɫɬɪɿʀ. ȼɚɠɥɢɜɢɦ ɟɥɟɦɟɧɬɨɦ ɭ ɩɪɨɰɟɫɿ ɪɨɡɪɨɛɤɢ ɧɨɜɢɯ ɦɟɬɨɞɿɜ ɡɚɯɢɫɬɭ ɿɧɮɨɪɦɚɰɿʀ є ɩɨɲɭɤ ɜɪɚɡɥɢɜɨɫ-
ɬɟɣ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɫɢɫɬɟɦ. 

ɉɨɫɬɚɧɨɜɤɚ ɩɪɨɛɥɟɦɢ. ɉɟɪɫɩɟɤɬɢɜɧɢɦ ɧɚɩɪɹɦɨɦ ɭ ɝɚɥɭɡɿ ɡɚɯɢɫɬɭ ɿɧɮɨɪɦɚɰɿʀ є ɪɨɡɪɨɛɤɚ ɚɤɬɢɜɧɢɯ ɦɟɬɨɞɿɜ ɡɚ-
ɛɟɡɩɟɱɟɧɧɹ ɡɚɯɢɫɬɭ, ɡ-ɩɨɦɿɠ ɹɤɢɯ ɦɨɠɧɚ ɜɢɞɿɥɢɬɢ ɩɨɲɭɤ ɜɪɚɡɥɢɜɨɫɬɟɣ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɫɢɫɬɟɦ. 

Ⱥɧɚɥɿɡ ɨɫɬɚɧɧɿɯ ɞɨɫɥɿɥɞɠɟɧɶ ɿ ɩɭɛɥɿɤɚɰɿɣ. ɍ ɫɭɱɚɫɧɢɯ ɞɨɫɥɿɞɠɟɧɧɹɯ ɿɧɮɨɪɦɚɰɿɣɧɨʀ ɛɟɡɩɟɤɢ ɡɧɚɱɧɟ ɦɿɫɰɟ ɩɨɫɿ-
ɞɚɸɬɶ ɟɬɢɱɧɢɣ ɯɚɤɿɧɝ ɬɚ ɩɪɨɜɟɞɟɧɧɹ ɬɟɫɬɿɜ ɧɚ ɩɪɨɧɢɤɧɟɧɧɹ, ɡɚɥɢɲɚɸɱɢ ɜ ɬɿɧɿ ɬɚɤɢɣ ɞɿєɜɢɣ ɡɚɫɿɛ, ɹɤ ɞɨɫɥɿɞɠɟɧɧɹ 
ɜɨɥɨɧɬɟɪɚɦɢ ɜɪɚɡɥɢɜɨɫɬɟɣ ɞɟɪɠɚɜɧɢɯ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɪɟɫɭɪɫɿɜ. 

ȼɢɞɿɥɟɧɧɹ ɧɟɞɨɫɥɿɞɠɟɧɢɯ ɱɚɫɬɢɧ ɡɚɝɚɥɶɧɨʀ ɩɪɨɛɥɟɦɢ. ɇɢɧɿ ɜ ɪɨɛɨɬɚɯ ɜɿɬɱɢɡɧɹɧɢɯ ɬɚ ɡɚɤɨɪɞɨɧɧɢɯ ɭɱɟɧɢɯ ɧɟɞɨɫɬɚ-
ɬɧɶɨ ɭɜɚɝɢ ɩɪɢɞɿɥɹєɬɶɫɹ ɦɨɠɥɢɜɨɫɬɹɦ ɞɨɫɥɿɞɠɟɧɧɹ ɜɨɥɨɧɬɟɪɚɦɢ ɜɪɚɡɥɢɜɨɫɬɟɣ ɞɟɪɠɚɜɧɢɯ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɪɟɫɭɪɫɿɜ. 

ɉɨɫɬɚɧɨɜɤɚ ɡɚɜɞɚɧɧɹ. Ɇɟɬɚ ɫɬɚɬɬɿ ɩɨɥɹɝɚє ɭ ɜɢɫɜɿɬɥɟɧɧɿ ɪɿɡɧɢɰɿ ɦɿɠ ɩɿɞɯɨɞɚɦɢ ɞɨ ɡɚɛɟɡɩɟɱɟɧɧɹ ɤɿɛɟɪɛɟɡɩɟɤɢ 
ɜ ɛɿɡɧɟɫ-ɫɬɪɭɤɬɭɪɚɯ ɬɚ ɞɟɪɠɚɜɧɢɯ ɨɪɝɚɧɚɯ ɍɤɪɚʀɧɢ. 

ȼɢɤɥɚɞ ɨɫɧɨɜɧɨɝɨ ɦɚɬɟɪɿɚɥɭ. Ʉɥɿєɧɬɢ ɧɚɞɚɸɬɶ IT-ɤɨɦɩɚɧɿɹɦ ɞɟɞɚɥɿ ɛɿɥɶɲɟ ɨɫɨɛɢɫɬɨʀ ɿɧɮɨɪɦɚɰɿʀ, ɚ ɤɨɦɩɚɧɿʀ 
ɩɨɜɢɧɧɿ ʀʀ ɨɛɟɪɿɝɚɬɢ. Ⱥɥɟ ɩɪɚɤɬɢɱɧɨ ɜ ɤɨɠɧɿɣ ɩɪɨɝɪɚɦɿ є ɜɪɚɡɥɢɜɨɫɬɿ, ɨɬɠɟ, ɩɟɪɫɨɧɚɥɶɧɿ ɞɚɧɿ ɤɥɿєɧɬɿɜ ɦɨɠɭɬɶ ɨɩɢ-
ɧɢɬɢɫɹ ɭ ɪɭɤɚɯ ɡɥɨɱɢɧɰɿɜ. 

ȼɢɫɧɨɜɤɢ ɜɿɞɩɨɜɿɞɧɨ ɞɨ ɫɬɚɬɬɿ. ɉɨɤɚɡɧɢɤɨɦ ɪɨɛɨɬɢ ɤɿɛɟɪɩɨɥɿɰɿʀ є ɪɨɡɤɪɢɬɬɹ ɡɥɨɱɢɧɿɜ. Ɍɚɤ, ɤɿɛɟɪɩɨɥɿɰɿɹ ɪɨɛɢɬɶ 
ɛɚɝɚɬɨ ɤɨɪɢɫɧɨɝɨ, ɧɚɩɪɢɤɥɚɞ, ɥɨɜɢɬɶ ɲɚɯɪɚʀɜ ɿ ɪɨɡɩɨɜɫɸɞɠɭɜɚɱɿɜ ɞɢɬɹɱɨɝɨ ɩɨɪɧɨ. Ɉɞɧɚɤ ɫɩɟɰɢɮɿɱɧɢɯ ɤɨɦɩ’ɸɬɟɪɧɢɯ 
ɡɥɨɱɢɧɿɜ ɪɨɡɤɪɢɬɨ ɨɞɢɧɢɰɿ. Ɍɨɛɬɨ ɪɿɜɟɧɶ ɡɚɯɢɫɬɭ ɡ ɛɨɤɭ ɞɟɪɠɚɜɢ ɹɤ ɜɥɚɫɧɢɯ ɪɟɫɭɪɫɿɜ, ɬɚɤ ɿ ɝɪɨɦɚɞɹɧ ɜɿɞ ɡɥɨɱɢɧɧɢɯ 
ɩɨɫɹɝɚɧɶ ɩɨɤɢ ɳɨ ɧɢɡɶɤɢɣ. 

Ʉɥɸɱɨɜɿ ɫɥɨɜɚ: ɟɬɢɱɧɢɣ ɯɚɤɿɧɝ; ɤɨɦɩ’ɸɬɟɪɧɿ ɦɟɪɟɠɿ; ɤɿɛɟɪɛɟɡɩɟɤɚ; ɡɚɯɢɫɬ ɿɧɮɨɪɦɚɰɿʀ; ɜɢɹɜɥɟɧɧɹ ɜɪɚɡɥɢɜɨɫɬɟɣ. 
Ȼɿɛɥ.: 2. 

Ⱥɤɬɭɚɥɶɧɿɫɬɶ ɬɟɦɢ ɞɨɫɥɿɞɠɟɧɧɹ. Ȼɭɪɯɥɢɜɢɣ ɪɨɡɜɢɬɨɤ IT-ɬɟɯɧɨɥɨɝɿɣ ɬɚ ɿɧɬɟɧɫɢɜɧɚ 
ɿɧɮɨɪɦɚɬɢɡɚɰɿɹ ɜɫɿɯ ɫɮɟɪ ɫɭɫɩɿɥɶɫɬɜɚ ɜɟɞɟ ɞɨ ɩɨɹɜɢ ɧɨɜɢɯ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɡɚɝɪɨɡ, ɬɨɦɭ 
ɿɧɮɨɪɦɚɰɿɣɧɚ ɛɟɡɩɟɤɚ є ɨɞɧɿєɸ ɡ ɧɚɣɛɿɥɶɲ ɜɚɠɥɢɜɢɯ ɡɚɞɚɱ IT-ɿɧɞɭɫɬɪɿʀ. ȼɚɠɥɢɜɢɦ ɟɥɟ-
ɦɟɧɬɨɦ ɜ ɩɪɨɰɟɫɿ ɪɨɡɪɨɛɤɢ ɧɨɜɢɯ ɦɟɬɨɞɿɜ ɡɚɯɢɫɬɭ ɿɧɮɨɪɦɚɰɿʀ є ɩɨɲɭɤ ɜɪɚɡɥɢɜɨɫɬɟɣ ɿɧ-
ɮɨɪɦɚɰɿɣɧɢɯ ɫɢɫɬɟɦ. 

ɉɨɫɬɚɧɨɜɤɚ ɩɪɨɛɥɟɦɢ. Ʉɨɦɩɚɧɿɹɦ ɞɨɜɨɞɢɬɶɫɹ ɤɟɪɭɜɚɬɢɫɶ ɩɪɢɧɰɢɩɨɦ «ɯɨɱɟɲ ɩɪɨ-
ɬɢɫɬɨɹɬɢ ɯɚɤɟɪɚɦ – ɞɭɦɚɣ, ɹɤ ɯɚɤɟɪ». Ȼɿɡɧɟɫ ɚɤɬɢɜɧɨ ɡɚɥɭɱɚє ɞɨ ɫɩɿɜɩɪɚɰɿ ɟɬɢɱɧɢɯ ɯɚ-
ɤɟɪɿɜ, ɤɨɬɪɿ ɲɭɤɚɸɬɶ ɩɨɦɢɥɤɢ ɬɚ ɞɨɩɨɦɚɝɚɸɬɶ ʀɯ ɜɢɩɪɚɜɢɬɢ ɪɚɧɿɲɟ, ɧɿɠ ɩɪɨ ɜɪɚɡɥɢɜɿɫɬɶ 
ɫɬɚɧɟ ɜɿɞɨɦɨ ɯɚɤɟɪɚɦ-ɡɥɨɜɦɢɫɧɢɤɚɦ. ɉɪɨɬɟ ɞɟɪɠɚɜɧɿ ɭɫɬɚɧɨɜɢ ɦɚɣɠɟ ɡɨɜɫɿɦ ɧɟ ɜɢɤɨɪɢ-
ɫɬɨɜɭɸɬɶ ɬɚɤɢɣ ɿɧɫɬɪɭɦɟɧɬ, ɹɤ ɟɬɢɱɧɢɣ ɯɚɤɿɧɝ. 

Ⱥɧɚɥɿɡ ɨɫɬɚɧɧɿɯ ɞɨɫɥɿɞɠɟɧɶ ɬɚ ɩɭɛɥɿɤɚɰɿɣ. ɍ ɫɭɱɚɫɧɢɯ ɞɨɫɥɿɞɠɟɧɧɹɯ ɿɧɮɨɪɦɚɰɿɣ-
ɧɨʀ ɛɟɡɩɟɤɢ ɡɧɚɱɧɟ ɦɿɫɰɟ ɩɨɫɿɞɚɸɬɶ ɟɬɢɱɧɢɣ ɯɚɤɿɧɝ ɬɚ ɩɪɨɜɟɞɟɧɧɹ ɬɟɫɬɿɜ ɧɚ ɩɪɨɧɢɤɧɟɧɧɹ, 
ɡɚɥɢɲɚɸɱɢ ɜ ɬɿɧɿ ɬɚɤɢɣ ɞɿєɜɢɣ ɡɚɫɿɛ, ɹɤ ɞɨɫɥɿɞɠɟɧɧɹ ɜɨɥɨɧɬɟɪɚɦɢ ɜɪɚɡɥɢɜɨɫɬɟɣ ɞɟɪɠɚɜ-
ɧɢɯ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɪɟɫɭɪɫɿɜ. 

ȼɢɞɿɥɟɧɧɹ ɧɟɞɨɫɥɿɞɠɟɧɢɯ ɱɚɫɬɢɧ ɡɚɝɚɥɶɧɨʀ ɩɪɨɛɥɟɦɢ. ɇɚ ɫɶɨɝɨɞɧɿ ɜ ɪɨɛɨɬɚɯ ɜɿɬ-
ɱɢɡɧɹɧɢɯ ɬɚ ɡɚɪɭɛɿɠɧɢɯ ɜɱɟɧɢɯ ɧɟɞɨɫɬɚɬɧɶɨ ɭɜɚɝɢ ɩɪɢɞɿɥɹєɬɶɫɹ ɦɨɠɥɢɜɨɫɬɹɦ ɞɨɫɥɿ-
ɞɠɟɧɧɹ ɜɨɥɨɧɬɟɪɚɦɢ ɜɪɚɡɥɢɜɨɫɬɟɣ ɞɟɪɠɚɜɧɢɯ ɿɧɮɨɪɦɚɰɿɣɧɢɯ ɪɟɫɭɪɫɿɜ. 

Ɇɟɬɚ ɫɬɚɬɬɿ. Ƚɨɥɨɜɧɨɸ ɦɟɬɨɸ ɰɿєʀ ɪɨɛɨɬɢ є ɨɝɥɹɞ ɬɚ ɚɧɚɥɿɡ ɪɿɡɧɢɯ ɩɿɞɯɨɞɿɜ ɞɨ ɡɚɛɟɡ-
ɩɟɱɟɧɧɹ ɤɿɛɟɪɛɟɡɩɟɤɢ ɜ ɛɿɡɧɟɫ-ɫɬɪɭɤɬɭɪɚɯ ɬɚ ɞɟɪɠɚɜɧɢɯ ɨɪɝɚɧɚɯ ɍɤɪɚʀɧɢ. 

ȼɢɤɥɚɞ ɨɫɧɨɜɧɨɝɨ ɦɚɬɟɪɿɚɥɭ. Ʉɥɿєɧɬɢ ɧɚɞɚɸɬɶ IT-ɤɨɦɩɚɧɿɹɦ ɞɟɞɚɥɿ ɛɿɥɶɲɟ ɨɫɨɛɢɫ-
ɬɨʀ ɿɧɮɨɪɦɚɰɿʀ, ɚ ɤɨɦɩɚɧɿʀ ɩɨɜɢɧɧɿ ʀʀ ɨɛɟɪɿɝɚɬɢ. Ⱥɥɟ ɩɪɚɤɬɢɱɧɨ ɜ ɤɨɠɧɿɣ ɩɪɨɝɪɚɦɿ є ɜɪɚɡ-
ɥɢɜɨɫɬɿ, ɨɬɠɟ, ɩɟɪɫɨɧɚɥɶɧɿ ɞɚɧɿ ɤɥɿєɧɬɿɜ ɦɨɠɭɬɶ ɨɩɢɧɢɬɢɫɹ ɜ ɪɭɤɚɯ ɡɥɨɱɢɧɰɿɜ.  

ɏɚɤɟɪɢ ɡɚɣɦɚɸɬɶɫɹ ɩɨɲɭɤɨɦ ɬɚɤɢɯ ɜɪɚɡɥɢɜɨɫɬɟɣ – ɛɚɝɿɜ (ɧɟɛɟɡɩɟɱɧɢɯ ɩɨɦɢɥɨɤ) ɭ 
ɩɪɨɝɪɚɦɚɯ, ɜɟɛɫɟɪɜɿɫɚɯ ɱɢ ɦɨɛɿɥɶɧɢɯ ɡɚɫɬɨɫɭɧɤɚɯ. ɏɚɤɟɪɢ-ɡɥɨɱɢɧɰɿ ɩɪɨɞɚɸɬɶ ɫɜɨʀ ɡɧɚ-
ɯɿɞɤɢ ɧɚ ɱɨɪɧɨɦɭ ɪɢɧɤɭ, ɜɢɤɨɪɢɫɬɨɜɭɸɬɶ ɞɥɹ ɲɚɧɬɚɠɭ ɱɢ ɫɚɦɨɫɬɜɟɪɞɠɟɧɧɹ, ɩɫɭɸɱɢ 
ɱɭɠɿ IT-ɩɪɨɞɭɤɬɢ.  

 ɋɟɦɟɧɞɹɣ ɋ. Ɇ., ɒɟɥɟɫɬ Ɇ. Є., Ɍɤɚɱ ɘ. Ɇ., ɑɟɪɧɢɲ Ʌ. Ƚ., 2020 
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ȿɬɢɱɧɿ ɯɚɤɟɪɢ ɞɿɸɬɶ ɜɿɞɤɪɢɬɨ, ɡɚ ɜɢɡɧɚɱɟɧɢɦɢ ɩɪɚɜɢɥɚɦɢ, ɿ ɩɟɪɟɞɚɸɬɶ ɿɧɮɨɪɦɚɰɿɸ 
ɩɪɨ ɡɧɚɣɞɟɧɿ ɜɪɚɡɥɢɜɨɫɬɿ ɤɨɦɩɚɧɿɹɦ, ɳɨɛ ɬɿ ɜɢɩɪɚɜɢɥɢ ɩɨɦɢɥɤɢ. Ɂɚɡɜɢɱɚɣ ɤɨɦɩɚɧɿɹ ɜɢ-
ɩɥɚɱɭє ɡɚ ɰɟ ɝɪɨɲɨɜɭ ɜɢɧɚɝɨɪɨɞɭ. Ɍɚɤɭ ɫɩɿɜɩɪɚɰɸ ɧɚɡɢɜɚɸɬɶ «bug bounty» (ɜɢɧɚɝɨɪɨɞɚ 
ɡɚ ɛɚɝ), ɚ ɲɭɤɚɱɿɜ ɜɪɚɡɥɢɜɨɫɬɟɣ – «ɛɚɝ-ɯɚɧɬɟɪɚɦɢ».  

ȱɫɬɨɪɿɹ ɟɬɢɱɧɨɝɨ ɯɚɤɿɧɝɭ ɩɨɱɢɧɚєɬɶɫɹ ɭ 70-ɯ ɪɨɤɚɯ ɏɏ ɫɬɨɪɿɱɱɹ. Ɉɞɧɢɦɢ ɡ ɩɟɪɲɢɯ 
ɬɚɤɢɣ ɩɿɞɯɿɞ ɩɨɱɚɥɢ ɜɢɤɨɪɢɫɬɨɜɭɜɚɬɢ ɜɿɣɫɶɤɨɜɨ-ɩɨɜɿɬɪɹɧɿ ɫɢɥɢ ɋɒȺ. ɇɚ ɤɨɦɟɪɰɿɣɧɿ 
ɪɟɣɤɢ ɟɬɢɱɧɢɣ ɯɚɤɿɧɝ ɫɬɚɜ ɭ 1995 ɪɨɰɿ, ɤɨɥɢ ɛɭɥɨ ɜɿɞɤɪɢɬɨ ɩɟɪɲɭ ɭ ɫɜɿɬɿ bug bounty ɩɪɨ-
ɝɪɚɦɭ ɜ ɤɨɦɩɚɧɿʀ Netscape. 

Ȼɿɡɧɟɫ ɚɛɨ ɫɚɦɨɫɬɿɣɧɨ ɨɪɝɚɧɿɡɨɜɭє ɩɪɨɝɪɚɦɭ bug bounty (ɹɤ Facebook ɱɢ Google), ɚɛɨ 
ɠ ɜɿɞɤɪɢɜɚє ɩɪɨɝɪɚɦɭ ɧɚ ɫɩɟɰɿɚɥɶɧɿɣ ɩɥɚɬɮɨɪɦɿ, ɞɟ ɡɚɪɟєɫɬɪɨɜɚɧɿ ɬɢɫɹɱɿ ɟɬɢɱɧɢɯ ɯɚɤɟɪɿɜ 
ɡ ɭɫɶɨɝɨ ɫɜɿɬɭ. 

ɍ ɫɜɿɬɿ ɿɫɧɭє ɞɟɫɹɬɨɤ ɚɤɬɢɜɧɢɯ bug bounty ɩɥɚɬɮɨɪɦ, ɨɞɧɚ ɡ ɹɤɢɯ – ɭɤɪɚʀɧɫɶɤɚ 
HackenProof. ɉɪɢɧɰɢɩ ɪɨɛɨɬɢ ɩɥɚɬɮɨɪɦ ɩɪɨɫɬɢɣ. Ʉɨɦɩɚɧɿɹ ɪɨɡɦɿɳɭє ɿɧɮɨɪɦɚɰɿɸ ɩɪɨ 
ɫɜɨɸ ɩɪɨɝɪɚɦɭ: ɹɤɿ ɤɨɦɩɨɧɟɧɬɢ ɫɢɫɬɟɦɢ ɬɪɟɛɚ ɩɟɪɟɜɿɪɢɬɢ, ɹɤɚ ɜɢɧɚɝɨɪɨɞɚ ɩɟɪɟɞɛɚɱɟɧɚ.  

ȿɬɢɱɧɢɣ ɯɚɤɟɪ ɩɨɜɢɧɟɧ ɞɨɬɪɢɦɭɜɚɬɢɫɶ ɩɪɚɜɢɥ ɿ ɞɨɫɥɿɞɠɭɜɚɬɢ ɥɢɲɟ ɞɨɡɜɨɥɟɧɿ ɞɿɥɹɧɤɢ. 
Ʉɨɥɢ ɜɿɧ ɡɧɚɯɨɞɢɬɶ ɛɚɝ, ɬɨ ɧɚɞɫɢɥɚє ɡɜɿɬ: ɨɩɢɫɭє ɩɪɨɰɟɫ ɡɥɨɦɭ ɣ ɩɨɪɚɞɢ ɳɨɞɨ ɜɢɩɪɚɜɥɟɧɧɹ.  

Ɂɜɿɬ ɩɟɪɟɜɿɪɹє ɫɩɟɰɿɚɥɶɧɚ ɤɨɦɚɧɞɚ ɿɧɠɟɧɟɪɿɜ, ɿ ɹɤɳɨ ɜɪɚɡɥɢɜɿɫɬɶ ɩɿɞɬɜɟɪɞɠɭєɬɶɫɹ, 
ɛɚɝ-ɯɚɧɬɟɪɭ ɜɢɩɥɚɱɭɸɬɶ ɜɢɧɚɝɨɪɨɞɭ. Ʉɨɠɟɧ ɛɚɝ ɦɚє ɫɜɿɣ «ɪɿɜɟɧɶ». ɇɚɣɛɿɥɶɲɟ ɩɥɚɬɹɬɶ ɡɚ 
ɤɪɢɬɢɱɧɿ ɜɪɚɡɥɢɜɨɫɬɿ – ɬɿ, ɳɨ ɞɨɡɜɨɥɹɸɬɶ ɨɬɪɢɦɚɬɢ ɞɨɫɬɭɩ ɚɞɦɿɧɿɫɬɪɚɬɨɪɚ ɿ ɜɧɨɫɢɬɢ 
ɛɭɞɶ-ɹɤɿ ɡɦɿɧɢ ɜ ɫɢɫɬɟɦɭ.  

Ɍɚɤɨɠ ɪɨɡɦɿɪ ɜɢɧɚɝɨɪɨɞɢ ɡɚɥɟɠɢɬɶ ɜɿɞ ɤɨɧɤɪɟɬɧɨʀ ɤɨɦɩɚɧɿʀ. ɇɚɩɪɢɤɥɚɞ, ɨɞɧɨɦɭ ɭɱɚ-
ɫɧɢɤɭ ɤɨɦ’ɸɧɿɬɿ ɤɨɪɩɨɪɚɬɢɜɧɢɣ ɦɟɫɟɧɞɠɟɪ Slack ɡɚɩɥɚɬɢɜ ɡɚ ɤɪɢɬɢɱɧɭ ɜɪɚɡɥɢɜɿɫɬɶ 
1000 $, Uber ɡɚ ɬɚɤɢɣ ɠɟ ɧɟɛɟɡɩɟɱɧɢɣ ɛɚɝ —3000 $.  

Ȼɚɝ-ɯɚɧɬɟɪɢ ɡɚɡɜɢɱɚɣ ɡɚɪɟєɫɬɪɨɜɚɧɿ ɨɞɪɚɡɭ ɧɚ ɤɿɥɶɤɨɯ ɩɥɚɬɮɨɪɦɚɯ, ɞɟ ɲɭɤɚɸɬɶ ɰɿɤɚɜɿ 
ɞɥɹ ɫɟɛɟ ɡɚɞɚɱɿ. ɍɱɚɫɧɢɤɢ ɡ ɜɢɫɨɤɢɦ ɪɟɣɬɢɧɝɨɦ ɦɚɸɬɶ ɞɨɫɬɭɩ ɞɨ ɡɚɤɪɢɬɢɯ ɩɪɨɝɪɚɦ. Ɍɚ-
ɤɨɠ ɟɬɢɱɧɿ ɯɚɤɟɪɢ ɩɟɪɿɨɞɢɱɧɨ ʀɡɞɹɬɶ ɧɚ ɩɪɨɮɿɥɶɧɿ ɡɚɯɨɞɢ, ɞɟ ɡɦɚɝɚɸɬɶɫɹ ɜ ɩɨɲɭɤɭ ɜɪɚɡ-
ɥɢɜɨɫɬɟɣ ɬɚ ɞɿɥɹɬɶɫɹ ɡɧɚɧɧɹɦɢ.  

ɑɚɫɬɨ ɭ ɟɬɢɱɧɨɝɨ ɯɚɤɟɪɚ є ɤɨɧɤɪɟɬɧɚ ɫɩɟɰɿɚɥɿɡɚɰɿɹ ɬɚ ɤɿɥɶɤɚ ɤɨɪɨɧɧɢɯ ɬɟɯɧɿɤ. ɏɬɨɫɶ 
ɫɩɟɰɿɚɥɿɡɭєɬɶɫɹ ɧɚ ɜɟɛɫɟɪɜɿɫɚɯ, ɯɬɨɫɶ – ɧɚ ɛɥɨɤɱɟɣɧ-ɩɪɨєɤɬɚɯ ɿ ɤɪɢɩɬɨɜɚɥɸɬɚɯ, ɯɬɨɫɶ – 

ɧɚ ɦɨɛɿɥɶɧɢɯ ɡɚɫɬɨɫɭɧɤɚɯ. 
ɇɚɜɟɫɧɿ 2016 ɪɨɤɭ ɜɢɧɢɤɥɚ ɫɩɿɥɶɧɨɬɚ ɭɤɪɚʀɧɫɶɤɢɯ ɤɿɛɟɪɚɤɬɢɜɿɫɬɿɜ ɡ ɪɿɡɧɢɯ ɦɿɫɬ ɍɤɪɚ-

ʀɧɢ ɿ ɤɭɬɨɱɤɿɜ ɫɜɿɬɭ – ɍɤɪɚʀɧɫɶɤɢɣ ɤɿɛɟɪɚɥɶɹɧɫ (ɍɄȺ, ɚɧɝɥ. Ukrainian Cyber Alliance, 
UCA). ɍɤɪɚʀɧɫɶɤɢɣ ɤɿɛɟɪɚɥɶɹɧɫ ɟɤɫɤɥɸɡɢɜɧɨ ɩɟɪɟɞɚє ɞɨɛɭɬɿ ɞɚɧɿ ɞɥɹ ɚɧɚɥɿɡɭ, ɞɨɪɨɡɜɿɞɤɢ 
ɬɚ ɨɩɪɢɥɸɞɧɟɧɧɹ ɦɿɠɧɚɪɨɞɧɿɣ ɪɨɡɜɿɞɭɜɚɥɶɧɿɣ ɫɩɿɥɶɧɨɬɿ ȱɧɮɨɪɦɇɚɩɚɥɦ, ɚ ɬɚɤɨɠ ɫɢɥɨɜɢɦ 
ɫɬɪɭɤɬɭɪɚɦ ɍɤɪɚʀɧɢ. 

ȼɿɞɩɨɜɿɞɚɥɶɧɟ ɪɨɡɝɨɥɨɲɟɧɧɹ (responsible disclosure) – ɬɟɪɦɿɧ ɭ ɤɿɛɟɪɛɟɡɩɟɰɿ, ɹɤɢɣ ɜɢ-
ɡɧɚɱɚє, ɳɨ ɜɪɚɡɥɢɜɨɫɬɿ, ɡɧɚɣɞɟɧɿ ɜ ɫɢɫɬɟɦɿ, ɞɟɹɤɢɣ ɱɚɫ ɧɟ ɜɢɯɨɞɹɬɶ ɧɚɡɨɜɧɿ, ɳɨɛ ʀʀ ɜɥɚɫ-
ɧɢɤɢ ɜɫɬɢɝɥɢ ʀɯ ɜɢɩɪɚɜɢɬɢ. ɍɤɪɚʀɧɫɶɤɿ ɯɚɤɬɢɜɿɫɬɢ ɞɨɜɝɢɣ ɱɚɫ ɧɚɦɚɝɚɥɢɫɶ ɩɪɚɰɸɜɚɬɢ ɫɚɦɟ 
ɬɚɤ, ɫɩɨɞɿɜɚɸɱɢɫɶ, ɳɨ ɱɢɧɨɜɧɢɤɢ ɩɨɱɧɭɬɶ ɛɿɥɶɲ ɜɿɞɩɨɜɿɞɚɥɶɧɨ ɜɿɞɧɨɫɢɬɢɫɶ ɞɨ ɪɨɛɨɬɢ, 
ɚɥɟ ɧɟ ɞɨɱɟɤɚɥɢɫɶ ɰɶɨɝɨ. ɍ ɪɟɡɭɥɶɬɚɬɿ ɍɤɪɚʀɧɫɶɤɢɣ ɤɿɛɟɪɚɥɶɹɧɫ ɩɪɨɜɿɜ ɫɟɪɿɸ ɩɟɪɟɜɿɪɨɤ 
ɩɿɞ ɥɨɡɭɧɝɨɦ #FuckResponsibleDisclosure, ɩɭɛɥɿɤɭɸɱɢ ɡɧɚɣɞɟɧɿ ɧɟɞɨɥɿɤɢ. Ɂ-ɩɨɦɿɠ ɬɢɯ, ɭ 
ɤɨɝɨ є ɩɪɨɛɥɟɦɢ ɡ ɤɿɛɟɪɛɟɡɩɟɤɨɸ, – ɐɟɧɬɪ ɤɨɫɦɿɱɧɨɝɨ ɡɜ’ɹɡɤɭ, Ɂɚɩɨɪɿɡɶɤɚ Ⱥȿɋ, ɜɿɣɫɶɤ-
ɤɨɦɚɬɢ ɬɚ ɛɚɝɚɬɨ ɿɧɲɢɯ ɞɟɪɠɭɫɬɚɧɨɜ. ȼɿɞɤɪɢɬɿ ɞɥɹ ɜɫɶɨɝɨ ȱɧɬɟɪɧɟɬɭ ɫɢɫɬɟɦɧɿ ɞɢɫɤɢ ɿɡ 
ɡɚɤɪɢɬɨɸ ɿɧɮɨɪɦɚɰɿєɸ, ɩɪɨɫɬɿ ɩɚɪɨɥɿ ɞɨ ɫɢɫɬɟɦɧɢɯ ɚɤɚɭɧɬɿɜ, ɚ ɬɨ ɣ ɭɡɚɝɚɥɿ ʀɯ ɜɿɞɫɭɬ-
ɧɿɫɬɶ – ɨɫɶ ɥɢɲɟ ɧɟɡɧɚɱɧɚ ɱɚɫɬɢɧɚ ɡɧɚɯɿɞɨɤ, ɹɤɿ ɯɚɤɬɢɜɿɫɬɢ ɨɩɭɛɥɿɤɭɜɚɥɢ ɭ Facebook ɩɿɞ 
ɡɝɚɞɚɧɢɦ ɜɢɳɟ ɯɟɲɬɟɝɨɦ. 

ɇɚɫɥɿɞɤɢ, ɞɨ ɹɤɢɯ ɦɨɝɥɢ ɩɪɢɡɜɟɫɬɢ ɰɿ ɞɿɪɤɢ ɜ ɡɚɯɢɫɬɿ ɿɧɮɨɪɦɚɰɿʀ, ɧɚɣɪɿɡɧɨɦɚɧɿɬɧɿɲɿ – 
ɜɿɞ ɜɢɬɨɤɭ ɞɚɧɢɯ ɩɪɨ ɛɿɣɰɿɜ ȺɌɈ ɞɨ ɞɢɫɬɚɧɰɿɣɧɨɝɨ ɭɩɪɚɜɥɿɧɧɹ ɪɟɝɿɨɧɚɥɶɧɢɦɢ ɜɨɞɨɤɚɧɚ-
ɥɚɦɢ. Ɂɚ ɞɭɦɤɨɸ ɯɚɤɬɢɜɿɫɬɿɜ, ɩɢɫɚɬɢ ɜɿɞɩɨɜɿɞɚɥɶɧɢɦ ɡɚ ɰɟ ɨɫɨɛɚɦ ɦɚɪɧɨ. ɍ ɧɚɣɤɪɚɳɨɦɭ 
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ɪɚɡɿ ɜɨɧɢ ɡɚɤɪɢɸɬɶ ɬɢɯɟɧɶɤɨ ɞɿɪɤɭ ɣ ɧɚ ɬɨɦɭ ɜɫɟ ɡɚɤɿɧɱɢɬɶɫɹ. Ɍɨɛɬɨ ɰɟ ɨɡɧɚɱɚє, ɳɨ ɿɧɲɿ 
ɩɪɨ ɚɬɚɤɭ ɧɿɱɨɝɨ ɧɟ ɡɧɚɬɢɦɭɬɶ ɿ ɧɟ ɡɦɨɠɭɬɶ ɩɿɞɝɨɬɭɜɚɬɢɫɹ. Ⱥ ɤɨɥɢ ɞɟɪɠɚɜɧɿ ɨɪɝɚɧɿɡɚɰɿʀ 
ɩɪɢɫɨɪɨɦɥɸɸɬɶ ɩɭɛɥɿɱɧɨ, ɬɨ ɰɟ ɬɚɤɢ ɞɚє ɩɟɜɧɢɣ ɟɮɟɤɬ. 

Ɂ-ɩɨɦɿɠ ɡɧɚɣɞɟɧɢɯ ɪɟɫɭɪɫɿɜ ɮɿɝɭɪɭɸɬɶ ɍɩɪɚɜɥɿɧɧɹ ɧɚɰɿɨɧɚɥɶɧɨʀ ɩɨɥɿɰɿʀ ɜ Ʉɢєɜɿ, Ⱥɤɚ-
ɞɟɦɿɹ Ɇȼɋ – ɧɚ ɜɿɞɤɪɢɬɨɦɭ ɞɢɫɤɭ ɥɟɠɚɥɚ ɛɚɡɚ ɞɚɧɢɯ ɫɚɣɬɿɜ ɿ ɛɚɡɚ ɨɮɿɰɟɪɿɜ, ɇȺɁɄ, «ȿɧɟ-
ɪɝɨɚɬɨɦ», ɜɤɥɸɱɧɨ ɡ ɜɿɞɞɿɥɨɦ ɹɞɟɪɧɨʀ ɛɟɡɩɟɤɢ Ɂɚɩɨɪɿɡɶɤɨʀ Ⱥȿɋ – ɭ ɧɢɯ ɭ ɜɿɞɤɪɢɬɨɦɭ 
ɞɨɫɬɭɩɿ ɥɟɠɚɥɨ ɜɫɟ, ɩɨɱɢɧɚɸɱɢ ɜɿɞ ɤɪɟɫɥɟɧɶ ɪɟɚɤɬɨɪɚ 1984 ɪɨɤɭ ɣ ɞɨ ɨɫɬɚɧɧɿɯ ɡɜɿɬɿɜ. ɍ 
Ʉɿɪɨɜɨɝɪɚɞɫɶɤɨɦɭ ɜɨɞɨɤɚɧɚɥɿ ɜɿɞɤɪɢɬɨɸ ɜɢɹɜɢɥɚɫɶ ɫɢɫɬɟɦɚ ɜɿɞɞɚɥɟɧɨɝɨ ɤɟɪɭɜɚɧɧɹ ɜɨ-
ɞɨɩɪɨɜɨɞɨɦ, ɭ Ɋɿɜɧɟɧɫɶɤɨɦɭ – ɞɨɫɬɭɩ ɞɨ ɥɨɤɚɥɶɧɨʀ ɦɟɪɟɠɿ. 

ɏɟɪɫɨɧɫɶɤɚ ɨɛɥɚɫɧɚ ɪɚɞɚ ɡɚɥɢɲɢɥɚ ɜ ɭ ɜɿɞɤɪɢɬɨɦɭ ɞɨɫɬɭɩɿ ɡɚɝɚɥɶɧɢɣ ɞɢɫɤ ɡ ɞɨɤɭɦɟ-
ɧɬɚɦɢ. Ɉɞɧɟ ɡ ɤɢʀɜɫɶɤɢɯ ɤɨɦɭɧɚɥɶɧɢɯ ɩɿɞɩɪɢєɦɫɬɜ ɜɢɤɥɚɥɨ ɨɧɥɚɣɧ ɫɜɨɸ ɛɭɯɝɚɥɬɟɪɿɸ ɣ 
ɤɥɸɱ ɜɿɞ ɪɨɡɪɚɯɭɧɤɨɜɨɝɨ ɪɚɯɭɧɤɭ. Ȼɭɥɢ ɜɢɹɜɥɟɧɿ ɜɢɬɨɤɢ ɞɨɤɭɦɟɧɬɿɜ ɦɨɛɿɥɶɧɢɯ ɨɩɟɪɚɬɨ-
ɪɿɜ "Ʉɢʀɜɫɬɚɪ" ɿ Vodafone — ɫɥɭɠɛɢ ɛɟɡɩɟɤɢ ɨɩɟɪɚɬɨɪɿɜ ɩɨɱɚɥɢ ɪɟɚɝɭɜɚɬɢ ɱɟɪɟɡ ɥɿɱɟɧɿ 
ɫɟɤɭɧɞɢ ɩɿɫɥɹ ɩɭɛɥɿɤɚɰɿʀ. ɍ ɜɢɩɚɞɤɭ ɿɡ ɫɚɣɬɚɦɢ ɊɇȻɈ ɣ Ʉɨɧɫɬɢɬɭɰɿɣɧɨʀ ɤɨɦɿɫɿʀ ɩɪɢ ɩɪɟ-
ɡɢɞɟɧɬɨɜɿ ɍɤɪɚʀɧɢ ɪɟɚɤɰɿɹ ɩɨɫɥɿɞɭɜɚɥɚ ɛɟɡɡɚɫɬɟɪɟɠɧɨ, ʀɦ ɡɧɚɞɨɛɢɥɨɫɶ ɜɿɞ ɞɨɛɢ ɞɨ ɬɢɠɧɹ 
ɳɨɛ ɡɚɤɪɢɬɢ ɚɛɨ ɜɢɩɪɚɜɢɬɢ ɫɤɨɦɩɪɨɦɟɬɨɜɚɧɿ ɪɟɫɭɪɫɢ. 

ȼɢɫɧɨɜɤɢ ɜɿɞɩɨɜɿɞɧɨ ɞɨ ɫɬɚɬɬɿ. ɉɨɤɚɡɧɢɤɨɦ ɪɨɛɨɬɢ ɤɿɛɟɪɩɨɥɿɰɿʀ є ɪɨɡɤɪɢɬɬɹ ɡɥɨɱɢ-
ɧɿɜ. Ɍɚɤ, ɤɿɛɟɪɩɨɥɿɰɿɹ ɪɨɛɢɬɶ ɛɚɝɚɬɨ ɤɨɪɢɫɧɨɝɨ, ɧɚɩɪɢɤɥɚɞ ɥɨɜɢɬɶ ɲɚɯɪɚʀɜ ɿ ɪɨɡɩɨɜɫɸ-
ɞɠɭɜɚɱɿɜ ɞɢɬɹɱɨɝɨ ɩɨɪɧɨ. Ɉɞɧɚɤ ɫɩɟɰɢɮɿɱɧɢɯ ɤɨɦɩ’ɸɬɟɪɧɢɯ ɡɥɨɱɢɧɿɜ ɪɨɡɤɪɢɬɨ ɨɞɢɧɢɰɿ. 
Ɍɨɛɬɨ ɪɿɜɟɧɶ ɡɚɯɢɫɬɭ ɡ ɛɨɤɭ ɞɟɪɠɚɜɢ ɹɤ ɜɥɚɫɧɢɯ ɪɟɫɭɪɫɿɜ, ɬɚɤ ɿ ɝɪɨɦɚɞɹɧ ɜɿɞ ɡɥɨɱɢɧɧɢɯ 
ɩɨɫɹɝɚɧɶ ɩɨɤɢ ɳɨ ɧɢɡɶɤɢɣ. Ɂɚ ɞɭɦɤɨɸ ɮɚɯɿɜɰɿɜ ɡ ɍɤɪɚʀɧɫɶɤɨɝɨ ɤɿɛɟɪɚɥɶɹɧɫɭ, ɜɢɦɨɝɢ ɞɨ 
ɨɛɫɥɭɝɨɜɭɜɚɧɧɹ ɞɟɪɠɚɜɧɢɯ ɪɟɫɭɪɫɿɜ ɬɚɤɿ, ɳɨ ɩɪɨɬɢɪɿɱɚɬɶ ɫɚɦɿ ɫɨɛɿ ɣ ɧɟ ɦɨɠɭɬɶ ɛɭɬɢ ɜɢ-
ɤɨɧɚɧɿ. ɇɟɨɛɯɿɞɧɨ ɫɩɪɨɫɬɢɬɢ ɡɚɤɨɧɨɞɚɜɫɬɜɨ, ɫɤɨɪɨɬɢɬɢ ɡɚɣɜɿ ɨɪɝɚɧɿɡɚɰɿʀ, ɡɜɿɥɶɧɹɬɢ ɥɸ-
ɞɟɣ, ɳɨ ɧɟ ɫɩɪɚɜɥɹɸɬɶɫɹ ɡ ɩɨɫɬɚɜɥɟɧɢɦɢ ɡɚɜɞɚɧɧɹɦɢ. ɍɫɤɥɚɞɧɟɧɧɹ ɡɚɤɨɧɿɜ, ɧɚɞɿʀ ɧɚ ɱɭ-
ɞɨɞɿɣɧɿ ɡɚɤɨɪɞɨɧɧɿ ɡɚɥɿɡɹɤɢ ɚɛɨ ɡɚɩɪɨɲɟɧɢɯ ɱɭɞɨ-ɫɩɟɰɿɚɥɢɫɬɿɜ – ɰɟ ɲɥɹɯ ɭ ɧɿɤɭɞɢ. ȼ 
ɍɤɪɚʀɧɿ ɜɿɞɤɪɢɬɨ ɤɿɛɟɪɰɟɧɬɪɢ, ɹɤɿ ɩɨɫɢɥɟɧɨ ɡɚɣɦɚɸɬɶɫɹ ɨɫɜɨєɧɧɹɦ ɛɸɞɠɟɬɿɜ ɿ ɝɪɚɧɬɿɜ, 
ɚɥɟ ɪɟɡɭɥɶɬɚɬɿɜ ʀɯ ɪɨɛɨɬɢ ɧɟ ɜɢɞɧɨ.Ɍɨɦɭ, ɹɤɳɨ ɧɟɦɚє ɝɪɨɲɟɣ ɧɚ ɬɟ, ɳɨɛ ɡɪɨɛɢɬɢ ɜɫɟ ɡɚ-
ɧɨɜɨ ɧɚ ɛɿɥɶɲ ɜɢɫɨɤɨɦɭ ɪɿɜɧɿ, ɦɨɠɧɚ ɫɩɪɨɫɬɢɬɢ ɧɚɹɜɧɭ ɫɢɫɬɟɦɭ. Ɍɪɟɛɚ ɞɨɧɟɫɬɢ ɞɨ ɜɢɤɨ-
ɧɚɜɰɿɜ ɩɪɨɫɬɭ ɞɭɦɤɭ, ɳɨ ɢɧɮɨɪɦɚɰɿɹ – ɰɟ ɰɿɧɧɿɫɬɶ, ʀʀ ɧɟɨɛɯɿɞɧɨ ɡɚɯɢɳɚɬɢ. Ɍɪɟɛɚ ɜɢɡɧɚɬɢ 

ɧɚɹɜɧɿɫɬɶ ɩɪɨɛɥɟɦɢ ɣ ɨɛɝɨɜɨɪɢɬɢ ʀʀ ɩɭɛɥɿɱɧɨ, ɚ ɧɟ ɡɚɣɦɚɬɢɫɹ ɩɟɪɟɤɥɚɞɚɧɧɹɦ ɜɿɞɩɨɜɿɞɚ-
ɥɶɧɨɫɬɿ.  
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Urgency of the research. The rapid development of IT technologies and intensive informatization of all spheres of society 

leads to the emergence of new information threats, so information security is one of the most important tasks of the IT industry. 

An important element in the development of new methods of information protection is the search for vulnerabilities in infor-

mation systems. 

Target setting A promising area in the field of information security is the development of active methods of providing 

protection, among which we can highlight the search for vulnerabilities of information systems. 

Actual scientific researches and issues analysis. Ethical hacking and penetration testing play a significant role in modern 

information security research, leaving in the shadows such an effective tool as volunteer research into the vulnerabilities of 

public information resources. 

Uninvestigated parts of general matters defining. Currently, in the works of domestic and foreign scientists, insufficient 

attention is paid to the opportunities for volunteers to study the vulnerabilities of state information resources. 

The research objective. The purpose of the article is to highlight the differences between approaches to cybersecurity in 

business structures and government agencies of Ukraine. 

The statement of basic materials. Customers are providing more and more personal information to IT companies, and 

companies need to protect it. But virtually every program has vulnerabilities, so personal customer data can end up in the 

hands of criminals. 

Conclusions. An indicator of the work of cyberpolice is the detection of crimes. Yes, cyberpolice does a lot of good, such 

as catching fraudsters and distributors of child porn. However, specific computer crimes have been uncovered. That is, the 

level of protection by the state of both its own resources and citizens from criminal encroachments is still low. 

Keywords: ethical hacking; computer networks; cybersecurity; information security; vulnerability detection. 
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