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BUSIBJIEHHA TA OLIHIOBAHHS KIBEPATAK B IHOOPMAIIMHUAX
MEPEKAX I3 BUITAIKOBUM MOMEHTOM IIOsABA

Ha ocnoai timosipHicnoi oyinku 6 pobomi po3kpumi onmumanvii, HOC1ioo8Hi abo Oau3bKi 00 HUX Npoyeoypu, Wo 00360-
aslomsb nioguwumu Kibepbesnexy inghopmayii. Po3e’sazana 3adaya, axa nonaeana 8 nooyoosi onmumanvtoi N-yciuenoi nocnui-
008HOI npoyedypu cninbHo2o sussnents kibepamax (KA) ma oyinku momenmy ii nossu npu ¢pyuxyii empam. I[Ipoananizosana
cmamucmuka, nog a3ana 3 ycepeonenum oocseom npoenosy (YOII). 3anpononosarno 3azanvhuil 6uenad onmumanbHoi npoye-
()ypu Nnocnio08HO20 GMEG.TZEHHE-OL;iH}O@LIHHﬂ KA 3 nesioomum momeHmom nosiéu npu 3a3Hav4erux empamax.

Kniouosi cnosa: xibepamaxka, ingpopmayiiini mepeoici, kibepsnius, xibepoesnexa.

bion.: 11.

AKTYyaJIbHIiCTh TeMH AocaikeHHs. [Ipu po3rsim npodnemu kibepOesneku iH(opmarlii He-
00X1/THO BpaxOBYBaTH MOXKJIMBI BU/IM HECAHKLIIOHOBAHUX [l (KibepaTak), siki BEAyTh O BTpaTu
a0o moymdikarii naHux. BusBnenHs, 3anodiranss abo iICTOTHe ycKiaaHeHHs Aii kibeparak (KA) -
OJIVH 13 LEHTpaJbHUX HaNpsMIB Tramy3i KidepOe3neku B iHPopMaliiiHuX Mepexax. BusHaueHHs
y3araJbHEHUX BUMOT 13 Kibep3axucTy iH(opMaliiHIX Mepex Bl KidepaTak Ha iH(opmalio Ta
OLIIHKA CTYTIEHs TX 3aXMIIEHOCTI € JIOCUTh CKJIQJIHUMU 331auaMu. J{0CB11 PpaKTUYHOI eKCIuTyaTaniii
1H(popMaLIMHIX Mepex y pi3HUX cdepax TisUTbHOCTI AepKaBU MOKa3ye, 110 ICHYIOTh peaibHi 3a-
rpo3u KA, 110 npu3BoJsTh 10 HEraTUBHOI'O BIUIMBY Ha CKJIAI0B1 KiOEepOE3neKH.

ITocTanoBKka npodaemMu. [CHYIOTh peaibHI MOXKIMBOCTI BUHUKHEHHS HETIepeI0aYeHUX CH-
Tyauiid BHacaiiok BIuuBy KA, 110 BeyTh 10 BTpaTtH iH(popMarlii abo 10 BTpaTH Mpare31aTHO-
cTi iHpopmMaLiitHoi Mepexi. Y KoHuenuii kibepOe3neku iHpopmaliiHOi Mepei Ha OCHOBI 3a-
rpo3 Bix KA moBHHHI BH3HAuaTHCsS HEOOXIJHI KOLUTH, METOAU Ta MPOLEAYPU BUSIBJICHHS 1
ouiHoBaHHA KA B Mepexax.

Mae wmicie nporec po3MexXyBaHHs Pi3HUX BHUJIB 3arpo3. Ilpu npomMy HEOOX1IHICTH PO3Y-
MiHHS poiii KA 1 kibepOe3rneku noB's3aHa B IEPULY UYepry 3 aKTHUBI3alll€l0 MDKHAPOAHUX TEPO-
PUCTUYHMX, EKCTPEMICTCHKUX OpraHi3alliil 1 3JJ04YMHHUX YIpyNOBaHb, a TAKOK OKPEMHUX Jep-
&KaB, K1 311HCHIOIOTH KiOepaTaku 1 KiOEpBIUIMBU Ha T'POMaJIH, CYCIUIBCTBO il JepKaBH 3
METOO peai3allii CBOiX 1HTEpeCiB.

[Ipu nupoMy B yMoBax BeJleHHsI T'OpUIHUX BlifH B OCTaHHI POKM CUCTEMATUYHO 3JIIHCHIO-
10ThCs pi3H1 KA, kiOepBIUTMBY 1 HECAHKIIIOHOBAHI [Ii1 B iH(pOpMaLiiHIX Mepexax, 10 MiApUBae
€KOHOMIUHY, BINCBbKOBY, TEXHIUHY Ta 1HIII chepH Aep KaBU.

Tomy, 1 epeKTUBHOTO (QPyHKIIOHYBaHHS 1H(QOPMAIIMHUX MEPEX Y Cy4acCHUX yMOBax 1
3ac001B X 3aXHUCTy, a TAKOX Ul HAJIIHOrO BUSBIEHHS 1 oliHIOBaHHSI KA HEoOX1JHO po3BH-
BaTH HOBI MIIXOIU 1 METOAM, X peari3allii.

AHaJi3 ocTaHHIX J0caizKeHb Ta NyOJikaniii. Y cydacHuX NOCHIKEHHIX 3HAYHE MicIle
MOCIJAt0Th JOCII/PKEHHS, IPUCBAYEHI BUSBICHHIO Ta OLIIHIOBAHHIO KibepaTak B 1H(opMarliii-
Hux Mepexax. Tak, y crarti [12] po3risiiatoTbest 0cOOIMBOCTI 3aCTOCYBaHHSI BUIIAAKOBOT HEll-
POHHOI Mepexi /s BUsiBIeHHs Jierkux atak B [oT. BusBnenuns anomaniii y Benukomacita0-
HUX KibepaTakax 3a JJOIIOMOI'OI0 HEUITKUX HEHPOHHUX Mepex NochiKyBanuch y [13]. Jeski
pe3yJIbTaTH, MOB'sI3aHi 31 CIIIJIBHUM MOCI1JOBHUM BUSIBJICHHSM 1 OL[IHIOBaHHSM, OTpUMaHi B [3].
3 pe3yabTatiB poOoTH [3] MOKHA 3pOOUTH BUCHOBOK, 10 B 3araJlILHOMY BUIIA/IKy 3HAWTH KOHC-
TPYKTUBHE PILICHHS HE BAAETHCS HABITh y IBOXAIbTEPHATUBHIN 3a1a4i. ToMy cipoOyemMo BU-
PIIMTH L0 3a7a4yy OararoaJbTEepHATHMBHOIO MOCIIJIOBHOIO BHUSBJICHHS 1 OLIHIOBAHHS KiOe-
paTtaku 3 BUIIQJIKOBUM MOMEHTOM ii MosiBU. BTpaTu B mpoiieci po3mi3HaHHs (BUSABJIEHHS) Ta
OLIIHIOBaHHS KiOepaTaku 3aliexaTh K BiJ] TOMUJIOK B 11 BUSIBJICHH1, TaK 1 BiJ] HETOYHOCTI OIli-
HIOBaHHS, 1110 HE J03BOJINTH 3a0€3MeUNUTH a/IeKBATHY MPOTHIIIO, 1 IPU IIbOMY BUHHUKAE 3a/1a4a
CHUIBHOTO PO3BUTKY M OLliHIOBaHHA [1; 2].
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BujineHnsi HeqOCHiIKEHNX YACTHH 3arajbHoi npodJemu. [Ipu BusBieHHI i po3mi3Ha-
BaHHI Ki0epaTak 3a3BU4ail IIIKaBJIATHCS HE TIABKU (PAKTOM IMOSBU Ti€l UM 1HIIOI aTaku, ane i ii
iHpOpMaTUBHUMU MapaMeTpaMu. Pe3ynbraT 1iil, 1110 BAKOHYIOThCS IIPU BUPILIEHHI 334241 PO
HasIBHICTbH KibepaTaku, 3aJIeKUTh BiJl CTYIEHs OJIM3bKOCT1 OLIHKH JI0 ICTUHHOTO 3HAYEHHS Ma-
pametpiB. [IpuyomMy Ha MPaKTULI MOMEHT NPUNHATTS pIlIEHHS 3a3BUYail He Oailty>Kui, OcKi-
JbKU 31 30UIBLICHHSM Yacy CIIOCTEPEKEHHsI, BUTPATH 3POCTAIOTh 1 Oa)XKaHO SKHAMIIBUILIE
OPUAHATTS piieHb. [Ipy 11bOMY MOCIHIIOBHI MPOLEAYPU BUSBIICHHS-OLIIHIOBaHHS, B3araii Ka-
AKYUH, MatOTh OUIbITY €()EeKTUBHICTD y OPIBHSIHHI 3 HEMOCH1JOBHUMH. ToMy BaXXJIMBUM Ta Ha-
raJIbHUM € MOIIYK ONTUMAJIbHUX, TOCIIOBHUX 200 OJM3bKUX 10 HUX POLIETYP, 1O 103BOJIUTh
MIBUIIUTH KibepOe3neky iHpopmariii.

Merta cTaTTi noJsirae y 3HaX0JUKEHHI ONTUMAaIbHUX, TIOCHIJOBHUX a00 OJM3BKUX 0 HUX
IpoLeyp, 110 JO3BOJIMUTH MiIBULIUTH KiOepOe3neKy 1Hpopmartii.

Bukaan ocuoBHoro marepiamy. Hexaii momis {6 = 1} o3Hauae HasBHICTH KibepaTaku
(KA), sixka MOXe 3 IBUTHCH B MOMEHT © > A, = Ao > 0, n > 1, mpuuomy 1y, = P(6 = 1) =
P(Ayg < ) <1 (myo =P(O =0) =P(Ay = ») =1—1my,). [Ipunycrumo, mo x,, n =1,
He3aJeXH] sIK 1 10 Tak 1 micist nosBu KA, Tak 110 cnpaBeiinBa MoJienb [2]:

n
Pyt = p(2160 = 0) = | [P = (k16 = 1,20 > na);
i=1
n

n
P11 (x11D) =p(e10 =14, =4) = nxoi(xi)P/lj+1(xj+1) 1_[ Py (x;),
i=1 i=j+2

JASA<(G+1Aj<n-1,n=1,N,ne Py,(x,) — WiIbHICTH, 10 3aJICKUTH BiJ A IpH-
qoMy

Py, (x,,) mpu A = nA,
PanGen) =g, GO = o

[IpuiinsaTa npu po3rasal y [4] 3amada BUsiBICHHS 30010 MOCIIOBHOCTI 0€3 OLIHKK HOTro
MOMEHTY.

3anava nonsirae B moOyI0B1 ONTUMaNIbHOT N-yCI4€HOI MOCIiI0BHOT MPOIEAYPH CIILIEHOTO
BusiBNieHHsI KA Ta OI[IHKM MOMEHTY i osiBU Ipu (YHKIIIT BTpaT:

gOl(n):H = O' Up = (1'171):

(M) 6 =1,1=nhu, = (1L, 1,),

gum +c— D +FR(A-1)",0=1,
A<nbu, =(1,1,),n=1N

Jie ¢ — BapTICTh 3aTPUMKH B OOYMCIIEHHI pO3B’s3Ky Ipo HasBHICTh KA Ta i1 mosiBu 3a OJUH

kpok; [A] = i mpu (i — 1)A< A < iA (i — iHTepBaa MiX BifTiKamu).

Po3B’s130k u,, = 0 Ha kpokax n=1, N-1 eKBIBaJICHTHO 3a pO3B’SI3KOM U,, IIPO MIPOAOBKEHHS
cnoctepexxenb [4]. Ha N-my kporii el po3B’ 30K € OCTaTOUHUM, OCKUIBKH MPOLEC {X,} CIO-
CTepexeHHIo Oinbiiie HepocTymHui i BTpatu g (6,4, u, = 0, N) moB’s3aHi Ta MAIOTh BUTJIS:

gOO(N):H =0, u, =0,
g0, uy, N) =3 g10(N) +c(N—[2]),60 =1,A < NA,u, =0, (2)
J1o(N) 6 =1,4 = NA,u, = 0.
Oynxkuis BTpat (1), (2) BiapizHseThses Bin [4]

90,2, up,n) = (1)
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gi(n) +wy, (/1511) - /1511)) npui,j # 0,
9ij (/155)'/151’)“) = gjomMupui=0,j=0,m— 1, 3)
gio(m)mpu j=0,i =0,m—1,

7€ W, — HecniaJiHa HeBiJ €eMHa (YHKLIsS, 110 BU3HAYAE 3aJI€KHICTh BTPAT BiJ HETOUYHOCTI OIli-
HIOBaHHS 1H(QOPMaLIHHOTO MapaMeTpy, AKa He 3a1eKUTh BiJ HOMEpIB TiNoTe3, M0 npuitma-
I0ThCS, Ta ICTUHHOI rinoTe3u. Biapi3HseTses THM, 10 BiJl 3HaYeHb 1H(QOpMaIiitHOro napameTpy
3aJISKUTh HE TIIBKM BTPATH 34 PaxyHOK HETOYHOCTI iX OLIIHIOBaHHs, ajie 1 caMa BeJIUYMHa
gij(n, ).

Hamnpuknan,

911, 1) = g1, (n) + c(n—[2]) 4)
npu A < nh, g;1(n, A) = go1(n) npu A > nA.

V yactuaHOMY BHnaaky, ko C = 0, g,,(n) = g11(n), g10(N) = G1o(N) (4) Brparu (1),
(2), (3) cniBnagarOTh Ta MOXKHA CKOPUCTATUCh PE3YyJIbTaTaMU, 1110 OTPUMYIOThCS B [5]. Buko-
puctoBytouu (1), HEBaXKKO MOKa3aTH, 1110 ONTUMAaJbHA OIIHKA BiAPI3HAETHCS BiJ] pe3yibTaTiB,
orpuMmanux B [5]. Bona sBisie coboro cepenniit anoctepiopruit posmomin P(Ag < A|xi, 0 =
1,A<nA) 3 mimnicrio P5; (D) = py PDP/[f; " P IDP(A)AAL A < nd, p()-
MUTBHICTE ampiopHoro posmofity [[(4) = Py(d, < 1|6 = 1), T0o6TO E?: = fOnA Apor (1)dA
OCKUIBKU

2
Wn(/l—/’l;) _ {Fn(/l—/ln) ,A < nA (5)
0,A=nA

BBeneMo no3HayeHHs: mg) xH=M [/16|xf, 0 =11, < nA],i >1;

N2
D,(x) =M [(/10 — mg)) |x1,60 = 1,49 < nA] — i-il HEEHTPAIBHII MOMEHT Ta JUCHEPCist

arnoctepiopHoro posnoainy (5); L, (x1*) — craTucTuka, oB’si3aHa 3 ycepeTHeHUM 00CSTOM TIpo-
rHosy (YOII)

P = [y o (1) /o (x1)] p(A)d2 (6)

® :
BukopucroByroun (2), MoxkHa mokazatu [6], mo g {m,’} cnpaBmIXKylOTbCs PEKypPEHTHI1
PIBHOCTI.

O = Lol Censd)m® + 252 12 0,m® = 0,0 > 1 7
Mpiq nlnt1 ) Vn+1Xnp )My L, | =0mg L= (7)

P1in(Xn)
Pon(xn)
Ln+1 = ﬁn+1(xn+1) + yn+1(xn+1)Ln'n = O'LO =0

[ A | PAn\Xtn .
Orxe, v (x,) = [ (T;l_ ot %p(/l)d/l,t > 0 mpraomy V2 (x,) = Br(x,).

[Ipu 1 = 1 cniBBigHOUIEeHH (7) 3aa€ aAropuT™ GOpPMyBaHHS ONTUMAJIBHOI OLIIHKK MOMe-
HTY BusiBjeHHs KA (6), npu 1 = 2 — Apyroro arnocTepiopHOro MOMEHTY. Takox 3riJIHO 3 PiBHi-
CTIO:

Tyt ¥, (x,) = CTaTUCTHKA L,, 3a]I0BOJIbHSE PEKYPEHTHE CHIBBIAHOIIECHHS [3]:

Dy () = my? () = [y ()] ®
Ta 3a gornomororo (7) 1 pekoMeHaanii [3] BU3Ha4aeThCsl anocTepiopHa AUCTIEPCis, a OTKE
9°f,n) = Fy Dy (x1) 9)
Sxuro 36iit mocnioBHOCTI ipu BusBiieHHI KA BinOyBaeThes, TO
Pin (%) = p1n(xy) mns Bcix A € [(n — 1)A,nA], (10)

a6o KA Moxke 3’aBUTHCH JHIlIe B AUCKpeTHI MOMeHTH nA,n = 0,1,2 ...
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P = ppd(A = 1), (TnzoPn = 1. 10 v,y = @, Va1 Gener) 723 [3], (7) eninye, 1o
, : 0 .
m = L,(a%, +Ly)™! <m§;) + %Z_+)n >0,my =0,i>1 (12)

n+1

j (n+1) .
Ac ar(l?d = fnZ A'p(D)dA; a‘fg.(:?l = Qn41-
3 (12) cninye, 110 3HaYeHHS OYy1b-SIKOTO MOMEHTY aloCcTepiopHOro po3noauny (5) Ha (n +

1)-my kpoui npu BukoHaHHi (10) ab6o (11) 3anexutp nuie Bi n CHOCTEPEKEHb, IPHUOMY
(Dy.
(L, my”):

m) () = miy (o) = megy (L myy) (13)

V Ounbi 3aranpHOMY BUnaaky Bupasu (7), (8) [3] moxkemo 3anucaru:
md o) = m (xnen, mi0, Ly ), i 2 1 (14)
Dn+1(xil+1) = Dn+1(5n+1) = Dnll(xn' xn+1)' (15)

ne Sy = (M2, m?); Zn = (Lo, S),

e Z n—TPAH3UTUBHA CTATUCTHKA

Zn+1(xil+1) = Zn+1(xn+1'Zn)rn =0 (16)
Crartuctuka 1, noB’s3aHa 3 L, piBHICTIO
_ v(lptAy)
T = vt an? (17)

A, =Py =nAlf =1),v= % .3 (14), (16), (17) cnixye, 1110 YMOBH, SIKI IPUNHATI B
—to1

[7] Bukonani, npuaomy Ty, = Zy = (Ln, Sn), Su = (MY, m$P), Snsr = Spar (s, Zn).
TakuM Y4HHOM, MOXKHA CKOPHUCTATHUCh TBEPPKEHHSM, IO MOCTIIOBHICTh {Z,,n = 1,n} €
JOCTaTHBOO, @ ONTHUMAaJIbHA MpOIeypa MOCIIIOBHOIO BUSBIECHHS-OLIIHIOBAHHSA MAa€ BUIJISA]
HaBezaeHull y [9], ne T=Z,, — TppoXMipHa cTaTucTHKa BiANoBiaHO (9), (15), npudyomy y Biamo-
BigHOCTI ¢ BUcHOBKamu y [8] VN = VN n=1, N = 1.
VY Tomy Bunajaky, ko (4) He BUKOHAHO, O€3M0CepeIHRO 3aCTOCYyBaTH TeopeMy 2 3 [ 8] He-

MOXJIMBO Ta 3aJada JC€IO0 YCKIAIHIKOETHCA, OIHAK TpBOXMipHa CTaTUCTHKaA Zn =
€Y

(Lp,my,~, mﬁf)) 3aJIMIIAETHCS IOCTOBIPHOIO 1 B IIbOMY BUNIAIKY. JlilicHO, BUKopucToByrouH (1)
ta (17), HeBaXxKO MoKa3aTH, 1110

Ry (¥, 73) = T (Zy) = ¢ By o, (18)
Ac Fnl(Zn) = (1 +v An)_l{VLn [gll(n) + + FnDn(Sn)] + gOl(n) + VAnng(n)}; (19)

in = P(Ay < iA|x{") — ammoctepiopHa HMOBipHICTh HassBHOCTI KA Ta MoMeHTy iA.
Anocrepiopnuii pusuk Ry, (x)) Busnauaerscs pisnictio 3 [10]. 3a nonomororo (18), (19)
Ta pekomeHauii [ 10] orpumyemo, 1110 onTuMalibHa npoueaypa Ha N-My KpoLll Ma€ BUTIISA:

0 Lmy, Ly = LY (D)
Uy (Zn) = 0
O' Ln = LN (DN )
ne Ly, ml(\,l) , Dy — HaxomaThes y BinosigHocTi 3 (8) Ta (9), a LY, (Dy) - mopir, 1o 3a0eXuTh Bif
arocTepiopHOi TOYHOCTI OLIHIOBAaHHS MOMEHTY nosiBu KA A,:
19(D.) = VAn[g11 (N)—g10(N)+go1(N)—goo (V)] 20
v (D) v[g10(N)=g11 (N)~FN DN ()] 20)
HactynHi pe3ynbratu OTpUMy€eMO JUIsl BUMQJIKy CTPUOKOMOIIOHOTO 30010 MOCIIIOBHOCTI
npu nosiBi KA, xonu Bukonyerscst ymoBa (10), abo a1 BUNaIKy AUCKPETHOTO PO3MOILTY MO-
MeHTYA, (11). Ilpu upomy, sik cruigye 3 (13)
Dry1 (x§™) = DpyalZn(x)],n 2 0, 1)
ne Zn— TpaH3UTHA CTATUCTUKA.
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BukopucroByrouu (19) —(21), (16), (18), aHanoriuxo [4], MO>kHa TOKa3aTH, 110 HATMEHIITHHA
anocrepiopanii  pusuk (HAP) B o6macti mpomoBkeHHs —crHocTepexens Vi = VN =
[RNo(x1") < Rpo(x1)] mae Burns:

Ry (x) = TNy (Z,) + Xy i, (22)

< —n Dz N

e T (Zy) = Do (Z,) + By 222, (23)

Bennunan D,(lV) BU3HAYAIOTHCSl PEKYPEHTHO Y BIAMOBIAHOCTI 3 PIBHAHHIMU
D7(1V) (an N) = ny(l‘:-)1_1[Zn+1(xn+1Zn)' N] p0n+1(xn + 1)dxn+1' v 2 2, (24)
Dr(Ll)(anN) = Fn+1Dn+1(annr N)U(Ln + an+1)- (25)
®ynkuis 'Y, BuzHavaeTses 3a monomororo [11], B axux Ln 3aMiHs€ThCs Zn, TaK SK 001aCTi
Xr?+1(Zn' N) = [xn+1: l—‘g+10 (Zn+1) = l—‘g+11(Zn+1)]; (26)

Xa41(Zn, N) = [xn41: TR 410 (Zni1) > TRi11 (Zng)]

3aJie’kaTh He TUIbKH Bif Ly, ane 1 Bif m;“, mﬁf) 3 BupaziB (18) ta (22) ciinye, 110 onTUMAaIbHA

Ipoleaypa MOCIiI0BHOIO BHUSBIECHHS-OLIHIOBaHHA KA 3 HEB1ZIOMMM MOMEHTOM IOSIBU IPH
BTparax (1) y 3araqpHOMY BUIIAJKYy IPYU HEBUKOHAHHI YMOB (4) Ma€e BUIJISL

) N
u(Z,) = { o € 7
0,2, ¢€V,;,n=1N
Je V,’l\’1 - 001aCTh 3yNMHKH CIIOCTEPEKEHB!
VN = [Zn: T (Zy) < FN(Z)] (28)

[Ipuyomy Ha N-My Kpotii poretypa BU3HadaeTbes ciBBiaHOmEeHHM (19) Ta (20).

BucHoBku. TakuM 4nHOM, SKILO B 33J1a41 BUSBIICHHs 0€3 OLIHIOBaHHSI MOMEHTY nosiBu KA
a0o0 mpu BUPIIIEHH] 3aJa4i BUSBJICHHS 1 OLIHIOBAaHHS OKPEMO ONTHMaJbHA MPOLEAypa 3aCHO-
BaHa Ha MOPIBHAHHI OJTHOBUMIPHOI CTATUCTHKH Ly C 3 A€TepMiIHOBAaHUM ITOPOTOM, TO MIPH CIIi-
JLHOMY BHpIILIEHH] LMX 3aBJIaHb ONTUMAaJIbHI 00JIaCT1 3YITMHKH 1 IPOJOBKEHHS CIIOCTEPEKEHD
BHU3HAYAIOThCS B TPUBUMIPHOMY MPOCTOPI (3a J0MOMOTroro piBHOCTEH (23) - (26) 1 (28)).

Kopuctyrouncs criBpinHomenHsM (23) — (26), Mmoxkna nokasaru, mo F (1, S,) € Hene-
PEPBHOIO (PYHKIIEIO TT,, IPU KOXKHOMY (PIKCOBaHOMY 3HaY€HHI Sp. Lle cBIIYMTH PO MOKIMBO-
CTI1 MpeJICTaBJIeHHs npaBuia (27) y BUIIsAL

(1,m,(vi)),Ln > 19(S,, N)

0, L, <L%(S,,N),n=1,N
ne L9 (S,,, N), - nopir, sxuii 3Haxomuthes 3 pisHocti: I, (v, S,) = T (,S,),n=1,N — 1.
[Ipuyomy npu n = N nopir Bu3Hadaerbes piBHICTIO (20). OnucanHsa BupazoMm (29) moxe
BUSBUTUCH OUTBLI 3pYYHUM 3 MPAKTUUHOTO OISy, HIXK (27) Ta (28).
Crpykrypa npoiienyp BUsIBICHHS BULy (27) Ta (29) 3anuiaeThCs ONTUMAIBHOLO 1 IPU He-
BukoHaHH1 yMoB (10) Ta (11). Ognak cniBBigHOWmEeHHS (23) — (25) mpu LIbOMY BXKe HE CIpaB-
JDKYHOTBCA.

uy(Zy) = (29)
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Volodymyr Khoroshko, Mykhailo Shelest, Yuliia Tkach

DETECTION AND EVALUATION OF CYBERATACS IN INFORMATION
NETWORKS WITH RANDOM MOMENT OF OCCURRENCE

Detection, prevention or significant impediment to cyberattacks (CA) is one of the central areas of cybersecurity in infor-
mation networks. Determining the generalized requirements for cyber protection of information networks from cyberattacks on
information and assessing the degree of their security are quite difficult tasks.

There are real possibilities for unforeseen situations as a result of cyberattacks, leading to the loss of information or to its loss
and loss of information network. The concept of cybersecurity of the information network on the basis of threats from cyberattacks
should determine the necessary tools, methods and procedures for detection and evaluation of cyberattacks in networks. Therefore,
for the effective functioning of information networks in modern conditions and means of their protection, as well as for the reliable
detection and evaluation of cyberattacks, it is necessary to develop new approaches and methods, their implementation.

Some results related to joint sequential detection and evaluation were obtained in [3]. As follows from [3], in the general
case, is not possible to find a constructive solution even in the two-alternative problem. Losses in the process of recognition
(detection) and evaluation of a cyberattack depend on both errors in its detection and inaccuracy of evaluation, which will not
provide adequate response, and there is a problem of joint development and evaluation [1, 2]. Therefore, we will try to solve
this problem of multi-alternative sequential detection and evaluation of a cyberattack with a random moment of its occurrence.

Consistent detection and evaluation procedures are generally more efficient than inconsistent ones. Therefore, it is im-
portant and urgent to find optimal, consistent or close to them procedures that will increase the cybersecurity of information.

The purpose of the article is to find optimal, consistent or close to them procedures that will increase the cybersecurity of
information.

Based on the probabilistic assessment, the optimal, sequential or close to them procedures are revealed in the work, which
allow to increase the cybersecurity of information. The problem to build the optimal N-truncated sequential procedure for joint
detection of cyberattacks (CA) and to estimate the moment of its occurrence in the loss function was solved. Statistics related
to the average volume of the forecast (UOP) are analyzed. A general view of the optimal procedure for sequential detection-
evaluation of a cyberattacks with an unknown moment of occurrence during these losses is proposed.

Thus, if the optimal procedure is based on comparing one-dimensional statistics Ln ¢ with a deterministic threshold for
solving the problem of detection without estimating the moment of cyberattacks or for solving the problem of detection and
evaluation separately, then the optimal areas for stopping and continuation of observations are determined in three-dimen-
sional space for solving these problems.

Keywords: cyberattack, information networks, cyber impact, cybersecurity.
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