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JOCAIKEHHA TEXHOJIOT' T TYHEJIOBAHHS
B CYHACHHUX KOMII'IOTEPHUX MEPEKAX

YV cmammi nasedeno pesynvmamu HANiGHANYPHOLO MOOENIOBAHHSL MEPeNcedoi CUCeMU MA AHAN3 BUKOPUCIIAHHSL C)-
YACHUX MEXHON02Il CMBOPEHHSL KOHQIOeHYIUHUX KAHANIG 36 A3KY (MYHeni8) y nyOniyHux ma npueamuux KoMn 1omepHux mepe-
arcax. Jlocnioxcents npogedeno 3 Memor BUSGIEHHS 0COONUBOCMEll peani3ayii ma UKOPUCTIAHHS NPO2PAMHO20 3a0e3NeueHHs.
30 YMOBU SUKOPUCIAHHS PI3HO20 ANAPAMHO20 3a0e3neueHHs 6i00M020 8UPOOHUKA Mepediceso2o obnaouanus Mikrotik. Buse-
JIeHO 0cOBIUBOCMI PIZHUX MEXHONO02IT MYHENI08ANHS, WO BUKOPUCTIOBYIOMbCS 6 MEPENCEGUX NPUCMPOSIX 3 ANAPAMHUMU 3ACO-
bamu wupysants, ma HAOAHO PEKOMEHOAYIT WOOO IX BUKOPUCTNAHHSL.

Kniouogi cnosa: xomn tomepna mepedsica;, mynens, wugdpysanns; kongioenyiunicmo, WireGuard; IPSec; GRE, L2TP;
Open VPN; EolP; ISP.

Puc.: 8. Tabn.: 1. Bién.: 9.

AKTyaJIbHICTh TeMH JA0CTiKeHHs1. CydacHI KOMIT IOTepHI MEPEXKi € TeTEPOreHHUMHU, 1110
BUKOPHCTOBYIOThH Pi3HI TEXHOJIOTI] Ta KaHa/U 3B’ 513Ky. KoprmopaTiBHa Mepexa mianprueMcTBa €
CYKYIHICTIO BHYTPIIIHIX Ta 30BHIMIHIX KaHATIB 3B 53Ky, 110 MOEAHYIOTh YaCTUHU i€l KOpITO-
paruBHOi Mepexi. [Tutanns koHpineHIIHOT nepenadi iHGopMmarlii B TaKUX Mepekax € akTya-
JHHUAM. 3MIHH y CBITI, IO IPUBEIIN 10 301TBIIICHHS YaCTUHU MPaIliBHUKIB [ 1; 2], 1110 MpaItorTh
y BijiageHomy (opmari, € oHUM i3 (paKTOPiB, 110 AKTHBHO CIPHUsIE BIPOBAIKEHHIO 30BHIIIHIX
3aXMIIEHUX KaHAIIB 3B’sI3Ky 3 iHQOpMAIiHHUMH CHCTEMaMu Ta ITiICHCTEeMaMH, 1110 TepedyBa-
I0Th y BHYTPIIIHI{ IPUBATHIN YaCTHHI KOPIIOPATHBHOT Mepexki. BuMory, 1o BUHUKAIOTH Tiepes
BUPOOHHMKAaMU MIPOTPAMHOTO Ta alapaTHOIo 3a0€3MEeYEeHHs] KOMIT IOTEPHUX MEpPEeXk, MPUBOASTH
710 BIIPOBA/KCHHSI HOBUX MPOTPAMHHX Ta alapaTHUX peasti3aliidl MeTO/iB 1 MepeKeBUX MPOTO-
KOJIiB KOH(DiIeHIiiHOT mepeaayi iHopmartii [3].

IMocTanoBka npodaemMu. BukoprcTanHs 10JaTKOBHX 3ac001B MU(pyBaHHS O3BOJISIE 3a-
Oe3rmeunTH KOH(I1ACHIIIHICTD 3B’ 13Ky, ajie MPHU 1IbOMY BIUTMBAIOTh HA MTPOAYKTHUBHICTh CHCTEM
U(POBOTO 3B’SI3KY: 3aBAaHTAKEHHS KaHATy CIY>KOOBUMH JTaHHUMH, 3aTPUMKH, HAaBAaHTAKECHHS
Ha [EHTpaJIbHUI 00UMCIIIOBAIbHUNA MOy Ib MEPEXKEBOro 00IaiHaHHs. BrpoBakeHHs Ta BU-
KOPHCTaHHS HOBUX TEXHOJIOTIYHUX PIIIEHb y CHUCTEMax Oe3MepepBHOrO IIUKITY BUMAraroTh ITi-
JIBUILEHOI yBard J10 TUX 3MiH, 1110 MOXKYTb HETaTUBHO BIUIMHYTH Ha POOOTY CHCTEMH 3arajoM.
Oco06nMBO 11€ BXKIJIMBO [T CUCTEM KPUTUYHOT iHPPACTPYKTypH.

Jnist 3MEHIIEHHs PU3MKIB, OB’ SI3aHUX 13 BIPOBAKEHHSAM HOBMX DILLIEHb Y CUCTEMHU Oe3-
NEPEPBHOTO LUKITY, HEOOXiTHO POBECTH aHaJIi3 Ta OIIHUTH BIUIMB HA OCHOBHI XapaKTepHC-
THUKU CUCTEM.

AHaJIi3 ocTaHHIX AocaikeHb i myOaikauiii. Ha cboromHi icHye Benmka KiJIbKiCTh Mepexe-
BUX MPOTOKOJIB, 32 IOTIOMOTOIO SIKUX MOXKJIMBE CTBOPEHHS TYHENIB K KOH(IACHIIMHUX, TaK 1 Ta-
KHX, 110 TIePeIatoTh iHpopMariio y BimkputoMmy B [4]. TyHem BUKOPHCTOBYIOTHCS HE TUTBKH
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JUis 3a0e3eueH s KOH(IIESHIIIHHOTO 3B 3Ky, a T 3a0€3MeUeHHS KUBYUOCTI KOMIT FOTEPHUX Me-
pex [S]. CygacHe MepeskeBe 00IaIHaHHS — [IE JOCTATHBO CKJIA/IHI POTpaMHO-anapaTHi CUCTEMH,
10 MiATPUMYIOTh 6arato cTaHIapTiB Ta MPOTOKoIiB. HuHI Bimomuii BUpOOHHUK MepekeBoro oomia-
nHanHs MikroTik oHoBuB onepauiiiny cuctemy RouterOS 1o Bepcii 7, 16 OCHOBHOIO 3MIHOIO €
BUKOPHCTaHHS OHOBJIEHOTO siipa Linux Bepcii 5.6.3, 1110 103B0JIsIE BUKOPUCTOBYBATH MapILIpyTH-
3aTopaM JIeKUIbKa BapiaHTIB CTBOPEHHS 3aXUIIEHUX 3’ €HaHb [3; 6].

Bujinennsi He0CTiIZKeHMX YACTHH 3arajibHOI MPodaeMH. Y CydyacHUX JOCITIIKEHHIX
OCHOBHY YBary HpUIUISIOTH ajlroputMaMm IudpyBaHHS ab0 MPOTOKOJaM TYHEJIOBaHHA 0e3
ypaxyBaHHSI 0COOJIMBOCTI NPUCTPOIB, 1O iX peani3yoTh. Y pasi peaiizallii 3a 10IOMOrow oo-
JajiHaHHA 200 HaMiIBHATYPHOTO MOJICJIIOBAHHSI HE OLIIHIOIOTH BILIUB BUKOPUCTAHUX MPOTOKOIIB
Ha XapaKTepUCTUKH Mepexi [7].

Meta gocaimzkeHHsl. MeTOIO CTaTTi € PO3BUTOK HAMIBHATYPHOI'O MOEIIOBAHHSA poOOTH
KOMII'FOTEPHUX MEpeX Ta 1HIIUX MEPEKEBUX CHCTEM, SKUH MOKE BUKOPHCTOBYBATHUCS B HaB-
YaJgpHOMY Tporieci [§] Ta BUpoOHMUMX cucTeMax. Pe3ynbraroMm MoIentoBaHHs € KUIbKICHI 1TO-
Ka3HUKHU MPOJYKTUBHOCTI MEPEKEBOro 00T JHAHHS Ta KaHAIB 3B’ A3KY.

Bukiian ocHoBHOro marepiany. HaniBHaTtypHe MoJie/IOBaHHSI — 11€ MOJIECJIIOBAHHS 3 pea-
JBHOIO anapaTypolo, MPH SKOMY YaCTHMHA CUCTEMH MOJIEIIOEThCS, a PELITa YaCTHHU € peajb-
HO0. 3aCTOCYBaHHS TAKOI'0 METO/Y MOIEJIIOBAHHS CTa€ HEOOX1THUM Y TUX BHIIaJIKaX, KOJIU HE
B/IA€THCSI OMMUCATH POOOTY AESKHUX €JIEMEHTIB CUCTEMHU MaTeMaTH4HoO [9].

J71st MoJieTFOBaHHSI KOPIIOPATUBHOI MEPEXK1 BUKOPUCTAHO peasibHE O0JIaIHAHHS Ta MIKMI-
CBbKI KaHaJM 3B’sI3Ky HpoBaiepiB. [lJi1 OTpUMAaHHSA TOYHUX KIJIBKICHUX XapaKTEPUCTUK TyHe-
1B, TOOYy/I0BaHUX 3 BUKOPUCTAHHIM PI3HUX MEPEKEBUX MPOTOKOJIIB, 1HII BUIU TpadiKy Kop-
HOPAaTUBHOI CUCTEMU NPUHMAIOTBCA PIBHUMHU HYIO, TOOTO MaroTh OyTH BiACYTHI.
3anpornoHoBaHa HalliBHATYpHA MOJIENb 3 HAJIAIITOBAaHUMHU 1HTepdeiicaMu HaBe/leHa Ha puc. 1.

[[To6 pe3ynbraTe Oynu 00’ €KTUBHUMU, Y TECTOBIN cXeMi 3 000X KiHIIIB BCTAHOBIIEHO 0011a-
nHaHHs MikroTik hAP ac2, y axomy HasiBHUI amapartHuil 4in mudpyBaHHd. Sk nporpamue
3a0e3neueHHs MapuIpyTu3aTopiB Bukopuctano RouterOS v.7.1. OnHe 3 10JaTKOBUX NMUTaHb,
SIK1 JOCITIJDKYIOTBCS, € B3aEMOIisI arrapaTHOTO Yirna MmugpyBaHH 3 IICHTPAITBHUM MPOIECOPOM.
Sk ISP 3 060x kiH1iB BukoprctaHno kanan 100 Mbps.

Office 2 Office 1

e

Iy
| 4

MikroTik MikroTik

hAP ac? hAP ac?
wireguard: 172.19.2.2/30 Internet wireguard: 172.19.2.1/30
gre: 172.19.1.2/30 gre: 172.19.1.1/30
12tp: 172.25.25.2 ——— WireGuard tunel 12tp: 172.25.25.1
ovpn: 10.8.8.2 R . Taa ovpn: 10.8.8.1
eoip: 172.19.2.6/30 GRE tunel + IPSec eoip: 172.19.2.5/30

e L2TP tunel + IPSec
OpenVPN

EolP tunel + IPSec
Puc. 1. Cxema nioxnouenHs mapupymu3amopis y HaniHamypHitl MoOesi KoM 10mepHoi Mepedici

Kpurepii, siki BpaxoBaHO NP MPOBEJACHH1 €KCIIEPUMEHTIB: MEPEKEBUH MPOTOKOJI TYHEIIO-
BaHHS Ta MM(PYBaHHs, TUI 3’ €THAHHS TPAHCIIOPTHOTO PiBHS, BIINIPABICHHS YU MPHIOM Ja-
HUX. SIK pe3ynbTaT MpPOBENEHHS EKCIEPUMEHTAIBHOTO JOCIHIDKEHHS PO3TIITHYTO 3aBaHTa-
YKCHHS TIPOIIecopa, KOPHCHA MPOITYCKHA 3/IaTHICTh Ha MPHUIOM Ta Tiepeaayvy.
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JU71st IpOBe/IeHHs! €KCTIEPUMEHTIB MOCITiIOBHO HAJIAILITOBYBABCS OJIMH 13 3a3HAYEHUX THIIIB TY-
HedmiB. Takox u1s IKOCTi 3B’S13Ky MOTPIOHO pO3MEKYBaTH AOCTIKEHHS TI0B sI3aHi 3 TPAHCTIOPTHUM
piBHeM Mozeni OSI. ToMy 1151 KOXKHOTO 3 TPOTOKOJIIB BUKOPUCTAHO JJaTarpaMHHUIA PEXXUM repeadi
JTaHKUX 3a gonoMororo rmpotokory UDP Tta 31 BcraHOBJIeHHSM 3’ €qHaHHs — mpoTokon TCP.

SIk reHepaTop AaHMX JJIs1 HABAaHTA)KEHHS KaHaITy Mepe/adl JaHUX BUKOPUCTAHO CTaHIapTHUM
BOynoBanuii y RouterOS inctpyment Bandwith test. HasBHICTE Takoro iHCTpyMeHTa J03BOJISIE
HPOBOJUTH BUMIPIOBaHHS CaMe Ha MEpeXeBOMY 00J1aIHAHHI Ta HIBEJIO€ BIUTUB POOOTH JIOKAJILHOT
MEpEeXki Ha pe3yIbTaTh EKCIIEPUMEHTIB. HamamryBanHs TUITY MOTOKY (TPaHCIIOPTHOTO PiBHSA) 3HA-
XOJISAThCS Y BikHI HanartyBaHHs Bandwith test (puc. 2).

th Test (Running])

Protocal: ( udp @ tep \St#‘

Local LDP Tx Size: |:| A
Remote UDP Tx Size: |:| -
Direction: EI

Connection Count: l:l -
Local Tx Spead: I:I ¥ hps
Remote Tx Spead: l:l ¥ hps

[ |Random Cata

T E—
Pesowar -

lostPaketss0 |
Tx/Rx Current: |0 bps/87.0 Mops
Tx/Rx 10s Average: |0 bps/85.9 Mbps T

-+

Puc. 2. Hanawmyesanns Bandwith test

Ha puc. 3 HaBeneHO pe3ysibTaTH TECTyBaHHS TYHEINIO, KU MOOYIOBaHO 3a JOITOMOTOIO
BOYZI0BaHOTO MPOrPaMHOI0 3a0e3MeueHHs, 1110 BUKOPUCTOBYE npoTokon WireGuard. Sk BugHO
3 puc. 3 OCHOBHE HaBaHTAXEHHSI BUKOHYETHCS MPOIIECOPOM, 1110 CBITYUTH MPO T€, IO Ui IIU-
¢dpyBaHHA B 11l peanizallii He BUKOPUCTOBYETHCS.

Banchwicth Test (Running) (=] E3
- - St Uptime: [07:21:03 . ox Interface Greghe Queve Graphs Resource Graphs | .
Protocol: i & tep Step Free Memery: [S32MB | [ hid| leing__]

Local LDP Tx Size [\ e Total Memery: [128.0 MB uss Tree ! L
Remate LDP Tx Size —‘v HCO
CRU: | ARMWT o MZ:TIG'V
Direction: [receive = 1 IRQ
— CPU Court: [4
Correction Count: - CPU Frequency: [896 Mz ]
Local Tx Speed: v bes | CULoad: [57 % |
Remote Tx Speed: v bes (=E3
Random Data N =
Total DD Size; [| PV 14! + Start
User: A Stop
Password: | FHFrEsssnk s - Close
Total Sector Writes: e
Lot Packets: [0 !
TwRx Current: |0bps/87.0 Mbps me |y [usage | -
TxRx 105 A 0bps/85.9 Mbps ‘ e . l‘ an . *
werage: L —
- = Board Marme: o ol
W 1 ssl
Version; 2 50
= 3 75
Build Time: " 70 h—
&0 I
85.0 I
52.0 B
0 05
enorypting 1 oo
[0 x Jercrypting 2 05|
i 1 — o |enoypting 3_00
1‘_ ili' a ﬂ — 0 25]
[Address Netwiork [interface = fethernet 1 1sH
D T ethernet 2 1350
|- 210123 17218.1.0 GREICHEIMEIN |cthermet 3 as|
 172.19.2.2(30 172.18.20 waChe firewall 0 35|
D T Ll7225052 17225251 |2 cre firewall e |
i firewall 2 180
| - firewall 3 65l =
6 items (1 selected) 56 Items (1 selected)

Puc. 3. Tecmyeanus mynento 3 sukopucmannsam npomoxony WireGuard
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Ha puc. 4 HaBeeHO pe3ysIbTaTH TECTYBAaHHS TYHEIIO, SKUH 1MOOYI0BAaHO 3a JOIOMOTOI0
BOYI0BaHOT'0 IPOrpaMHOro 3abe3neucHHs, o BukopuctoBye nporokon GRE + [PSec. OcHo-
BHE HaBAHTAXKCHH TAKOXK BUKOHYETBCS MPOLIECOPOM, OTIKE, qin mudpyBaHHS HE BUKOPHCTO-
ByeThCsl. HaBaHTa)KeHHsI HA MPOLIECOP MEHIIIE, HIK Y MONEepeIHbOMY €KCIIEPUMEHTI.

TestTo: [172.19.1.1 .l Start Uptime: [08:25:52 o marfna-m\mm Rescurce Grpts |,
Protocol: © udp = tp £ Free Memary: |53 2 MB FCl r Find
Local LDP Tx Size: Close Total Memary: [1280MB = ipe “ -

-
Remote LDP Tx Size: -
Directicn: |receive 1

-

K

TR 108 Average: [0 bpe/77.0 Mops

== i

r\.rnlng

[+

e
© oK
o
[

W O W e O
=
=]

<]

Puc. 4. Tecmyeanus mynento 3 sukopucmanuam GRE + IPSec

Ha puc. 5 HaBenieHO pe3ynbTaTu TECTyBaHHS TYHEJIIO, KU ITOOY/T0OBAaHO 3a JOMTOMOTO0 BOY-
JIOBAHOTO TIPOTPAMHOTO 3a0e3MedeHHs, 10 BUKOopucToBye mpoTtokon L2TP + IPSec. OcnoBHe
HABaHTAKEHHSI BUKOHYETHCS MPOIIECOPOM, [0 O3HAYAE, IO Uil MU(PPyBaHHSI HE BUKOPHCTOBY-
erbest. Cnijy 3a3HAUMTH, 10 HE 3aBXKAM PO3IMOJILT HABAHTAXKEHHS HA O0UMCIIIOBAIbHI €JIEMEHTH
nponopuiiHuil. Lle 0co6a1MBO NOMITHO, KOJIM BUKOPUCTOBYEThCs ipoTokon TCP. 3rigHo 3 npu-
nymieHHsIM npu BctaHoBiieHHI TCP 3’eqHaHHs Bech MOTIK/ceaHC 00pOOII0ETHCS OAHUM 004YHC-
JIFOBAJILHUM €JIEMEHTOM 1 HE 3MIHIOE€ThCS III/IHaMl'-IHO 3aJIeKHO BiJl HABAHTA)KEHHSI.

O x| e (w]|ES q a aj x
TestTor |172.95.25.1 . Start Uptime: |07:10:45 Interface Graphs  Queus Graphs me&a:*s|
Protocol: © udp @ top Stop Free Memory: |50.6 MB N Find
= - e Total Memory: [128.0MB = % . [>
Remots LDP Tx Size: U | oD
CPU: [ ARMYT ]
Direction; [serdt o
i . T — ]
Cornection Count: P Frequency: | 896 MHz
Local Tx Speed: ¥ bps CFU Load: |31 %
Remote Tx Speed: bt P R g X
0 e e Free HDD Space: 3
Random . —
Total HOD Size:[{ S (3 ¥ st
User: | - Step
o Sactor Writes Since Reboot: |1 —
Total Sector Writes: ] e virao |
Lost Packets: [0 Bad Blocks: [
T Current: |72.1 920 Name lez0) Usage 2
R Mope/1920 tpe L Architecture Name: |45ragrg ‘ |'U.u l,
Tx/Rx 105 Average: |68.9 Mbps/0 bps oridging 3 00 =
- Board Name: [f
- Otest 0 05|
— Version: | Jltest 1 15] |
’ _ otest 2 25|
Euild Time: [ e
&) 89.5
el 60]
2 95l
m 3 235
lercrypting 0 15 l
Dﬂ”v|Wed.lv Mority Yearly EI 3 P : 0o
Dec/11/2021 20:10:42] T|F ﬂ&ﬁﬁ Find et 0 25|
/11/20 etherret 1 05|
|address [ vetwark Interface | |lethernet 2 05|
D T ethermet 3 30|
|- 172190200 172.19.10 GRE_Che_Myr | firewal 0 240l
T 17219.2.2/30 172.19.2.0 wolThe firewall 1 05|
=} 17225252 172.25.25.1 I2tp_Che firewall 2 05|
i firewall 3 30|
| . grephing 2 00 =
|6 items (1 selected) 49 items (1 selected)

Puc. 5. Tecmysanns mynenio 3 euxopucmanusm L2TP + IPSec
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Ha puc. 6 HaBeneHO pe3ynbTaTi TECTyBaHHS TYHENIO, SIKUil TOOYJ0BaHO 3a JOMIOMOTOI0 BOY-
JIOBAHOT'O TIPOTPAMHOTO 3a0€3MEeUYCHHSI, 0 BUKOPUCTOBYE npoTokoll EolP + IPSec. OcHoBHe Ha-

BAHTA’KCHHA BUKOHYETLCA ITPOLECOPOM, 110 O3HAYAE, 10 qin HII/I(l)pYBaHH}I HC BUKOPUCTOBYETLCA.
m

TestTa: | 1721925 surt 7 Find Uptime: [1d00:43.18 o] it e |
Promeok: € udp € 0 sep | o e (w;’hm mwlw ) 4 Pt I - 7 [Foa__|
Local LR T Size: - Closs o1 a5 o of | Total Memory: | 128.0 ME = [Type. |-
. D 5 o o
RemoelDpTase: [ |
- - 2 culme [ *
Drecton; | eceim *
- CRU Count: (4
comectongont:| ¥ CPU Froquency: 596 ke ]
Local T Speed: | | = bps Emﬂ:«s«. l
O — T
- i Fritis HOD Space: | 1944 ki ]
Random
Totsl HCO Size: [15.3 MB N Vi
‘Sector Writes Since Retoot: |41 933 CPu [ussge -
i - - 0 oo *
Total Sector wriss: 766 711 0 20 +
leafmrn ) Bad Blocks: [0.0 % ET] l-
Txffx Current: |0 bps/B17 Meps. 3 2
T 108 Average: [0 a7 s arhescuratine: o =
Board Hame: haP ac™2 40.5 N
Rix Total Aversge: [0 bps/79.0 Meps. [ R >0
wersion: 7.1 (sting) ] Y
Build Time: [Dec/D1/2021 14:07:27 g-‘; -
o0
TS
os|
L
25
20|
Resource Graph <CRU> as|
o 20l

Dallylmnlm* Yearly

1721910
1721920
1720924 =onche
1225251

o

Puc. 6. Tecmysanns mynenio 3 uxopucmannsim EolP + IPSec

Ha puc. 7 HaBeieHO pe3ynbTaTd TECTYBaHHS TYHENIO, KU MOOYJOBAaHO 3a JIOTIOMOTOIO
BOYZI0BaHOTO ITPOTPaMHOTO 3a0€3MedYeHHs], 10 BUKOPUCTOBYE TpoTokoa OpenVPN. Js iiboro
MPOTOKOIy TMepeadadeHo mudpyBaHHs 3 BUKOPUCTAHHIM anapaTHOro mudpyBaHHS, 10 OJI-
pasy MOMITHO, OCKUTBKH HaBAaHTAXXEHHS Ha IIEHTPAILHUMA MPOIIECOP MEHIIIE, HIXK y TTOMIEPETHIX
eKCIIePUMEHTaX.

s tace Rules | Qusue s Resource Rules ..

[#][=] 7] [[Saehra etron

S p——

Fic: 223 Mbgs
Ta: 4202 b

T e I =]
=) =
3 Ls
535
TH/R CLTent: |0 bps/21.9 Mbps Free Memory: [46.0 M GD-
EZ)
T/ 105 Average: [0 bps/22.5 Vbps Total Mesriory: [128.0MB Er |
1 § 7 oo
Ta/x Total dverage: [0 bps/2LE Mbps N ——
b i B aeh
CPU Fraguancy: [696 MHz EEII
0s
[ cruLcad: [sow | 15

Free HDD Space: | 1504 KB
Total ke size: [15.3 MB
Dlif|w-aw Morithly esrly lIl Sector Writes Sknce Reboat: |53 162
Total Sector Writes: | 797 40
Bad blocks: (0.0 %

AthtectraMame: [am

B = S—
wersion: [7.1 (esting)

bk i e

T E—

B

[ =

&
+

Puc. 7. Tecmysanns mynenio 3 gukopucmanmusam OpenVPN

Jlnst TyHeNiB, A IKMX MOMKJIMBO BUKOPHCTOBYBATH SIK TpaHCHOpPTHUH mpoTtokon TCP ta
UDP, 6y10 npoBe1eHOro /1Ba eKCIIEPUMEHTH, 1110 MiATBEPAUIN BXKE OTPUMAaHI Pe3yJIbTaTH.
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OpmHUM 3 OCHOBHHUX KPUTEPIIB BUKOPUCTAHHS TYHENIB € KOPUCHA MPOITYCKHA 3/1aTHICTh Ka-
Hamy (puc. 8). 3arajibHi pe3y/IbTaTH MOJICTIOBAHHS HABEICHO B TAOJIHIII.

Interface Graph <wgChe:> E Interface Graph <&

Daily ‘ Weekly | Monthly | ‘iearly | Daily ‘ Wieekly | Marthly | early |

Fx: 730 Mbps
Tw: 91.4 Mbps

Rx: 36,7 Mbops
Ti: 54.2 Mhps |

Interface Graph <GRE_Che_Myrs= Interface Graph <ovpnChes

Daily ‘ Win'eakly | Tty | Yearly | Daily ‘ Weakly ‘ Manthly ‘ early ‘

Rix: 29,0 Mhp IRx: 5.2 Mbps
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Taomums 1
3acanvhi pe3yrioemamu Hani@HAMYPHO20 MOOENOBAHHS
VPN Tunel 3aBanTaxenns CPU, % Rx, Mbps Tx, Mbps
WireGuard 65 69,7 89,4
GRE + IPSec 43 35,3 50,2
L2TP + IPSec 48 40,3 411
EolP + IPSec 46 50,2 35,0
OpenVPN tcp 40 16,2 12,8
OpenVPN udp 24 30,2 10,4

BucnoBku. byna cTBopeHa HamiBHaTypHa MOJIENIb MEPEKEBOI CUCTEMH 3 BUKOPHCTAHHSIM
mapmipyTtusaropiB MikroTik. IIpoBenene mocmikeHHS TO3BOJMIIO BU3HAYUTH OCOOIMBOCTI
pobotu cydacHoi Bepcii onepariiitHoi cucremu RouterOS, a came BH3HAYUTH MPOTOKOIH, JUIS
SKUX MOXKJIMBE BUKOPHCTAHHS armapaTHOI peasizaiii anropuTmiB mudpyBanHas. OcoOIuBICTIO
i€l Bepcii € BOyoBaHa peaizallist TYHEIo 3 BAKOPUCTaHHAM npoTokony WireGuard, skuii mo-
Ka3aB BUCOKY HPOJYKTUBHICTb.
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Takox 3a J0omoOMOro Mojeni O0yin0 OTPUMAaHO KUIBKICHI MOKa3HUKH MPOAYKTUBHOCTI BH-
KOPHCTaHHS TYHENIB i3 Pi3HUMH IPOTOKOJIAMH 32 YMOBH MHM(PYyBaHHS JaHWUX, IO Mepera-
10Tecs. i pe3ynbraru MoxyTh OyTH BUKOPUCTaHI Ha BUPOOHUIITBI AJIsl OOTPYyHTYBaHHS BHOOPY
IPOTOKOJIIB Ta HEOOX1THUX KaHAJIB 3B A3Ky. SIK BUIAHO 3 Pe3y/bTaTiB IPOBEACHUX EKCIIepUMe-
HTIB BIUIMB IIPOTOKOJIB Ta iX peai3aliil Ha KOPUCHY MPOIYCKHY 3/1aTHICTh 3HAYHUH Ta MOXe
3MEHIIYBATH 11 B I€KUIbKa pa3iB.

Hanani g Mojens Moxke OyTH BUKOPUCTAHA [yl TECTYBAaHHS KaHATIB 3B 53Ky Ta aHAJII3y
BIUIMBY 30BHIIIHIX ()aKTOPIB, Y TOMY YHCJI1 ISl AOCIIIPKEHHS MOXKIIMBOCT1 HECAHKIIIOHOBAHOTO
J0CTyIy 110 iH(popMallii, 1110 epeaaeTses B TyHEIsX. BripoBakeHHs 11i€1 Mozieni 10 HaBYaJlb-
HUX CTEHJIIB BUBYEHHS] MEPEKEBHUX TEXHOJIOI1H 3a0€3MeUnTh MOXKIIUBICTh MOITMOUTH 3HAHHS
Ta HaOyTH NMPAKTUYHI HABUYKH.
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RESEARCH OF TUNNELING TECHNOLOGIES
IN MODERN COMPUTER NETWORKS

Modern corporate networks are a combination of internal and external communication channels. The issue of confiden-
tiality in such networks is relevant. To reduce the risks associated with implementing new solutions in continuous cycle systems,
it is necessary to analyze and evaluate their impact.

For now, there is a large number of network protocols that can be used to create tunnels. Modern network equipment is
a rather complex software and hardware system that supports many standards and protocols. Well-known network equipment
manufacturer MikroTik has upgraded the RouterOS operating system to version 7, where the main change is the use of an
updated Linux kernel version 5.6.3, which allows routers to use several different ways to establish secure connections. In
modern research, the main attention is paid to encryption algorithms and tunneling protocols without taking into account the
peculiarities of implementation.

The aim of the article is to develop semi-natural modeling of networks that can be used in the educational process and
production systems. The result of the simulation is quantitative indicators of the performance of network equipment and com-
munication channels. The use of semi-natural modeling is necessary when it is not possible to describe the operation of some
elements of the system mathematically. Real network equipment and long-distance communication channels of providers were
used to model the corporate network. 1o make the results objective in the test scheme, MikroTik hAP ac2 equipment with a
hardware encryption chip and RouterOS v.7.1 were installed on both ends. A 100 Mbps channel was used as the ISP at both
ends. The standard Bandwith test tool built into RouterOS is used as a data generator. The study allowed to determine the

features of the modern version of the operating system RouterOS. A feature of this version is the built-in implementation of the
tunnel using the WireGuard protocol, which showed high performance. The model was also used to obtain quantitative indica-
tors of the performance of tunnels with different protocols under the condition of encrypting the transmitted data. As can be
seen from the results of the experiments, the impact of protocols and their implementations on the useful bandwidth is significant
and can reduce it several times.

Keywords: computer network; tunnel; encryption; privacy; WireGuard; IPSec; GRE; L2TP; Open VPN; EolP; ISP.
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