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SENSOR EXPANSION FOR INDUSTRIAL CONTROLLER
BASED ON IOT GATEWAY

Based on the current trends of industrial applications and internet of things, a distributed system solution is proposed.
The work presents a description of used communication methods, connected devices, the support software and the necessary
configuration. Low-cost loT-based sensor augmentation can be used to keep older machines and companies competitive when
new equipment is not available for purchase. The main sensor functions of an older industrial controller can be extended by
the data, which is measured on the microcontrollers. This is demonstrated on the example of a system solution with detailed
set up and configuration.
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Urgency of the research. In the current economic situation, every legacy machine owner
wants to upgrade their machinery or system to a more advanced solution. With the actual available
technical and communication solutions the diagnostics and maintenance of the machinery can be
solved easily or even remotely from the actual application. Although many vendors offer a wide
range of additional features and capabilities, in many cases these devices are out of stock due to
extended delivery term. Additionally, many machines work at high efficiency using older type of
controllers and there is a risk of the replacement whether the upgrade can fulfill the actual require-
ments. On the other hand, microcontrollers and their variants standardized for industrial application
are gaining on popularity. The possibilities for microcontrollers also include wireless communica-
tion, low power consumption and in many cases very low purchase price [1-3].

The current situation created by the COVID-19 pandemic urges to find interdisciplinary
solutions and ways to upgrade or at least hold the efficiency of machinery and systems as long
as possible. Measuring additional parameters for maintenance and monitoring purposes are the
basics steps of protection against unnecessary downtimes or failures [2-5].

Target setting. The concept of a solution to connect information from microcontroller-
based measurement to an industrial controller is motivated to help SMEs and legacy OEMs to
keep their productivity and efficiency with the already used tools and with a smaller investment
to the production.

IoT Gateway. The wave of Internet of Things (industrial and commercial) created a wide
range of different microcontrollers and cloud solutions for data transfer and processing. The
main goal is simply to share data, at low cost, low power, and if it’s possible wirelessly. In many
cases these devices are battery powered and easily replaced. With the operation of [oT thing we
can monitor parameters as temperature, humidity, presence, vibration etc. The gathered data
has to be processed, stored and transferred to other devices like supervisor controller or central
control unit where the suitable reactions are also created. [2-5] One of the possible solutions is
to use a Raspberry Pi as an IoT Gateway. In this role it will work as a central network node
which not only collects all the data, but also transfers them between the other nodes of the
network. With its computing capabilities it can also solve other tasks such data logging, remote
monitoring interface, etc. Because of the communication interfaces, there are many ways to
communicate with such device, and sometimes it’s not necessary to work via Internet based
connection and it’s possible to separate the system physically [7-8].
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Requirements for equipment. The proposed example solution includes an industrial pro-
grammable relay equipped with digital and analog input and outputs. The system should be inte-
grated to a control cabinet and as main control task it can solve applications like sorting, transport-
ing, handling, manipulation etc. Because of unpredictable requirements the devices in the control
cabinet have been changed and also some mechanical parts were replaced. These differences create
an uncertainty and danger that the system can fail for high temperature, vibration, factor etc. For
this kind of problems, a separated controller and sensor can be applied [6-11].

Communication. The data transfer between each device of the proposed solution com-
bines the gateway functionality of the Node-RED programming environment and the commu-
nication capabilities of the other devices. The LOGO! industrial uses its integrated Ethernet
interface to communicate using the S7comm protocol. This is a Siemens protocol created pri-
marily to transfer data between the Siemens controllers and SCADA systems. It defines the
Session, Presentation and Application Layer of the ISO/OSI model.

MQTT stands for Message Queue Telemetry Transport protocol. This is one of the most pop-
ular IoT communication protocols. It uses the client server relation between the network nodes,
with publishing and subscription methodologies to transfer messages. The central node of the
MQTT network is a broker who ensures the correct connection and quality of the message trans-
portation. Its lightweight, open, simple protocol designed for easy implementation in various plat-
forms. With its main characteristics it’s suitable for machine-to-machine and network context.

The research objective. The main objective of this article is a proposal and subsequent
testing of a hybrid automated system that collects data from microcontroller-based platform and
transfers data via another network device to industrial controller to extend its sensorial periph-
eries. The proposed system can be used as a working example, or as a template solution for
similar combination of devices.

The statement of basic materials. The main control device of an example industrial ma-
chinery is the Siemens LOGO! With its basic version it has integrated inputs and outputs. The
LOGO! is suitable for small industrial automation applications where logical relations between
the input signals are used to create a response. It’s used also in building automation, remote
monitoring, and logistics applications etc. The main central unit without additional hardware
supports Ethernet based communication via S7 communication protocol. The LOGO!Soft
Comfort software was used to program the LOGO!. The technical parameters of the
LOGO!12/24 RCE are in the following table.

Table 1. Technical parameters LOGO! 12/24 RCE

Power supply 24 VDC

Digital Inputs 8 X (4 configurable)

Analog Inputs Up to 4 x (configured from the digital inputs)
Digital Outputs 4 x Relay type

Integrated display Up to 6 rows, 3 color backlight
Communication Interface 1 x Ethernet Port (10/100 Mbps)

The external signal for the LOGO! controller is created by measurement of temperature via
microcontroller. ESP32 is used in the proposed system. The ESP32 has integrated I/O pins, but
the major difference is that the operation voltage is not a classic 24VDC, but 3.3 and 5V. Addi-
tionally the ESP32 has integrated Wi-Fi and Bluetooth interfaces. The control program for both
ESPs was created in Arduino IDE. The main technical parameters are listed in the next table.

Table 2. Technical parameters ESP32

Power supply 3.3-5VDC

Digital I/O 30 pins

Integrated Peripherals capacitive touch, ADCs, DACs, UART, SPI, 12C
Processing memory 512 kB RAM

Clock freq. of proc. 240MHz

Communication Interface Wi-Fi and Bluetooth
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The ESP32 has multiple communication interfaces and to measure the environment tem-
perature a DHT11 and DS18B20 temperature sensors were connected to each module. This
temperature can be represented as temperature in the control cabinet, or contact temperature,
where critical mechanical part has high friction. Based on this measured value we can predict
or prevent malfunction and reduce downtimes, depending on the control logic and connected
appliances we can turn on a safety device, turn of the relevant output or call maintenance. The
basic functionality for both ESPs was to collect the temperature data and additionally connect
to Wi-Fi network. A topic was updated after the successful connection via MQTT protocol. The
Node-RED was subscribed to this topic. In this case, the values represented temperature for 2
different positions of a production line/experimental trainer.

Node-RED is a free programming environment. Its main functionality is to connect various
hardware devices and software services. Thanks for its browser-based editor it can work on
different platforms i.e., pc, raspberry pi, server, virtual machine. The principle of work is to
separately process “message payloads” with usually small code and functions, then transfer this
“payload” to a different function and make another action with it. There is a lot of predefined
functions and solutions already available, and with JavaScript based programming new func-
tions and solutions are implementable to the environment.

Communication configuration. The following configuration steps has been taken to suc-
cessfully set up each node of the proposed solution. First the LOGO! Programmable Relay was
configured. The necessary steps include IPv4 addressing and S7comm permission. Part of the
example control program with the communication configuration of the relay is shown on the

.................... 10 names Program Name:| LogoToNodeRed_RR
CollmE DDl NaZa DGO displags the ambarbackiighy | FTogram password

Power on )
R I o . Message text IP settings

-------------------- Additional info IP Address: 192.168. 0.110

Statistics Subnet Mask:| 255.255.255. 0

Lomment Default gatevay|192.168. .50

Medbus address space St :
Customize DN Server[]

DNS Server Address:

Ethernet connections

Allow 57 access & Enabling the 57 access will oper
1 Allow Modbus access

% Connection1(57 Server)

Local Properties (Server)

= gy Ethernet Connections

i TSAP: 02.00
.................... B M Connectionl(S7 Server)
-------------------- Connect with an Operator Panel (OF)

. G [] Accept all connection requests
Al D K AM D . .
. . | S o I AN e Only this connection:

Fig. 1. LOGO!Soft Comfort and configuration

The next step was to set up the Node-RED connection to the LOGO!. The main parameters
for this setup are shown below. (Fig. 2). This includes TCP communication between the LOGO!
and the Node-RED. The base is the IP address of the devices, with additional communicated
variables inside the hardware.
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Delete Cancel m Tallnodes »| | Ball ~
o Progectes ol[@] | ™0 221100 s cng
mﬁ; A Connection Variables
8 % Transpot | Ethemet (ISO-0n-TCP) v
INPUT_4 debug 4 — I Q@ Address 192.168.0.110 Port| 102 Q v
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scted
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Fig. 2. Node-RED communication setup-LOGO!

Finally, the MQTT communication is configured. The IP address also needs a connection
for the appropriate "topic" and quality of service. Details of this program part are shown below
(Fig. 3).

Delete Cancel ﬂ
9 #+ Properties # |2
L esp32/ds18b20/temperature [ s —_—
J — -
B comnecizd N\— e B o) -
@ Server 192.168.0.51:1883 V|
:L gauge j Action Subscribe to single topic v
fﬂ esp32/dhtitemperature \ = Topic esp32/ds18b20/temperature
@ connected ~ g
N— debug2 | =) @ aos 1 v
® Qutput auto-detect (parsed JSON object, string or buf
F esp32/dntnumidty  —_ |
@ comnecled I\ P ———— P W Name Name

Fig. 3. Node-RED communication setup-ESP

Wireshark application can be used to check the ongoing communication between each net-
work node. We can collect additional data, catch the transferred packets via this network tool.
The Node-RED debugger view also provides help as a basic communication window.

Detailed view of the ongoing communication between the LOGO!, Raspberry Pi and
ESP32s is shown on the following figures.

Figure 4, on the next page, shows the created working network activity, where the sending,
receiving IP addresses with the protocols and the details of what data are ,,caught “. The Table
3 below lists the message system with IP address, name and protocol for the proposed system.

Table 3. Parameters of the network

Sender Receiver Protocol Message Detail
192.168.0.51 (MQTT broker) |192.168.0.84 MQTT Received Message on Topic
(ESP32_DS18B20)
192.168.0.80 (ESP32_DHT11) |192.168.0.51 (MQTT broker) |MQTT Topic Published to Broker
192.168.0.110 (LOGO!) 192.168.0.51 (Node-RED) S7comm Variable Reading Job
192.168.0.51 (Node-RED) 192.168.0.110 (LOGO!) S7comm Acknowledge of correct data
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| 2769 9,962004334 0. ] 104 Publish Message (id=3423) [esp32/ds1Bb28/temperature]
2768 9.962718743 1592.168.08.84 1592.168.8.51 MQTT 92 Publish Message (id=1146) [esp32/dsiEbZ8/temperature]

| 2499 9.892395415 192.168.8.51 1592.168.8.51 MQTT 72 Publish Ack (id=3422)

i 2498 9.091744235 152.168.8.51 152.168.8.80 MQTT 60 Publish Ack (id=2274)

| 2497 9.091665773 152.168.8.51 152.168.8.51 MQTT 97 Publish Message (1id=3422) [esp32/dht/humidity]

i 2496 9.091486311  192.168.8.80 152.168.8.51 MQTT B5 Publish Message (1d=2274) [esp32/dht/humidity]

| 2458 8.867483717 152.168.8.51 152.168.8.51 MQTT 72 Publish Ack (id=3421)

i 2457 8.866792594 192.168.0.51 152.168.8.80 MQTT 60 Publish Ack (1d=2273)
2456 8.866726427 192.168.0.51 192.168.0.51 MQTT 168 Publish Message (1d=3421) [esp32/dht/temperature]

=
v Frame 2769: 104 bytes on wire (832 bits), 104 bytes captured (832 bits) on interface any, id @
v Linux cooked capture vi
v Internet Protocol Version 4, Src: 192.168.0.51, Dst: 192.168.9.51
v Transmission Control Protocol, Src Port: 1883, Dst Port: 60786, Seq: 62, Ack: 9, Len: 36
~ MQ Telemetry Transport Protocol, Publish Message
+ [Expert Info (Note/Protocol): Unknown version (missing the CONNECT packet?)]
» Header Flags: ©x32, Message Type: Publish Message, QoS Level: At least once delivery (Acknowledged deliver)
Msg Len: 34
Topic Length: 25
Topic: esp32/ds1B8b28/temperature
Message Identifier: 3423
Message: 32322e3434

G000 B0 B0 B3 06 00 06 00 60 00 00 7c 16 08 B8 - L

04 80 ©
0010 45 @0 0@ 58 d3 2b 40 00 40 06 e5 bd cO a8 60 33 E +@ @ -3
0020 c@ aB 0@ 33 @7 5b ed 22 38 03 cc ce 25 c7 07 38 [ 8- -8
0030 8@ 18 02 00 82 01 @0 00 01 @1 08 @a 7b 2c 3f 65 . { e
0040 7b 2c 3b ff 32 22 60 19 [FREREEEEFFEELINE {,, esps /ds|
CLLTRN31 38 62 32 30 27 74 65 6d 70 65 72 61 74 75 72 BDZBfte mperatur
0060 (I3 @d 5T 32 32 Ze 34 34 G _22.44

v st R e ekt s P v _arminin ) 8 L T e T

2??4 9,964885225 .168.8. .168.0.110 [Job ] Function: [Write Var]

2653 9,465528017  192.168.
2651 9,465308556  192.168.
2650 9,464198362  192.168.
2649 9,463998548  192.168.
2349 8,465206541  192.168.
2347 8,.465067931  192.168.

110 192.168.
110 192.168
51 192.168
51 192.168
118 192.168
118 192.168

51 STCOMM 97 ROSCTR:[Ack_Data] Function:[Read Var
51 STCOMM 85 ROSCTR:[Ack_Data] Function:[Read Var
110 STCOMM 111 ROSCTR:[Job Function: [Read Var
110 STCOMM B7 ROSCTR:[Job Function:[Read Var
51 STCOMM 97 ROSCTR:[Ack_Data] Function:[Read Var
51 STCOMM B5 ROSCTR:[Ack_Data] Function:[Read Var

CODDOOTDTTOTT DD
w
=
CODDOOTDTTOTT DD
=
[
@

2346 8,463470352 152.168. 192.168 STCOMM 111 ROSCTR:[Job Function: [Read Var
2345 8.463254798 152.168.0.51 152.168.0.110 STCOMM B7 ROSCTR:[Job Function: [Read Var
1942 7.464326070 152.168.0.110 192.168.08.51 STCOMM 97 ROSCTR:[Ack_Data] Function:[Read Var
1548 7.464165052 152.168.0.110 152.168.08.51 STCOMM B5 ROSCTR:[Ack_Data] Function:[Read Var
1939 7.463246486 152.168.08.51 152.168.0.110 STCOMM 111 ROSCTR:[Job Function: [Read Var
1938 7.463025395 192.168.08.51 192.168 116 STCOMM B7 ROSCTR:[Job Function: [Read Var
1729 6.463230415 152.168.0.110 192.168 51 STCOMM 97 ROSCTR:[Ack_Data] Function:[Read Var
1727 6.463087879 192.168.0.110 192.168.8.51 STCOMM B5 ROSCTR:[Ack_Data] Function:[Read Var

ROSCTR: Job (1)
Redundancy Identification (Reserved): Ox9000
Protocol Data Unit Reference: 12590
Parameter length: 14
Data length: &
~ Parameter: (Write Var)
Function: Write Var (8x85)
Item count: 1
Item [1]: (DB 1.0BX 1118.@ BYTE 2)
Variable specification: @xi2
Length of following address specification: 18
Syntax Id: STANY (Gx18)
Transport size: BYTE (2)
Length: 2
DB number: 1
Area: Data blocks (DB) (@xB4)
v Address: OxBO22f0
- Data .
0000 B0 04 08 01 60 06 dc a6 3Z 6f f1 32 04 06 08 00
0010 45 €0 08 4d Bd Ba 40 00 40 ©6 2b af cO ad 00 33
0020 c@ aB 0@ Ge c2 c4 @0 66 ad 17 df 78 60 87 a5 62
0030 50 18 fa 2e Af 7b @0 00 03 @0 60 25 62 10 80 32
0040 051 €0 0@ 31 2e 06 Oe 00 06 05 61

0050 60 B4 00 10 60 16
Fig. 4. Wireshark communication check

Used method. The aim of this solution is to extend the sensorial functions of programma-
ble relays. With the help of additional sensors, an older controller, an outdated machine can be
connected to another controller, even a microcontroller or a device with non-standard sensor
options. The overall concept of the system consists of industrial controller, two microcontrollers
and an [oT Gateway. The main control unit, or programmable controller, solves its main pur-
pose, to control the ongoing industrial process or machinery. These kinds of systems typically
are equipped with digital and analog I/O cards. In some cases, there are additional specialized
expansion modules for tasks like temperature or weight measurement. Usually at least one or
two communication interfaces are also available to transfer relevant signals to a different con-
troller or SCADA system. The controller is connected to IoT Gateway, which in our case is
Raspberry Pi with installed Node-RED. Their function is to separately collect and transfer data
between other devices of the network. The next group of devices include microcontrollers and
sensors connected to them. The measured value is transferred via wireless connection to the
IoT Gateway and processed. Optionally the data can be sent to industrial controller, database
or other service on the server or cloud.
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The proposed system structure is shown on Fig. 5.

Machinces Controller Network Devices
e ~— -

S U

|

<>
MCU2 & Sensor ' ; MCU1 & Sensor / Gateway
o} i} ode Re
s ok

Fig. 5. System structure

Conclusion. This paper describes a proposal of sensorial expansion for industrial control-
lers based on 10T gateway and microcontrollers. While the modern industrial applications and
control units support a wide range of additional maintenance and diagnostic functionalities,
many existing companies are not able to upgrade or have concerns about replacing their current
systems. In the actual situation after the pandemic, many industrial device vendors are not able
to fulfill the demand on required devices in short time, therefore an interdisciplinary solution is
proposed to add extra capabilities to legacy machines. The integrated microcontrollers allow to
connect sensors that can create useful data about the temperature, vibrations, presence and other
parameters from the ongoing process. With the proposed Gateway it’s possible to transfer data
between different devices, and software services locally or remotely. The article aims to intro-
duce the essential steps for successful 10T implementation of the system design and describes
a functioning principle of the proposed devices and the communication methods. The most
important solution aspect was to create a working communication channel between the indus-
trial programmable relay and the microcontroller.

The proposed system is divided into 4 main devices and software parts. The main industrial
unit is a Siemens LOGO!, which can directly control an industrial process. S7comm protocol
is available for communication with other devices. This is used to connect to the 10T Gateway.
The 2 microcontrollers measure the temperature in the example temperature of the control cab-
inet and the mechanical part. The ESPs use MQTT communication to transfer data to the gate-
way. Raspberry Pi, the Node-RED software support the interchange between various commu-
nication channels on the 10T Gateway, and if needed, transforms or process the data. The flow
of the Node-RED, an alarm, database, visualization and other services can extend the function
of the current solution depending on the program. The proposed system can be used as a basis
for real application or as knowledge basis for further experiments and development.
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PO3IIUPEHHA CEHCOPIB JJIA TIPOMUCJIOBOT'O KOHTPOJIEPA
HA OCHOBI LIJTFO3Y 10T

Buxopucmanns cyuactux pospobox i 0ocmynHux mexHiyHux i KOMYHIKAYIUHUX MeXHON02Il 003604€ 30LIbUIUMU CEHCOPHY
30aMHICMb PI3HUX NPUCMPOi8 YNPABGTIHHA, MAKUX K NPOSPAMOBAHI pelle abo NPOMUCIOSI NPOSPAMOBAHI NOSTUHI KOHMPOLEPU.
ba3zy oamuuxie mocHa 3HaUHO po3utupumu, po3nooitusuiu 36ip OaHUX Yepes Hedopo2ci NPUCMPOT, MAKI K MIKDOKOHMPOIEPU.

Y munynomy 6 npoyeci npoexmyeantsa npomuciosux supoOHuyux Ninill ab0 asMOMAMU308AHUX CUCHEM 3A36UYAll He
6y710 yinetl camooiazHOCMuKY cucmemu abo 0iacHOCMUKY Mawul. Y nomounii cumyayii Ha pUHKY npOMUCTOSUX NPUCMPOIs,
de baeamo npucmpoie Hedocmynti abo 6i0CymHi 6 HaAAGHOCMI, pileHHs. OJisL OHOBIEHHSL CEHCOPHOI YACMUHU 3aCmapinezo 0o-
JIAOHAHMHS € BAIICTUBUM.

Daxmuuni HAYK08i 00CTIONHCEHHA MA AHANI3 PIULEHb OO0 CEHCOPHO20 POUUPEHHS NPOMUCTOBUX NPOSPAMOBAHUX KOH-
Mpoepie NOKA3au, o Cb0200HI OilbUicMb 000amMKié He PO3PAX08YIOMbCS 3 8IOCYMHICIIO HO8020 ANAPAmMHO20 3abe3ne-
yeHHs1 ab0 naam po3mUpenHs 0isi KOHMpoaepis.

Mema cmammi — 3anpononyeamu piuieHHs 051 MOOepHI3ayii 3acmapineeo npoMucio8o2o 001a0HaHH:, 0e NOMpIOHI
0amuyuKy H08020 Muny 0Jisi MOHIMOPUHZY NOMOYHO20 npoyecy abo 300py OlaeHOCMUYHUX OAHUX OISl 3A60AHHSI MEXHIYHO20
06cy208y8aHHSI.

Ha ocnosi npunyunis i nioxo0ie (hyHKyioHaibHo2o aHanizy mexHiuHux cucmem 6 pooomi npedcmasieno Memoo po3ulu-
DEHH5L CEHCOPHUX MOJICIUBOCIEL NPOMUCTIOBUX KOHMPOEPIE Ol yinel obciyeosyeanns ma diacnocmuku. OCHOBHI npo2pamHi
ma anapamui KOMROHEHMU ONUCAHT K NPUKTAO PileHHs.

YV yitt po6omi npononyemuvcs Hedopoece cencopre posuuperist 015 npocpamosanux peie. Onucano mexHiuni napamempu
BUKOPUCOBYBAHUX 3aC0018 36'a3KY ma npunyun ix pobomu. Busnaueno ¢ynkyii mexnono2iunux npucmocygans ma npooemo-
HCmMposaro ix npukiaoue 3acmocyéanns. llpedcmaesneni mamepiaau ma KoHQIypayito MOACHA BUKOPUCIOBYBAMU 0151 NIOM-
PUMKU PeanbHOi iHmezpayii' 6 iCHYIOY asmoMamu3068any CUCIEMY, HANPUKLAo0, 00pOOKU MAmepianie, cOpmyeanHs, ademoma-
muzayii 6ydigenb mowo, oe nompibHo KOHmMponioeamu 000amkogi napamempu. Heszsadcaiouu na me, wo 3anpononogame
PilenHs € NPUKIao0om npoekmy, opicumosanozo nHa loT, y nomounomy euzasioi He nOompioHO BUKOPUCTIO8YBAMU NPAME NIOK-
mouentss 0o lumepuemy ma 60Ho Modce npay08amu 8 TOKANbHIU MePedHCi KOMNAHI.

Knrwuoei cnosa: oamuuxu; iot; winio3; po3uuperHs, KOHmpouep.

Puc.: 6. Tabn.: 3. bion.: 11.
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