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REMOTE DESIGN OF SAFETY CONTROLLERS
FOR INDUSTRIAL AUTOMATION SYSTEMS

PLCs are the core of most industrial automation systems (IAS). Modern IAS development emphasizes hardware unifica-
tion and increased software significance. Remote PLC programming boosts efficiency by reducing time and travel costs, while
supporting advanced training. Using safety controllers in the example of IAS, this paper presents hardware and PLC-specific
software tools enabling remote PLC programming and IAS monitoring. The results are applicable in IAS development and
engineering education.
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Urgency of the research. The current stage of industrial development is characterized by
the widespread use of automation technologies, which ensure high quality of mass-produced
end-products while simultaneously reducing production costs. This automation largely relies
on programmable logic controllers (PLCs) [1, 2], which, through associated input and output
devices, integrate a variety of field equipment, including switches, sensors, converters, relays,
motors and other devices. Modern PLCs [3, 4], in contrast to earlier relay-based controllers, are
based on microprocessor technologies. This allows for the use of a unified structural framework
to control diverse industrial processes, with customization for specific applications achieved
through modifications to the software executed by the microprocessor.

In 2024, the global market for PLCs was valued at approximately USD 13 billion, repre-
senting a 7% increase compared to the previous year [5]. Consequently, PLC programming
remains a crucial aspect of developing and configuring automation systems, particularly in sec-
tor, including: industrial manufacturing, automotive engineering, pharmaceuticals, and energy.

Target setting. Manufacturers of PLCs typically provide proprietary software tools for
programming their controllers, which generally support the programming languages defined by
the standard [6]. Most PLC software development environments follow a similar approach: a
computer running the specific development tool is connected to the PLC via a programming
interface. The application, developed and debugged in simulation mode, is then uploaded to the
PLC. Afterward, an interactive process of testing and iterative refinement begins directly within
the industrial automation system. This allows for verification of functionality and performance
during interaction with the intended field devices.

Testing the PLC program within the specific configuration of field devices, including the
length and characteristics of connection lines, power supply sources, and operational conditions,
enables an accurate assessment of critical timing parameters, detection of developer errors, iden-
tification of equipment incompatibilities, and an overall evaluation of the industrial automation
system's operability. If the outcome of this testing is unsatisfactory, it becomes necessary to return
to the PLC software development environment and refine the program accordingly.

The challenge becomes even more critical when developing the safety system, a crucial
component of any modern industrial automation system. In this context, numerous regulatory
requirements must be met, typically achieved through the integration of additional PLCs,
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known as safety controllers. Industrial automation systems incorporating such safety controllers
rely on specialized hardware and software tools to enable certification by stringent and com-
prehensive safety standards.

The physical separation of certain industrial automation system components from the PLC,
the need to improve production technologies and/or safety systems, as well as reconfiguration
for different product types, often necessitate regular updates to PLC programs. This, in turn,
requires the frequent presence of developers on-site, which is economically inefficient.

This issue can be addressed by enabling remote access capabilities, both during the initial
development and throughout the maintenance and operation phases of the industrial automation
system. Such an approach can reduce labor costs associated with in-house developers or travel
expenses for external specialists, while also minimizing their downtime.

Moreover, the ability to remotely program and verify PLC software opens new opportuni-
ties in education and the training of highly qualified specialists. It allows for reduction in the
amount of expensive laboratory equipment by enabling individual students to access it at con-
venient times, facilitates resource sharing among educational institutions, enhances the special-
ization of laboratories and the quality of instruction, and improves safety in the context of pan-
demics and other contemporary disruptions.

Actual scientific research and issues analysis. Due to the widespread PLCs adoptionof
and the growing demand for specialists capable of working with them, as well as the increasing
relevance of remote education, research in this field has been ongoing for quite some time. For
instance, [7] the concept and architecture of an automation laboratory that enables users to re-
motely connect to a PLC is offered. The software for direct interaction with PLCs, referred to
as PLC-specific software (PSS), is installed exclusively on the host computer, while the remote
user's computer functions as an authorized client accessing the PSS. The network connection is
established using Cisco VPN Client and Cisco VPN Server through a secure VPN tunnel.

In [8], a solution for remote monitoring of mechatronic devices is proposed by integrating
PLCs with the Advantech WebAccess/SCADA software. In [9] and [10], PLCs are employed
as intermediary components for collecting data from remote industrial process sensors and sub-
sequently transmitting this information to end users.

Uninvestigated aspects of general problem definition. The main drawbacks of the afore-
mentioned and other known solutions lie in the fact that the IAS developer working with PLCs
does not interact directly with the instrumental PSS and lacks access to the full range of features
provided by the programming environment. Special attention should be given to safety control-
lers (e.g., [11]), which are similar to conventional PLCs but possess specific characteristics due
to their intended purpose. These specifics must be strictly observed during IAS development
and are supported by dedicated PSS tailored for such controllers [12].

In the education context, it should be noted that when students rely on various intermediate
or auxiliary software tools, they cannot fully acquire practical skills in working directly with a
specific PSS. This includes essential steps, including locating the software, reviewing its docu-
mentation on the manufacturer’s website, downloading, installing, and configuring it. As a result,
future challenges may arise, i.e. difficulties in mastering new PLCs and PSS platforms or adapting
to the continuous changes inherent in both this domain and computer technologies in general.

The research objective. The objective of this study is to develop an architecture for a
hardware-software system that enables a safety subsystem developer of an industrial automa-
tion system to perform, from their local workstation equipped with the original instrumental
PLC-specific software, any actions supported by the safety PLC manufacturer for program de-
velopment, as well as to verify the results on a real remote IAS.
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To achieve the stated objective, it is necessary to develop a generalized structure of the hardware
components and connection schemes for individual elements, using specific predefined models of
PLCs, field devices, and auxiliary components. Based on the obtained results, appropriate software
tools must be selected, configured, refined, and adjusted to ensure the functionality of the proposed
structure. Finally, a comprehensive verification of the developed architecture should be carried out,
the results analyzed, and a plan for further actions formulated.

Achieving the stated objective will yield positive outcomes across various areas related to
interaction with PLC-based industrial automation systems, including:

e Reducing working time and other expenses associated with the activities of IAS de-
velopers.

e Minimizing the amount of laboratory equipment required for training IAS developers.

o Enabling interaction with IAS at a convenient and safe time.

The statement of basic materials

Structure and hardware components of the PL.C-based system under study. The struc-
ture of the PLC-based system under investigation is shown in Fig. 1. The system is built using
components from SICK [11], specifically the SICK Safety Controller FX3-CPU000000 (de-
noted as Main PLC Module in the figure) [13], which serves as a main control and interfacing
module. Directly connected to it are the FX3-GEPR00000 (Ethernet Gateway) [14] and the
FX3-XTIO84002 (Input/Output Module) [15], both of which can be configured via software.
Additionally, the system includes the UE410-4RO4 (Relay Module) [16], which can only be
controlled through hardware using additional wired connections.
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Fig. 1. Structure of the PLC-Based System Under Study
Source: developed by the authors.

The industrial compatible PLC Controllino [17] is applied for substitution of typical infra-
structure components of industrial safety systems, such as Emergency stop button, Motor Start
and Motor Stop buttons, and Safety scanner. Also, the real LED-based Light column is con-
nected to the outputs of the Safety PLC. The opening and closing of a pair of built-in Controllino
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relays emulates for the Safety PLC the effect of pushing and releasing a typical 2-chain E-Stop
button like ES21 [18], which, according to the industrial safety standards, opens and closes the
electrical loop between built-in special signal sources to Safety PLC and safe inputs of the same
PLC. Another couple of built-in relays produce an effect of pressing of Motor Start and Motor
Stop buttons, which correspond to a high logical level applied to non-safe inputs of Safety PLC.
The pair of digital outputs of Controllino emulates the OSSD1 and OSSD2 signals like on the
output of nanoScan3 safety laser scanner [19]. The logic outputs of the input/output module are
connected to three signal lamps — red, yellow, and green located on a Light column, as well as
to the Relay module, which connects the Motor via a DC/DC converter DT.J2024D05 [20] to
power. Closing the relay upon command from the main module supplies power to the converter
input, thereby starting the motor. A single-board computer, Raspberry Pi 4 with 8 GB of RAM
[21], is a key element of experimental setup, connecting main units to a unified system. The
entire setup is powered by an AC/DC Power supply unit WDR-120-24 [22].

Fig. 2 shows the physical appearance of the connected hardware components during the
execution of the test program.

| muacg

Fig. 2. Physical view of the connected hardware components
Source: developed by the authors.

Architecture and software components of the studied PLC-based system. The de-
ployed software architecture generally resembles a typical three-tier web architecture, as used,
for example, in [23], and illustrated in Fig. 3.

The most critical component of the system is Raspberry Pi, which runs on the Debian-
based Raspberry Pi OS (32-bit). The three virtual servers provide Internet-based access and
interaction between remote users and experimental hardware.

e The web server Apache? is listening for remote TCP connections on port 80. It provides
an interactive web interface, which contains software buttons and an embedded video stream.
Each pressing of a software button is being processed by PHP/AJAX handler to a specific code
and forwarded via USB interface to Controllino.

e The streaming server MJPG-streamer [24] listens for TCP connections on port 8080 and
allows a web server to capture and broadcast the video stream from a web camera.
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e The USB/IP Linux package runs the process which accepts TCP connections on port
3240 via the Internet from installed on user computer USB/IP client [25].
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Fig. 3. Architecture of remote interaction with electronic equipment
Source: developed by the authors

On the client PC side (Windows 10 Pro, version 22H2, build 19045.5965; Intel(R)
Core(TM) i7-4770 CPU @ 3.40 GHz, 16.0 GB RAM), in addition to the Sick Safety Designer
PLC development environment, the USB/IP Client for Windows [25] is also installed. This setup
enables Sick Safety Designer on the client PC to access the Safety PLC remotely via the standard

driver as if it has a virtual USB cable connected directly to the PLC.
A screenshot of the Sick Safety Designer PSS window in PLC configuration view mode is

presented in Fig. 4.
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Fig. 4. Screenshot of the Sick Safety Designer window in PLC configuration view mode
Source: developed by the authors.

Functional opportunities. The hardware and software components of the system de-
scribed above allow their main functions to be implemented.
e Program and debug the Safety PLC from a remote computer as if his computer were
connected to the PLC using a USB cable.
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e Change remotely via web interface the state of different inputs of Safety PLC as if the
real corresponding hardware were connected to Safety PLC.

e Get visual feedback, observe indicators on the Safety PLC, Light column, and propeller
of electric motor through the video stream from web camera.

The web interface, presented in Fig. 5, allows control of the virtual input devices by emu-
lating via the Controllino corresponding input signals for the /O module. This setup enables
remote testing of the PLC program’s response to the pressing and releasing of the E£-Stop button,
introducing a fault (breaking one of the wires of the safety chain) and fixing it. It also allows
for initiating or canceling the confirmation from Safety scanners. In case the user program,
which is uploaded remotely into the Safety PLC, is correct and the safety chain is correctly
“assembled”, the Motor can be started and stopped by pressing of corresponding buttons.

.......

Fig. 5. Screenshot of the client browser window in PLC monitoring mode
Source: developed by the authors.

Fig. 6 illustrates the procedure of visual PLC programming using the Sick Safety Designer
software.

While monitoring the system in real time, it is also possible to work with Sick Safety De-
signer to create a new project or modify the current one and upload it to the internal memory
of the PLC.

Conclusions. As a result of the conducted research, the newest hardware-software system
architecture has been developed and experimentally validated for the first time. This architec-
ture enables the use of the original PLC development environment, Sick Safety Designer, both
in standard local mode and remotely via the Internet. It allows the users to upload the created
program to the industrial automation system located in the remote research or educational la-
boratory, as well as to monitor the operation of this system in real time.

The developed system is configured at the hardware level; however, due to the use of an
intermediate industrial controller, it is possible to emulate specific safety scenarios within the
industrial automation system under development and to perform hardware modifications re-
motely. This expands the potential applications of the proposed architecture in the educational
process of training engineers in the fields of electronics and automation.
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Fig. 6. Screenshot of the Sick Safety Designer window in Logic Editor mode
Source: developed by the authors.

The obtained practical results confirm the validity of the chosen strategy and demonstrate
the feasibility of organizing remote work for industrial automation system (IAS) developers, as
well as enabling students to conduct laboratory research in the distant - learning format.

To integrate the developed system into the educational process, it is necessary to extend its
functionality by incorporating access control mechanisms, implementing a queuing system [26],
and enabling interaction with a learning management system (e.g., MOODLE or CANVAS).

It is also advisable to experimentally verify the effectiveness of the proposed approach
when working with other PLCs, as well as to implement remote interaction with laboratory
equipment including various development boards (e.g., STM32 Nucleo Board and others). This
would enable the execution of remote laboratory assignments for other engineering courses,
including Microcontrollers, Microprocessor Technology, Analog Electronics Devices, Elec-
tronic Monitoring and Visualization Tools, and others [27].
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JUCTAHIIMHA PO3POBKA KOHTPOJIEPIB BE3IIEKH
AJIS1 ITPOMUCJIOBOI CUCTEMHM ABTOMATHU3ALII

Ipozpamosani noeiuni konmponepu (PLC) € 0cHo6010 cyyacHux npomMuciosux cucmem agmomamusayii, a maxooic wu-
POKO 3aCmOCO8YIOMbCsl Y MPaHCNopmi, enepzemuyi, pobomomextiyi, cucmemax Oesnexu, 6000NOCMAUANHA MA 60008i06e-
Oenns, 6 6)0ienax i cnopyoax, y meouynux npunaoax. B ocrnogi no6yoosu PLC nexcumsv mixponpoyecop, a momy pospobka ma
cynposodxcenns cucmemu Ha 6asi PLC nompebye sucoxoxsanigikosanux cneyianicmis, axi posymitoms modxcausocmi PLC,
ocobnueocmi ixHbOi 63a€MOOIi 3 NONLOGUMU NPUCMPOAMU MA 30aMHi npayloeamu i3 cneyu@iuHum iHCMpPyMenmanoHUM npo-
epamuum 3abesnevennam PLC. 3siocu euniusae akmyanvnicms npobiemu nioguujenis egpekmusHocmi pobomu makux cneyi-
anicmis, @ Makoc iXuvboi AKICHOI nid2omosKu, wo nompebye b6azamo yacy ma 6apmicHo20 0ONAOHAHHSL.

Pozsumox ingopmayiiinux i komn romepuux mexHonoeiti 8iOKpUBAE MAKY MONCIUBICTb V BUPIWEHH] 3A3HAYEHOT npo-
Oremu, AK 3acmMocy8ants OUCMAHYIIHUX MeMOOi8 po3pOOKU, A MAKOJIC HABUAHHS pOOOMI 3 I00ANEHUMU CUCHEMAMU ABMOMA-
muzayii na 6a3i PLC. L]eii nioxio cmae ocobnuso axmyanvhum 6 YKkpaini, 0CKinbKu 0036015€ He MiNbKU eKOHOMUMU Ha 8i0psi-
OJHCeHHAX cneyianicmie uu KinbKocmi NOmpiOHo20 1aOOpamopHo20 YCcmamikyeawus, ane U niosuujye 0Oesnexy 3a0AKu
posocepeddicennio noodeil. Cunepeemuynuti epexm modice 6ymu 0ocsaeHymuil i 3a paxyHox niany8aHHs 4acy pobomu sk cneyi-
anicmis, max i 0ONAOHANHA, A MAKOHC MOHCIUBOCTNI IXHBOI 320024CeHOT CRINbHOT 83A€MOOI.

Ocobnugy ponv y npomuciosii agmomamusayii gidieparoms cucmemu Oe3nexu, OCKiIbKU GUPOOHUYUL MPAGMATMUSM €
HEenpunyCmuMUM aui 3 CYCRINbHO20, aHi 3 eKOHOMIUHO20 no2nady. L{n cmamms 30pienmogana na OUCmanyiiny po3pooxy ma
Haguanua pobomu came 3 Konmponepamu besnexu, ki, no cymi, sagnaiome coboro PLC, npome maiome cneyughiyni nonvosi
npucmpoi, guxopucmogyroms Haoitini npomoxonu 36 ’a3xy 3 PLC ma nompebyloms 8ionogionoi cepmudpixayii neped mum, sax
bymu 3anposaddicenumu y 6upooHuymeo. Mema 6UKOHAHO20 OOCHIOHCEHHS — CMBOPEHHS APXIMeKmypU npoepamHo-anapamuoi
cucmemu, KA OA€E MOJUCTUBICIb NPAYIOBAMU 3 KOHMPONlepamuy be3nexy OUCMAHYINIHO, BUKOPUCTIOBYIOUU CIAHOAPMHE IHCMPY-
menmanwhe 3abe3nevenns PLC, a makooic i 0ooamkogi komnonenmu. Lfi komnonenmu 003601:10mbs 6 peanbHOMy Haci cnocme-
pieamu 3a 8i00aneHOI0 CUCIMEMOIO aBMoMamu3ayii ma Moougikysamu i npoepamy, i anapammuy KoHgieypayiio.

Jna eupiwenna nocmasnenux 3aoay oyna pospobnena cmpykmypa cucmemu oesnexu na 6aszi PLC, poszopnyme 6iono-
8IOHe npozpamue 3a0e3neyetts, d MAKoN’C NPOBEOEH] eKCNEPUMEHMAIbHI O0CIONCEHH, SIKI NIOMEEPOACYIOMb MONCIUBICb
oucmanyitinoi 83aemooii 3 NOMPIOHUMU ANAPAMHUMY 3ACODAMU, Y MOMY YUCTT NIO YAC BUKOHAHHA 1AOOPAMOPHUX 3A80AHD
cmyoenmamu iHdIceHepHUX cneyianbHocmetl.

Cmamms mooice 6ymu Kopuchoio 0 po3podnuxie cucmem asmomamusayii na o6asi PLC, a makodc sukopucmana
OCBIMHbOMY NPOYECI.

Knrwwuogi cnosa: npomucnosi cucmemu asmomamusayii; npozpamosari noeiuni konmponepu (PLC); konmponepu 6e3-
nexu, npoepamue 3abesneuenns PLC,; oucmanyiiina po3pobxa npoepamu ons PLC; oucmanyitine indicenepue HaguanHa,; Mik-
ponpoyecop.

Puc.: 6. Bion.: 27.
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