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The paper describes the problems that developers have to face during development of mobile applications. One of the
most important issues, which developers need to overcome are GUI consideration for small screens of mobile devices,
multiplatform development, performance issues, security issues and battery life. Some Web applications also require offline
mode to satisfy users’ requirements. Developers of mobile applications have to think through all these issues. Three types of
mobile applications have been considered alongside with their advantages and disadvantages. Despite all disadvantages, all
three types take their niche in the world of mobile applications. The overview of mobile application development technologies
has been madein the article. As the result, client-server architecture with HTTP(S) application level protocol was identified
as one of the most popular and reliable nowadays.
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Onucano npobiemu, 3 AKUMU PO3POOHUKY 00B00UMBCA CIMUKAMUCA ) npoyeci po3pooneHHa mModinbHux dooamkis. O0-
HUMU 3 HAUOUIbW 8ANCTUBUX NUMAHb, SIKI PO3POOHUKU NOSGUHHI supiwumu, — ye 2pagiunull inmepgetic Kopucmysaya 0715
HeBeUKUX eKPAHI8 MOOLIbHUX NPUCMPOi8, PO3POOKA 015 OeKLIbKOX NAAm@opm, npobnem 3 npOOYyKMUGHICmIo, NUManHs 6e3-
neku ma wac pobomu 6amapei 6e3 niozapaoku. [leaxki MoOinbHi 6e6-000amKu MAKOHC 8UMA2 AIONMb ABMOHOMHOZ O DEXCUMY
pobomu 015 3a0080JeHH nomped Kopucmysayis. Po3pobuuxu mobinbhux 000amkie noOguHHI NPOOYyMamu 6Ci yi NUMAaHHsL.
Tpu munu mobinbhux 0ooamxie Oyau posesanymi pazom 3 ix docmoincmeamu i Hedonikamu. Hezsascarouu na 6éci nedonixu,
6Ci Mpu Munu 3atmMaroms 800 HiuLy 6 ceimi MoOUIbHUX 000amKie. Poseianymo mexnonozii po3poodnents MooOinbHux dodam-
Kig. V pesynomami 6yno 6u3HaueHo, wo KIicHM-cepeepra apXimekmypa 3 npomoKoaom npoe pamnoz o pisia HTTP € oouicio 3
HAUNOnYIAPHIUUX § HAOIIHUX HA CbO2 OOH.

Kntouosi cnosa: mobineruil 0ooamox, éeb dooamox, HTTP, knicnm-cepeep.
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Onucanvl npobnemvl, ¢ KOMOPLIMU pa3pabOMuuUKy NPUXOOUMCS CIMAIKUBAMbCA 8 npoyecce paspadomru MOOUIbHbIX
npunodcenuil. OOnumu u3 Hauboiee 6ax*CHbIX BONPOCO8, KOMOPble pa3paboOmuUuKU 00INHCHb NPeoooieny, — Mo epaduyec-
Kuli unmepghetic nomwzoeameins 0y HeOOILUUUX IKPAHOE MOOUTILHBIX YCIMPOUCME, Pa3pabomKa il HeCKOAbKUX Niam@opm,
npobnem ¢ npou3BoOUMenIbHOCHbIO, 80NPOChL DE30NACHOCMU U 8pems pabomsl bamapeu 6e3 noozapsaoku. Hexomopvie mo-
OunbHbIe 8e0-NPUNOACEHUS MAKIHCe MPedYIoOm aA8MOHOMHOZ O pexcuma pabomul 05 YO08IeMEopeHUsi NompedHoCmell noJb-
306ameneil. Pazpabomuuru MOOUTLHBIX NPUTONCEHUTI OONIHCHBL NPOOYMAamb éce dmu onpocsl. Tpu muna MoOUILHLIX npu-
JIOJNCEHUTL ObLIU PACCMOMPEHbI HAPAJY € UX dOCMOouHCcmeamu u Heoocmamramu. Hecmomps na éce nedocmamiu, éce mpu
MUNA 3aGHUMAIOM CB0I0 HUULY 8 MUpe MOOUTLHBIX NPUNOXHCEHUU. Paccmompensl mexnonozuu paspabomru MOOUTbHbIX NPU-
nodcenutl. B pesynemame 6vii0 onpedeneno, 4mo KIueHmM-CepeepHas apXumeKmypa ¢ NpOmMOKOIOM YPOSH NPUNOHCEHU
HTTP sensiemcsi 00HOU U3 cambix RONYIAPHBIX U HAOEHCHBIX HA ce2 OOHAWHUL OeHb.

Knroueevie cnosa: mobumvHoe npunodicenue, 6e6 npunoxcenue, HTTP, kauenm-cepgep.

Puc.: 1. bubn.: 21.

Introduction. Mobile devices differ from the standard PCs and still require special tools
for software development. It is possible to distinguish problems dealing with GUI (graphic
user interface), 3D graphics, web security, battery life, access to the file system etc.
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Mobile devices have different screen resolutions and different hardware. Software also
depends on manufacturer, so devices usually have different operation systems and
applications. Therefore, every operation system requires different tools for application’s
development, so developers have to choose platform and tools for development.

Applications for mobile devices require flexible solutions from developers of GUI,
because web application for mobile device should not concede to web applications for PCs.
Moreover, web applications for mobile devices should provide additional functionality and
usability for users. This happens due to the fact, that mobile devices as usual have smaller
screen size than PC, so developers have to think about design for web applications [1; 2].

We have distinguished some problems, which developers of mobile applications can face
with.

There are many platforms available for mobile applications’ developers. Sometimes it is
very hard to choose appropriate solution to implement mobile apps, especially if developers
target couple platforms at once [3]. Fig. 1 shows distributions of popular operations system
(OS) for mobile devices [4].
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Fig. 1. Mobile devices OS distribution [4]

Choice of a technology to use becomes important issue on the way of mobile application
developers.

Another issue that may arise is appropriate architecture and technologies for mobile
applications. There are many types of mobile applications and architectures [5]. Obviously,
each type requires different skills of developers and has restrictions in terms of OS usage on
mobile devices. There is also different architecture can be hired behind each type of the
applications. In the paper we show the difference between the mobile applications’ types and
propose the appropriate solutions which can be applied in different situations. In addition, we
consider some popular technologies to develop mobile applications [3].
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Types of mobile applications. Nowadays mobile devices use for different purposes, for
instance, users often use them for surfing mnternet, communication, gaming, multimedia etc.
Hardware of mobile devices is becoming more powerful and users can use applications and
games with high requirements for hardware. Developers need tools for 3D games and
application development and these tools should provide opportunity to create high quality
online applications as well. There are many game engnes for different mobile platforms and
one of them is game engme called unity 3D [6]. This game engine provides features to create
high quality 3D game applications [7].

Another constraint dealing with 3D and multimedia application is battery life of mobile
device. Developers should take care of economic using of battery and develop an application,
which uses resources of mobile device efficiently [8].

Security of mobile applications and device is a very important problem. Web-based
applications have a very high risk of attacks. These attacks target the most common
vulnerabilities such as cross-site scripting call (cross-site scripting), the mtroduction of SQL
(SQL injection), modification of the parameters (parameter tampering), fake cookie-files
(cookie poisoning) and leaked. The traditional perimeter security systems such as firewalls
and intrusion detection systems do not protect against attacks. Access control, firewalls,
mtrusion detection systems and intrusion prevention systems are an itegral part of the
security applications that protect the perimeter. However, these mechanisms are not fully
protecting Web-based applications from attack on mobile devices, because security system
are not very popular on mobile devices and many users of mobile devices do not even use
firewalls or antivirus software.

These applications use Web-based technology and the principles of Web-user interaction
with the application and can directly attack and bypass established security perimeter.
Attackers know this, so most of the attacks are the direct attacks on Web-based applications.
Application developers need to learn strategies to protect against attacks. They also have to
take mto account several factors that are the cause of a number of attacks, for mstance: the
majorities of Web-application developers are not security experts and may not know about the
vulnerabilities. Many developers are not familiar with the best practices of Web-based
applications protection. Often, the main priority is functionality, and security issues are
resolved later by the modernization of the finished application.

The development environment is changing at high speed, including updates of the code
itself; as well as infrastructure. Some of these changes are not checked and tested by
professionals in the field of applications security.

The above factors dictate the rules that should be followed for any developer to write
better code such as education, studying new solutions, integration of the testing in the
development plan and identification of vulnerabilities in the early stages [9].

Creating applications that can run on different operating systems and different mobile
devices can be a daunting task. As it was mentioned above, high demand for «smart» mobile
applications requires high-performance hardware. One solution to this situation is to create
Web-based applications, as they can run on mobile devices based on different platforms. In
fact, you can do just one version of the application. However, there are two participants in
communication, they are client and server. Web-applications developed for mobile devices
are becoming increasingly popular. However, the instability of access to networks is a major
obstacle to the use of Web-based technologies as part of the cloud mfrastructure. Traditional
Web-application simply does not work when there is no network access, but it is possible to
provide opportunity for using application offline. Offlne Web-based applications are storing
data in a database on the client side and mobile users can work with the functions of the cloud
infrastructure or work in offlne mode with a local host and a local database, synchronizing
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data to the cloud when you resume access to the network. For istance, local database is
implemented in the current version of Safari from Apple. It has a built-in database SQLite,
which can be accessed from JavaScript via SQL-queries. This database stores business model
of an application [10].

Normally mobile devices use Wi-Fi internet access points to access to the Internet. Hence,
there is a significant problem dealing with battery life of mobile devices, because WtFi
consumes capacity of the battery. Manufactures increase capacity of the battery for mobile
devices to provide longer operation of the device. Another solution for this problem is
changing WiFi specification to incorporate power saving mode i WiFi Technology to
optimize power consumption of clients [11].

ManyMobile devices have the same set of functionality as PCs. No doubt, mobile devices
can run all types of application such as native applications, web applications and hybrid
applications. All these types of applications have advantages and disadvantages in comparison
with each other, so developers should choose different types of applications for different
purposes to achieve the best result.

Native applications

All resources give the same definition to the term ‘“native application”. A native
application is an application that has been developed for use on a particular operation system
or platform or device [12]. Therefore, a native application could not be run on different
platforms and sometimes a native application is developed for one version of operation
system is not always able to run on another version of the same operation system (OS). This
type of application is installed directty on mobile device by user and all the native application
data is stored on mobile device as well [13; 14].

Native applications play a very important role and could not be replaced by other type of
application in the nearest future. As it was mentioned above, a native application is developed
only for one platform and OS. It is an advantage and a disadvantage at the same time, because
native application can use all device-specific (platform specific) hardware and software. For
instance, it is possible to use camera, GPS system, microphone, file system etc. [9]. Another
advantage is that native apps are very fast and can produce the best users’ experience. Games
for mobile devices are a very good example. Native apps have high level of security, because
usually native app does not have access to the Internet, so it decreases potential risk of
attacks.

However, orientation on one platform has a lot of limitations. One of them is number of
native apps for platforms. Normally it is required to develop a native app for each platform
and it is not easy task, because developing requires knowledge in objective C, Java and C#.
Therefore, developing requires more resources and time. Native app should be installed and
updated by user and it is not very convenient, because user can ignore update and continue
using old version of application. Before users can mstall application it should be uploaded
onto marketplace or app store and it requires additional time and costs from developers.

Web applications

A web application is an application that is stored on remote server and users have access
to the application over the Internet via browser mnterface. Web apps are very good solution for
different types of devices and platforms [15]. “Build once, run anywhere” concept is a very
promising and can reduce resources and time for developers. Web application does not
require separate version for each type of the device platform they are crossplatform and can
be created only once [16]. There are a lot of tools and technologies for developing web
applications, so, development is becoming more convenient, rapid and robust. As it was
mentioned above, a web app access is provided via browser, so users do not need to install
application on their device. Users need only access to the mternet and appropriate version of
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browser on the mobile device. Developers can update web application and all users get new
version of it.

Web apps could not fully replace native application for mobile device, because it is
mpossible to get access to the native platform features and some securities issues arise. Users
for accessing web apps require the mternet connection and using of web apps remains
impossible without it. Web app developers found solution to this problem. It was decided to
provide offline access to users of web apps and use local data storage with synchronization of
the data.

Despite these entire disadvantages web applications’ development is improving very fast
because of HTMLS, friendlier version of web language and the hard work of W3C [17; 18].

Hybrid applications

A hybrid application is an application that combines elements of native and web
applications. Therefore, hybrid app development combines advantages and disadvantages
related to web and native apps [19]. Developers have to use toolkits for hybrid application
development. For instance, Sencha's Complete Team, Titanum, Mobile frame, PhoneGap are
toolkits which allows development of hybrid applications. A hybrid application is a web
application which is built usmg HTMLS and java script, but it is wrapped into native
container which gives access to native features of the mobile device.

A hybrid application can function without internet connection and store dada locally. As it
was mentioned above, it has access to platform features and web services. Developers of
hybrid applications just need knowledge in HTML and Java Script to implement hybrid
application. Basic knowledge in platform specific language is also required, but it is not so
important. Another benefit is support of hybrid application by all platforms, so, it is reduces
resources required for development.

However, there are many drawbacks dealing with hybrid applications. Despite opportunity
of using native features of the platform, hybrid applications have a very poor performance
while accessing camera, file system etc. Native apps have better performance and provide
more secured access. Another problem is graphic user mterface (GUI), because hybrid
applications do not have all prebuild effects like touch etc. It is very hard to develop 3D
hybrid applications, because performance of these apps does not allow using 3D acceleration
on 100%. However, hybrid applications have their place among other types of applications for
mobile device [20].

Technologies to develop mobile applications. Nowadays more and more applications
have client server architecture and it is very hard to find piece of software, which does not
have server part. Client and server software parts should have opportunity to communicate
with each other. There are many technologies to provide communication between client and
server, for instance, RMI (remote method mvocation), XML-RPC, JSON-RPC, CORBA etc.
It is also possible to use low level API based on sockets to provide interaction. However,
client and server usually use different API, technologies, for instance, server can be
mplemented in Java language, and clients are using .Net, Objective C technologies or
Android API. It is required to provide communication between these pieces of software using
unified technology to avoid implementation of the same business logic in different languages.
Of course, developers could implement different types of server software to provide
functionality for each type of client, but it is not efficient and takes a lot of time.

Web service technology allows providing communication between different types of
client and server software and server software could be implemented only once. W3C
definition of web service 15 - “A Web service is a software system designed to support
mteroperable machine-to-machine interaction over a network. It has an interface described in
a machine-processable format (specifically WSDL). Other systems mteract with the Web
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service in a manner prescribed by its description using SOAP messages, typically conveyed
using HTTP with an XML serialization in conjunction with other Web-related standards”
[21]. Web service is an application component, which uses open protocols for communication
and can be used by different applications and bases on XML or JSON. A web service based
system with client server architecture is a very useful for developing application and has
several advantages compared to other technologies. Web services can work outside the local
network and allows using different languages to access web services. Client application is free
to choose service and make a request anytime, because web services are always available. As
it was mentioned above, web services provide data for clients, which were developed for
different platforms. Web services use standard web technologies and this makes them very
easy and powerful technology for developing. Security of web services is also one of the main
advantages and security is already build-in, for mstance SSL.

Web services use plain text protocols, so amount of data transferred trough the network
increases significantly. Another disadvantage is an impossibility to send data from server to
client without request from client’s side. Asynchronous requests and long polling allows
doing that, but it is not always applicable. Web services use HTTP and HTTPS, which are
stateless, so client and server know nothing about each other when no data is transferred.
Server could delete all information about client if client does not send any mnformation.
Nevertheless, HTTP(S) is the most popular protocol to provide communication between client
and server applications.

Summary. Mobile device applications have some traits, which other types of applications
does not have. Mobile application developers solve big amount of problems to create a mobile
application. However, they should pay attention on GUI, which has limitations because of
small screens, security for standalone and web based applications, tools they use to create
mobile applications, performance issues which mobile device can face with and other
limitations, which are typical for mobile devices.

Appropriate type of a mobile application is an important thing to consider. Three types of
mobile application have been defined in the article. These types are a native application, a
web-based application and a hybrid application. Developers can use any of the types, however
wrong decision can delay development.

All these types of applicaton can be a part of the -client-server architecture.
Communication between client and server can be provided by HTTP protocol
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