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This article presents a system of criteria to determine the optimal application-level protocol for communication between
a client and a server when mobile devices are involved in the communication. The criteria focused on the abilities of
protocols to support different types of content, structure features, the ability to expand, header size and complexity of usage
by software developers. According to the system of the criteria, the most popular application-level protocol HTTP (S) and
other alternative protocols like SPDY and COAP have been analyzed and researched.
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Ilpeocmasneno cucmemy kpumepiie 015 GU3HAYEHHS ONMUMALLHO2O NPOMOKOLY NPUKIAOHO20 PIBHS Npu opeauizayii
36 "A3KY MIdHC KILEHMOM I cepeepom y npoyeci 6UKOPUCAHHA MOOITbHUX NpUucmpois. 3anponoHosani Kpumepii 3ocepeoiceHi
Ha MAaxkux MOJCIUBOCMSX NPOMOKONIE, 5K NiOMPUMKA PI3HUX MUNIE KOHMEHMY, 0COOIUBOCMSX CIMPYKMYpP, 30AmMHOCHI 00
PO3WUPEnHs, PO3MIPY 3A20]08KA | CKIAOHOCMI BUKOPUCTMAHHS PO3POOHUKAMU NPOSPAMHO20 3abe3nedents. 3a o6panor
cucmemoro Kpumepiig 0yiu npoananizo8aHi ma 00CHiONceHi HAUNONYAAPHI WUl NPOMOKONL npukiaouoeo piena HTTP(S) ma
iHwi anomepuamusni npomoxoau, maxi sk COAP i SPDY.

Kniouosi cnosa: HTTP, COAP, SPDY, mobinvuuti npucmpiii, npomoxoi.

Puc.: 3. Tabn.: 5. bion.: 8.

Ilpeocmasnena cucmema kpumepueg 0 onpeodeseHus ONMUMALLHO20 NPOMOKOLA NPUKTAOHO20 YPOBHS NPU OP2AHU3A-
Yuu cea3U MexHCOY KIUEHMOM U Cep8epoM 6 npoyecce UCTONb308AHUA MOOUTbHLIX yempoticms. TIpednodicennvle Kpumepuu
cocpe()omoqeﬂbz HA MAaxKux 603MOINCHOCMAX npOmMOKOJi08, KaK noddep.wcxa PAa3iludHblx munoe KOHmenmd, ocobenHocmsx
CMPYKmMyp, CHOCOOHOCMU K PACUUPEHUIO, PA3MepPY 3a20JI08KA U CLONCHOCHU UCNONb3068AHUS PA3PAOOMYUKAMU NPOSPAMM-
Ho2o obecneuenus. Ilo vibpannoll cucmeme Kpumepues OblIU NPOAHATUSUPOBAHBL U UCCLE008AHbL NONYIAPHBIL NPOMOKOIL
npuxnaonoeo yposua HTTP (S) u dpyzue aromepnamushvie npomoxonst, maxue xaxk COAP u SPDY.

Knroueswie cnosa: HTTP, COAP, SPDY, mobunvroe ycmpoiicmeo, npomoko.

Puc.: 3. Tabn.: 5. bubn.: 8.

Urgency of the research. Developers have been developing their software during many
years by using different programming languages, different platforms, approaches and
technologies. Selection of an application level protocol is one of the issues, which developers
had to overcome on their way to successful applications. Design and creation of application
level protocol is not an easy task. Many things should be considered during these processes,
for instance, protocols should be unambiguous and precise, allow future extensions, do not
replicate services provided by lower layer protocols etc.

Application protocols are different. Application-level protocols are designed to target
specific application tasks. They determine both the procedure of interaction between a
specific type of application processes and the presentation of information in this interaction.

The functions associated with the application layer protocols enable our human network to
interface with the underlying data network. When we open a web browser or an instant
message window, an application is started, and the program is put into the device's memory
where it is executed. Each executing program loaded on a device is referred to as a process.
Applications and services are two forms of software programs or processes that provide
access to the network within the application layer.

Total number of application layer protocols is large and continues to increase steadily.
Some protocols have existed since the very beginning of the development of the Internet. For
example, TELNET and FTP are quite old protocols. Others have appeared recently such as X-

Window, SNMP or SPDY.
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Despite the fact that protocols are designed to be as optimal as possible, developers can
misuse each application level protocol. For instance, developers can generate technical data,
which is not required, when transferring text data types or select the technology, which
transfers unnecessary data. [1]

In the paper, we are considering the most popular application level protocols and
identifying which are the best protocols to work with, when developing a client server
application.

Target setting. Large variety of application layer protocols makes it hard to analyze them
and make some conclusions. Therefore, we need to identify the group of application layer
protocols, which will help us to identify the protocols for our research. We decided to create
the criteria list to distinguish the protocols. The next criteria were defined to identify the most
appropriate application layer protocols. For simplicity, we call this criteria “Identification
criteria”.

e Protocol must support the client-server communication.

e Protocol must be available for usage in mobile networks.

e Protocol must have development tools, which help to use it.

e Protocol must be popular and used in the Internet.

In addition, we defined the criteria to compare selected protocols. For simplicity, we call
this criteria “Comparison criteria”. Every application layer protocol, which satisfies
identification criteria, will be compared using comparison criteria.

e Amount of a technical data transferred.

Protected data transfer reliability and performance.

Popularity of the protocol in terms of software development tools.
Overall performance.

Client server communication drawbacks and characteristics.

Actual scientific researches and issues analysis. End users use application layer
protocols in form of software applications. Sandvine report [2] shows overall usage of
applications and application layer protocols by mobile devices in mobile networks. For
instance, Table 1 shows percentage of usage of the most popular application layer protocols
for mobile access.

Table 1

Mobile access traffic share for Europe

Upstream Downstream Aggregate

Rank Application Share Application Share Application Share
1 Facebook 17.93% | HTTP 17.65% | HTTP 16.92%
2 HTTP 13.45% | YouTube 16.54% | YouTube 15.15%
3 SSL 8.63% | Facebook 12.85% | Facebook 13.72%
4 YouTube 8.25% | SSL 5.68% | SSL 6.17%
5 BitTorrent 5.00% | MPEG 4.23% | MPEG 3.85%
6 Skype 4.60% | Netflix 3.89% | Netflix 3.53%
7 iTunes 3.01% | iTunes 3.48% | iTunes 3.40%
8 Instagram 2.07% | Google Market 2.66% | BitTorrent 3.02%
9 MPEG 2.05% | BitTorrent 2.60% | Google Market 2.43%
10 Snapchat 1.86% | Instagram 1.92% | Skype 1.93%
64.99% 69.59% 70.13%
“Isandvine

As it can be seen, HTTP protocol takes leading position for mobile devices in the Internet for
Europe. For Northern America HTTP takes 3" place with share of 12.59 %, Latin America has
aggregated value 13.04 %, Asia Pacific has 19.14 % of HTTP and Africa has 26.15 % [2].
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That means that HTTP is the most popular protocol for users of mobile devices. In some
world regions, it has lower value, but the general picture shows domination of HTTP over
other application layer protocols in the Internet. Thus, we need to consider different
application layer protocols, which can replace HTTP in some cases. However, they must be
similar to HTTP.
Uninvestigated parts of general matters defining. It is very hard to select appropriate
application layer protocols to analyze, without distinguishing required protocols from a large
set. Identification criteria are presented in Table 2 for application layer protocol HTTP.

Table 2
Identification criteria for HTTP
Criteria Value
Protocol must support the client-server communication Yes
Protocol must be available for usage in mobile networks Yes
Protocol must have development tools which help to use it Yes
Protocol must be popular and used in the Internet Yes

Mobile devices are different and developed for different purposes. It can be powerful
smartphone with multicore CPU and couple GB of RAM, or it can be small board with some
sensors and small amount RAM up to 100 MB. HTTP has relatively big amount of technical
data transferred from a server to a client and back as it was shown in the paper “In HTTPS
potential traffic overhead for mobile devices” [1]. For not very powerful devices, additional
overhead can be not acceptable.

HTTP is the most popular application layer protocol in the Internet, thus we need to
consider only the protocols, which are similar to HTTP and can satisfy the criteria.

One of these protocols is CoAP (constrained application protocol) lightweight alternative
of HTTP. The protocol works similar to HTTP, as it shown on Figure 1.

Request

client ) Server

Response

Fig. 1. Client-server communication in CoAP

CoAP supports GET, POST, PUT and DELETE methods [3]. This protocol can be
successfully used with IoT (internet of things) devices. These mobile devices usually have not
very powerful hardware and cannot have fully functional operational system installed.
Identification criteria for CoAP application layer protocol is presented in Table 3.

Table 3
Identification criteria for CoAP
Criteria Value
Protocol must support the client-server communication Yes
Protocol must be available for usage in mobile networks Yes
Protocol must have development tools which help to use it Yes
Protocol must be popular and used in the Internet Not very popular

CoAP is relatively new protocol and it becomes popular for IoT. It can replace HTTP in
some cases. For instance, CoAP protocol was used for healthcare monitoring sensors to view
the status of patients via browser [4]. Therefore, it can be also considered as reliable
application protocol as well.

Another protocol, which can be considered as alternative for HTTP is SPDY (pronounced
SPeeDY). This protocol claims to be faster than HTTP. On Figure 2 the average page load for
website over 3G (mobile) networks has been shown [5]. The authors have shown that SPDY
is a little bit faster than HTTP in 3G networks.
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Fig. 2. Page load time for different web sites with HTTP and SPDY over a 3G network [5]

However, the results shown on Figure 2 give improvement from 4 % to 56 % which
depends on a website. A previous result, which was achieved by Google, has been shown
improvement between 27-60 % [6].

In Table 4, the identification criteria has been shown for SPDY protocol.

Table 4
Identification criteria for SPDY
Criteria Value
Protocol must support the client-server communication Yes
Protocol must be available for usage in mobile networks Yes
Protocol must have development tools which help to use it Yes
Protocol must be popular and used in the Internet Not very popular

The research objective. Our objective is comparison of application layer protocols,

which are popular and satisfy our identification criteria. The result of this comparison should
give us an idea, which protocols are better to use. It is also possible to identify which protocol
more suitable for specific application types.

The statement of basic materials. All these protocols have similar principle of work and
can be used for communication between a client and a server. We were trying to compare
similar to HTTP protocols, because HTTP is the most popular protocol in the internet [2]. In
Table 5 we presented comparison criteria for CoAP and SPDY protocols, which, we think,
can be used as an alternative to HTTP protocol.

Table 5
Comparison criteria for HTTP, SPDY and CoAP protocols
Criteria HTTP SPDY CoAP

Amount of a technical High High Low
data transferred
Protected data transfer HTTPS (TSL/SSL) TSL/SSL DTLS (RSA and
reliability and AES or ECC and
performance AES)
Popularity of the protocol | Very popular, a lot of Tools are available for software | Tools are available
in terms of software tools available for development for software
development tools software development development
Overall performance Good Good Good
Client server Can be used for Protocol meant to replace some | Protocol Used for
communication drawbacks | communication for parts of HTTP, reduces loading | IoT applications, low
and characteristics different clients and time of web pages. Makes amount of technical

servers. Very popular. almost no difference between | data, but has

High amount of technical |data transferred in mobile limitations

data can be transferred networks. Not very popular
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Http protocol

Amount of technical data transferred between a client and a server can be high. This
depends on type of information (text, image, sound or video) which is transferred and also
depends on developers who write the software [1; 7].

HTTP has secure alternative, which uses SSL/TSL to protect data transferred. Many
programming languages like Java, C #, C++, support HTTP.

Overall performance of applications, which use HTTP(S), depends on particular
applications and technologies which developers decided to apply. HTTP protocol was
designed to be reliable, expandable and all-purpose protocol. Any type of information can be
sent by using HTTP.

SPDY protocol

SPDY targets some parts of HTTP protocol where cannot deliver better performance.
Google’s SPDY uses some techniques (header compression, pushing and multiplexing) to
decrease amount of data transferred from a client to a server and as a result improve speed
communication. Different researches have shown ambiguous results. On Figure 2 the page
load is shown for different web sites using HTTP and SPDY and its only 4 % of improvement
for mobile networks [5]. Another research, which was carried out by C. Roseti et al. have
shown different result. They were using latest SPDY version to measure the page load time
over satellite network. As it can be seen on Figure 3, amount of data transferred by using
SPDY is almost 60 % less than the amount of data transferred by using HTTP [8].
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Fig. 3. Amount of data transferred using satellite networks

SPDY is not very popular and there are much more less development tools and examples
how to use SPDY.

CoAP protocol

CoAP is a protocol which is used by IoT devices to communicate with servers. Usually,
IoT devices are devices with limited battery, memory and processing capabilities and CoAP
can decrease amount of data transferred for these devices.

For developers CoAP is something that can be used very easily because of variety of tools
and examples for many programming languages (Java, C#, C++, Javascript etc.). Moreover
protocol is similar to HTTP from software development point of view, which makes it even
more attractive for developers.
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Conclusions and propositions. In the paper, we identified the most popular protocol in
the Internet. As a result, HTTP is the most popular protocol; therefore, we considered
protocols, which are similar to HTTP. Identification criteria were created to identify
protocols, which can be used instead of HTTP in some cases. There only two application level
protocols passed identification criteria. They are CoAP and SPDY. To compare protocols
between each other we created comparison criteria.

After comparison and analysis of previous researches, it is clear that CoAP and SPDY
perform better than HTTP giving up to 50% performance increase. However, areas where
CoAP can be applied are restricted. In addition, SPDY positioned himself as experimental
protocol from Google. SPDY is not popular nowadays and developers prefer using HTTP.
Popularity of HTTP, large amount of examples for different programming languages and
amount of application, which already have been created, are the most important factors, which
influence on selection of an application level protocol for software development.

For the future researches, consideration of how developers using application level
protocols can be priority direction. Usage of HTTP by software developers can be improved
to increase performance of applications they create.
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